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AIM AND SCOPE 
 
Analysis of Applied Mathematics (AAM) is a journal devoted to the publication of original 
research papers in applied mathematics for high (secondary) school students. Our mission 
is to promote academic curiosity in the field of mathematics by encouraging students to 
produce quality research. AAM provides a unique opportunity for high school students to 
publish a mathematics-based research article in a journal. The topics considered for 
publication can involve any aspect of applied mathematics including topics from the 
medical, scientific, engineering, finance and business fields. Examples of applied 
mathematics topics are: 

 Electronics: televisions, computers, video games, smart phones, and modern 
appliances 

 Transportation: Automobiles, air planes, space shuttles 
 Systems and Processes: Traffic light systems, social choice theory, inventory 

systems, internet search engines, algorithm improvement 

There are a number of possible applied mathematics papers that would qualify for the 
Analysis of Applied Mathematics. For more information, please visit us at 
analysisofappliedmathematics.org. If you have any questions about whether your topic is 
eligible for submission, please contact us at info@analysisofappliedmathematics.org. 
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This research paper analyzes the game theory principles at work that make Bitcoin 
with proof of work successful. With the rise of government surveillance, people are worried 
about their security. This led to the creation of blockchain. The connection between game 
theory and Bitcoin is analyzed with the work that needs to be put in, which is calculated 
and shown by proof of work. The paper demonstrates the security of Bitcoin to be very 
secure because the computational power that the hackers or outside forces need to put in 
to collect the nodes in the system is nearly impossible to attain, and there are more losses 
than benefits when an attempt on collecting nodes is made. Proof of work is expensive and 
susceptible to cyber-attacks, but game theory demonstrates that each user or node’s 
behavior is expected because of the high cost for execution. Despite its flaws, blockchain’s 
trustless storing of data on a public ledger is what makes Bitcoin special and secure. 

 

“Privacy is about something to protect” (Schrodt, 2016). Edward Snowden -- the 
infamous former NSA employee who leaked classified information of the United States of 
America in 2013 -- thinks privacy is a constitutional right. Snowden exposed that the NSA 
was conducting unconstitutional surveillance on citizens. He shone a light on the US 
government spying on its own citizens without a warrant.  

This troubling trend of encroachment of privacy has only continued. In 2016, the U.S. 
Government requested Apple to decrypt the iPhone of Syed Rizwan -- the shooter of the 
San Bernardino attack. However, Apple declined the request by stating that the U.S 
Government’s request is a threat to “the security of [Apple’s] customers” (Apple, 2016). 
Apple also believes that the help from Apple’s new software to bypass Apple’s security will 
allow other people -- law enforcement officials or spy agencies of other countries -- to have 
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access to any iPhone that is locked. Again, this is another case of the United States 
Government’s attempt to invade the privacy of the citizens. Despite the action that Rizwan 
has caused, Moxie Marlinspike, the American computer researcher, also believes that there 
is no need for the FBI to ask Apple to decrypt Rizwan’s iPhone. Marlinspike believes that 
FBI already had enough information on Syed Rizwan because of the information on 
Rizwan’s “call logs as well as an old phone backup” (Greenburg, 2016). Marlinspike 
believes that the FBI wants a new step into a world with a way for law enforcement to view 
everyone’s private information without consent. However, Marlinspike doesn’t think that it 
is the “world we want to live in” (Greenburg, 2016).  

The government has been proven to collect the private information of its citizens, 
and this fact has driven the creation of Bitcoin and blockchain technologies. However, by no 
means is Bitcoin and blockchain technology the perfect way of online currency. Bitcoin is 
huge today, however illegal activities on the Silk Road Platform such as “drugs [...], illegal 
pornography, [...] murder-for-hire [...], potential to fund terrorism, launder money, and 
[avoiding] capital control”, or tax evasion, are possible (Foley, 2016). Government 
surveillance gets people worried about their privacy because people value their private 
information. More powerful security or encryption methods help people to feel like there is 
more privacy from any kind of surveillance. This process allowed the creation of blockchain 
to be possible. 

 Bitcoin and blockchain technologies can be used to harm, but the technology, if used 
well, can benefit today’s cryptocurrencies as it is a potentially game-changing technology. 
The privacy of blockchain uses the hash function, a secure encryption method that is highly 
favored, to protect the data that Bitcoin provides to the algorithm. Since Bitcoin is all about 
money or economy, the implication of the game theory is inevitable. 

Blockchain has emerged as one of the disruptive technologies of the 21st century, 
alongside Artificial Intelligence and AR/VR. The idea of decentralized ledgers is 
surprisingly not nascent but rather, something that has existed since last century. Satoshi 
Nakamoto with “his” revolutionary Bitcoin brought this amazing combination of 
technology to light (Satoshi, 2008). Using cryptographic encryptions and decryptions to 
secure information and grant anonymity to users, and decentralized ledgers to mitigate the 
risk of a central point of failure, despite the gloomy outlook cryptocurrencies experienced 
throughout the world, Blockchain emerged as an unsung hero and became the center of 
attention for most technologists and innovators. The details of cryptocurrency and what 
differentiates most networking capability of the different blockchain, is the idea of 
consensus protocols, a mechanism through which different nodes of a network without the 
need of trusting each other can validate the information being shared amongst themselves. 
Furthermore, the laws that govern the network, consensus protocols, as well as the users, 
is a concept from John Nash himself (Nash, 1996). Game theory plays a vital role in the 
crypto-currency space where it ensures that despite the presence of a trust-less system and 
a network where (Blummont, 2017).  

In this tutorial, the discussion will span out to first explain the mechanics of game 
theory and how concepts like prisoner’s dilemma are applied in real-life scenarios. Moving 
on, a detailed discussion will follow on the very first consensus protocol that emerged with 
Bitcoin, known as Proof of Work, and how game theory applies, ensuring the participants of 
the system behave in its best interest. Lastly, a conclusion about the importance of game 
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theory and how it can be used to improve cryptocurrency mechanics and improve the state 
of the virtual currency Bitcoin. 

 

Game theory in its simplest terms is defined as "a new discipline that emerged 
because of its novel mathematical properties" along with its widespread applications in 
various domains ranging from social, economical to political problems. The foundations of 
game theory were laid down by John Vann Neuman in 1944 (Davis). It consists of the 
following three properties (Colman, 2008): 

1. At least two or more players are in the game who are the decision makers. 
2. Strategies are choices each player has as a way of acting in the given situation, given 

that the consequence of the outcome of one player’s choice impacts the choices of 
the others. 

3. Each player consists of certain well-defined choices or preferences that are 
numerical in nature such that the payoffs that reflect these choices are easily 
assigned to the outcome of each of the players. 

Stanford University Encyclopaedia defines game theory as a study of ways “in which 
interacting choices of economic agents produce outcomes with respect to the preferences 
(or utilities) of those agents, where the outcomes in question might have been intended by 
none of the agents." John von Neumann and Oskar Morgenstern (1944) invented the 
mathematical theory of games (Stanford University , n.d.). 

Individuals who study game theory, like economists and philosophers, to better 
understand the process of rationalized thinking and decision making at an individual as 
well as collective level use a rather abstracted concept called utility. The utility is a 
subjective concept, described in the form of a scale, referred to as a measure of satisfaction 
of an economic agent, or informal words, "subjective welfare" that an agent obtains from a 
certain good, service or event. 

Consider a scenario where such an economic agent has a choice with each option 
consisting of un-equal utilities, in combination with another agent allowed to choose from 
the same options. As per game theory, both of these economic agents will seek to opt for 
choices that maximize their own level of utility, that is, provides the maximum satisfaction 
to each of these agents. Note that, in case of both of these economic agents, the choice will 
rely on the maximization of own utility and with no regard to the other agencies involved. 
Therefore, for a rational economic agent, the choice made in such a scenario may be 
apparent as a selfish move in a subjective setting, but ultimately from an economic or game 
theorist point of view, it would be a rational choice. Either agent would be inclined to opt 
for a choice that caters for himself alone given that there are no setbacks in this scenario. If 
choice A offers 100% utility and choice B offers 75% utility, regardless of other players 
involved, since there are no negative consequences or opportunity costs in this situation, 
the agent will be inclined to focus on choice A and obtain the maximized form of utility. 
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If each individual in an economic system chooses to act "rationally," the outcome 
may not be an entirely ethical or morally acceptable one and may even result in likely 
unordered chaos. Game theory is applicable in real-life situations and therefore, has a great 
likelihood of being realized into an uncontrolled disordered system if left to its own accord. 
The outcomes, however, are based on the choices that an economic agent has during such 
situations, and therefore, authorities involved in such systems can invoke the agents in the 
system to behave or react in a certain way if provided with a tailored choice along with 
favorable or unfavorable outcomes associated with each choice. 

Using the principles of game theory, given a situation or a "game" between two 
agents or "players," the outcomes of the game can be anticipated with the presumption that 
each of these players with acting in their own best interests such that it gives them the 
optimal utility. Such a feat can be achieved by implementing concepts of incentivization and 
punishments that ensure that the net utility derived by a player from a game, takes into 
account the consequences of the action, either in favor of his interests or against, and then 
opts for an option. Here, by changing, the incentives derived or the punishments imposed, 
by the system upon the player, the authority can manipulate the system and ensure that the 
players act in the best interests of the system as a whole while choosing to optimize their 
own utilities.  

These principles are clearer to grasp through the application of game theory in 
cryptocurrencies, mining and the mechanics involved in it. The case considered here will be 
of Bitcoin network, a decentralized cryptocurrency network that considers "code is the 
law" and ensures through mathematical encryptions consensus algorithms how each 
"player" in the system behaves and chooses to act such that the system's integrity is 
maintained. In the following section, the paper will discuss the basis of consensus 
algorithms, how game theory plays a role and the bad practices it seeks to prevent through 
the incentivization and punishment principles (Dey, 2018). 

 

A decentralized ledger system that contains multiple players and no central 
authority is susceptible to flaws, conflicts, and players acting in such a manner that they 
render the system useless. Satoshi Nakamoto in 2009 came up with a solution in the form 
of Bitcoin to ensure that transactions are not double spent, are transparent to public and 
most important in the context of this paper, is governed by the players in the system as a 
collective authority. The bitcoin system works by allowing each "node" to store all the 
transaction records with themselves. Whenever there is a conflict of information, the nodes 
can verify together with the information from each personal database and then confer 
which trail of a transaction is correct. This method is referred to as a consensus algorithm, 
which to simply put is a mechanism that allows all the players or nodes in the system to 
reach a conclusion about any transaction or data stored on the system. There are different 
consensus algorithms but the one taken into consideration here will be Bitcoin’s Proof of 
Work (Satoshi, 2008).  
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Proof of Work is a mechanism which “artificially imposes” a cost on the transaction 
system in the absence of a central authority. The idea is that to be able to derive certain 
utility from an action performed, a certain amount of work must be put into place. 
Therefore, proof of work acts as a measure of efforts put in by an individual in the node to 
approve information or transaction in the Bitcoin network. Originally presented by Dwork 
& Naor (1992) as a mechanism to combat junk email, a relatively practical and successful 
application was proposed by Nakamoto to use it as a core component in “designing a fully 
decentralized peer-to-peer electronic currency system called Bitcoin” (Moni & Dwork, 
1992).  

The proof of work mechanics can be described by considering the example of a 
simplified network of Bitcoin. Consider a network consisting of only three nodes, Alice, Bob 
and Clarke, each of them owns 10 BTC. If Alice transacts 1 BTC to Bob, each of the node will 
update their logs to include a transaction of A->B, 1.2 where 0.2BTC is the transaction fee; 
Now the balance read as Alice 8.8 BTC, Bob 11 BTC, Clarke 10 BTC. Now consider if the 
following transaction takes place: 

 
A-> B 1.1 BTC; fee: 0.1 BTC 
B->C 1.2 BTC; fee: 0.2 BTC 
C -> A 2.01 BTC; fee: 0.01 BTC 
Total block fee: 0.41 BTC 
 
Now, assume a single block on the network, a container, holds all these transactions 

on it. Now each node has a puzzle to solve. The first one to solve the puzzle gets to append 
the block into the blockchain, and the catch is that they earn the block fee. Once a block is 
appended to the block, each node updates their log of transactions and block and continue 
"mining" more transactions. The reason it is called a consensus algorithm is that it is 
because of this method that each of the algorithm each of the node reaches a consensus of 
the information stored in the block. If a node tries to add a malicious block into the 
blockchain, say containing falsified information regarding a transaction, for instance, 
letting Alice send 100 BTC to Bob, the other nodes will be able to verify through their chain 
of blocks that Alice, in fact, does not own that much of BTC to send it to Bob. If Bob tried to 
add such a block to the blockchain, Alice and Clarke would be able to verify from the 
history of transactions that they have that the block is in fact incorrect.  

The interesting thing about the puzzle is that it is a mathematical puzzle with some 
unknowns that can only be obtained through trial and error method (Halevi, 1999). 
Therefore, it will require some computational power for each of the nodes to solve the 
puzzle and obtain an answer. It is not an easy mathematical puzzle but rather an equation 
that looks something like this: 

Hash (previous block hash + block hash + nonce) < target 
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Here, Hash is a function that encrypts information using a special cryptographic 
function called SHA 256. The hash function has certain properties that render the output 
from a hash function irreversible. This means given the hash of x, x', the value of x cannot 
be reversed engineered. In simple words, it converts data into gibberish but unique set of 
strings that can be verified but not inverted. Previous block hash is the hash of the entire 
previous block header, and then the hash for the current block — lastly, the unknown value 
of nonce. The target is the value the nodes or miner nodes try to achieve through trial and 
error. Here, the value of nonce is what each miner node tries to guess to successfully 
compute a value of resultant hash that is less than the given target. Since all nodes are 
simultaneously trying to solve a puzzle, the miner node which solves it first and appends it 
to the blockchain successfully are able to receive the fees first, and then the race resumes in 
the form of the next block.  

The interesting thing about Nakamoto’s PoW is that each computer or IP represents 
one unit of computing power. “In this system, users constantly participate in a lottery, and 
each user’s chance of winning is proportional to the computing power he is willing to 
invest. The lottery is designed in such a way that every win, as a side-effect, returns a 
timestamp of all transactions in an atomic operation.” (Becker et al. 2013). Since each 
computer represents one unit of computing power, in a realistic setting with thousands of 
nodes, only the majority of the nodes agreeing to append a block will be able to add a block 
to the blockchain. Therefore, if a malicious node tries to append any transaction or block to 
the block, it would need to own the majority of the computing power of 51% of the 
computing power of the entire network to be able to include that block into the blockchain. 
Considering that means that the malicious node or user must have 51% or more nodes 
favoring that block, it is highly unlikely for such a circumstance to occur. However, it is not 
impossible. It will be discussed later in this tutorial paper. “The sequence of timestamps 
forms a history of transactions. In case that competing histories emerge (which is easily 
possible in a peer-to-peer network), users believe in the history for which the most PoW 
has been delivered. This quickly resolves the conflict. Altering any transaction timestamped 
in the past requires redoing all work that has been done afterward" (Becker et al. 2013). 

 

Analyzing the game theory aspect, it can be easily understood how the system 
ensures that each node acts in the best interest of the system even when acting in their own 
self-interest. The idea is manipulating the feasibility of conducting an act out of self-interest 
to such a high extent that it becomes infeasible to do such an act that goes against the 
system. Consider a 51% percent attack on a bitcoin network. Suppose there are 5000 nodes 
in the entire system. In order to be able to conduct an attack on the system, the perpetrator 
must own computational power equivalent to 343 megawatts per node for a total of more 
than 2510 nodes. To put it into perspective, roughly one-third of San Jose, California or 
285,833 U.S. homes can be powered with 343 megawatts. For 2510 miner nodes, that's 
equivalent to 860930 megawatts, which is an extremely large amount of energy that even a 
hacker or malicious group of individuals cannot easily collect together. If each megawatt 
costs about a penny to function per hour, it would cost $8609.3 to operate the mining 
nodes for an hour or roughly $144 per minute. It takes one block to be mined in roughly ten 
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minutes; then it would take $1440 to mine one block using 2510 mining nodes worth of 
computation power (Bradbury, 2018). As a result, if we consider 0.41 BTC, for an exchange 
rate of $3000, that is equal to $1230 worth of BTC fees earned. Taking into account cost-
benefit analysis done on very simplistic terms, this results in a greater loss than there is a 
benefit. 

Furthermore, the environmental cost in terms of discharge of carbon dioxide and 
other greenhouse gases, for the 2510 mining nodes are also exceptionally high. 

Furthermore, there is specialized hardware in terms of one-time cost that range 
from $800 to $2000 to purchase and install. Putting these costs into perspective, for any 
hacker or malicious node, or a player to use the right term, to act in its own self-interest 
and try to append a malicious block containing false information that favours his or her 
account, it would cost them more to set this entire setup than to betray the system. 
Therefore, the rational choice for them to follow would be to act honestly. Since in acting 
honestly, it incurs lesser costs and ensures a higher chance of pay-out as well.  

However, this does not entirely mitigate the risk of 51% attack. There exist mining 
pools that pool in mining power or rent out computational power to users to mine blocks 
forming semi-centralized structures. In such a scenario, if a certain mining pool group 
decides to put together the entire computational power to attack the system, it is very 
likely to overthrow the network and append malicious blocks to the blockchain. Since the 
rest of the community may choose to behave honestly and in the best interest of the 
system, they may choose to "hard-fork" and follow a different chain from the split point 
onwards to preserve the correct blockchain. This act also demonstrates how a multiplayer 
game based on the principles of game theory would evolve. If each player chooses to act in 
its own interest, it can behave in a certain way to result in nodes forking from the point of 
disagreement, rendering the gainer useless by being disqualified from the main blockchain.  

 

Proof of Work is an expensive consensus mechanism; proof of work comes with a 
very high cost of performance and furthermore, is susceptible to cyber-attacks. But given 
the principles of game theory, it is possible to ensure that each node or player in the 
network behaves in an anticipated manner because the self-interest option that is harmful 
on a collective level becomes unfeasible due to the high cost of execution by one party. 
Through manipulating the system, proof of work establishes the foundation for a system 
which envisions "code is the law" (De Filippi, 2018). Despite a trustless system, much 
against the usual form of relationship that humans are accustomed to while transacting or 
exchanging goods, bitcoin laid the foundation of the first system requiring no trusting body, 
complete anonymity and a secure form of transacting that relies on the principles of game 
theory. 

In the future, I would like to find out about research more about other online 
currencies, if any other methods are created with different or similar methods as the 
Bitcoin. Proof of Stake is another method different from Proof of Work that I would like to 
analyse in a similar method. Lastly, research in comparison between Proof of Work and 
Proof of Stake through game theory analysis is also a topic that I would like to look into in 
the future.  
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Linear regression is a simple machine learning model for regression problems. 
Regression therefore is using independent predictors to model a target value. Regression 
means what is used for discovering and forecasting variable relationships basing on their 
effect and cause. The aim of regression problem is to calculate an output that is real-valued. 
On the other hand linear means what is arranged in a straight line (Ayyadevara, 2018). 

Linear regression is therefore a linear model, which is a linear relationship that can 
be obtained between single output variables, y, and input variables, x. Simple linear 
regression is when we have a single input variable (x). On the other hand, multiple linear 
regression is when the input variables are many (Montgomery, Peck, & Vining, 2012).  

A relationship is established between input variable and target variables by fitting a 
line called the regression line or line of best fit. Modelling the line is based on linear 
equation as follows: y = b_0 + b_1 * x. The purpose of the linear regression algorithm is to 
use b_0 and b_1 to find the best values (Yan & Su, 2009). 

The linear regression equation can be generalized to multiple linear regressions as 
follows: 

y (x) = w0 + w1x1 + w2x2 + … + wnxn 

In this method, our prediction is a hyperplane in n-dimensional space (Hackeling, 2017).  

We shall look at some techniques that are important in linear regression. 
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The cost function provides the best fit line by helping us figure out the best possible 
values for b_0 and b_1. This problem is converted into a minimization problem since we 
aim at getting the best values for b_0 and b_1. The cost function can also be referred to as 
Mean Squared Error (MSE) function in other terms. Our main aim is to minimize the error 
between the actual value and the predicted value as follows: 

 

This is the minimization and the cost function. 
The function above is used to minimize. The error difference is measured by the 

difference between the ground truth and the predicted values. First, the error difference is 
squared, then second, the squared value is summed over all data points and finally, a 
division is performed between the value resulting and the value we get from counting all 
the data points. The resulting value is the average squared error over all the data points 
(Mueller & Massaron, 2016). This is what we call MSE (Mean Squared Error) function. The 
MSE function enables one to change the values of b_1 and b_0 so that the MSE value is the 
minima. 

The gradient descent is another technique in linear regression that is used for b_0 
and b_1 updates in order to reduce the MSE or the cost function. We assign some random 
values to b_0 and b_1 and in order to reduce the cost, we then iteratively change these 
values in a direction towards minimizing the error. Changing of values is facilitated by the 
gradient descent. 

The learning rate in gradient algorithm is determined by the number of steps one 
takes. This rate determines the speed at which convergence of an algorithm takes to reach 
the minima (Géron, 2017). We shall therefore learn about the difference between non-
convex and convex functions. 

The cost function can at times be a non-convex function as one could settle at a local 
minima but linear regression is a convex function (Bertsekas, 2015). Gradients from the 
cost function are taken to update b_0 and b_1. Partial derivatives are taken with respect to 
b_0 and b_1 to find the gradients.  
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Calculus is important in finding the partial derivatives and Alpha is a hyper 
parameter that must be specified, as it is the learning rate. We can get closer to the minima 
with a smaller learning rate but the time taken is long. On the hand, a larger learning rate 
can exceed the minima but it converges faster. 

The following is an example: 
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Ordinary Least Squares is useful in estimating the coefficients values when we have 
more than one input. This method aims at minimizing the squared residuals sum. That is, 
we find the distance between each data point and the regression line, square these values 
and find the total of all the squared errors. The resulting value is used by ordinary least 
squares to find the minimum. This method makes use of linear algebra operations since 
data in this method is treated as a matrix (Groß, 2012).  

Regularization is a method whose objective is to reduce the model’s complexity by 
minimizing the squared error sum of the model by using ordinary least squares.  
Regularization consists of two examples of procedures that are common for linear 
regression. The first is Lasso regression also called the L1 regularization and the second is 
Ridge regression that is also known as the L2 regularization (Géron, 2017). 

Code consists of two choices that can be used to come up with a linear regression 
model. The first is the SciKit learn library that can either be used directly or can be used to 
import the linear regression model. The second is using the equations in the previous 
techniques to write a regression model.  

Let’s consider use of a SciKit learn library to come up with a linear regression model. 
The code below will help us come up with a model that will use the data to learn and 
predict the salary for a certain number of years. 
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(Srinidhi, 2018) 

The output of the plot will be as follows: 
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The code can also be used to predict, which is a section of the above code, as follows : 

 

(Srinidhi, 2018) 

The graph is as follows: 

 

We shall now consider using the equations to create a regression model. Consider 
the following example: 

We shall be using height(x) to predict weight(y). The representation of the linear 
regression is: 

 y = a_0 + a_1 * x1; y is the weight and x is the height. 
a_0 is the coefficient of  bias and a_1 is the height column coefficient. We shall 

predict the weight by plugging in different height values. 
If we use b_0 = 0.1, b_1 = 0.5, and choose a height of 180 cm; 
 weight = 0.1 + 0.5 * 180 

  = 108  
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This equation therefore be plotted as a two-dimension line. We take b_0 as the 
starting point and the graph obtained is as follows: 

 

Linear regression is an algorithm that is the starting point for everyone who wants 
to study machine learning. This algorithm consists of simple linear regression, the cost 
function, ordinary least squares, gradient descent, regularization, and the code. The 
ordinary least square is the most commonly used method and the gradient descent is 
popularly taught in machine learning classes. The linear regression algorithm is a very 
useful alo, and easy to learn and implement. 

  



Analysis of Applied Mathematics Volume 12 
 
 
 

20 

Ayyadevara, K. V. (2018). Pro Machine Learning Algorithms. India: Apress. 
Bertsekas, D. P. (2015). Convex Optimization Algorithms. Massachusetts: Athena Scientific. 
Géron, A. (2017). Gradient Descent. Massachusetts: O'Reilly Media, Inc. 
Groß , J. (2012). Linear Regression. Berlin: Springer Science & Business Media. 
Hackeling, G. (2017). Mastering Machine Learning with scikit-learn. Birmingham: Packt 

Publishing Ltd. 
Montgomery, D. C., Peck, E. A., & Vining, G. G. (2012). Introduction to linear regression 

analysis . New Jersey: John Wiley & Sons. 
Mueller, J. P., &s Massaron, L. (2016). Machine learning for dummies. New Jersey: John 

Wiley & Sons. 
Srinidhi, S. (2018, July 30). The Tech Check. Retrieved December 6, 2018, from Linear 

Regression in Python using SciKit Learn: https://blog.contactsunny.com/data-
science/linear-regression-in-python-using-scikit-learn 

Yan, X., & Su, X. (2009). Linear Regression Analysis: Theory and Computing. Singapore: 
World Scientific. 

 



Analysis of Applied Mathematics Volume 12 
 
 
 

21 

This research paper explores the Kimchi Premium, an unprecedented arbitrage 
opportunity that spanned from late 2017 to early 2018, following the rise and fall of 
cryptocurrency prices worldwide. This paper draws data from APIs (Application Program 
Interface) provided by many of the leading cryptocurrency exchanges in both the Korean 
and American markets, namely Bitfinex, Bitthumb, Bittrex, Coinone, Coinrail, and Poloniex. 
Upon inspecting several cultural and economic factors, it becomes evident that the Korean 
“hype mentality” was one of the leading causes of both the rise and fall of the premium, 
while HFT (High-frequency trading) becomes ruled out as the leading cause, taking into 
consideration the many restrictions the Korean government placed on cryptocurrency 
trading. This research highlights the effect culture has on market behaviors, and how 
government interferences can mitigate the effect of other factors. 

 

Bitcoin, altcoins, and blockchain are being hailed as the latest technological 
disruptors. With potential prospects and use-cases so vast, these technologies are 
threatening to displace the contemporary financial services sector while empowering 
individual users through decentralization and the removal of third-party mediators. Since 
Bitcoin’s so-called creator Satoshi Nakamoto released it to the world in 2008, it has 
continued to evolve from obscurity, reaching tremendous peaks in 2017 as traders, 
activists, and financiers watched with incredulity as it reached massive valuation levels of 
over $20,000 apiece. 

Unlike other traditional forms of tradable assets such as stocks or bonds, Bitcoins 
are created by the users themselves through a process known as mining, in which 
individuals validate and facilitate the transaction of Bitcoins between other users.  

Today Bitcoin and altcoins, such as Etherum, Ripple, and Litecoin, trade on more 
than 100 different exchanges around the world. Daily average trade volume reached some 
$5 billion at the end of February 2018 and is expected to grow further. The entire crypto 
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market space, valuation estimates range up to $40 billion with some 15 million active 
traders. Traders, including small retail investors and institutional behemoths, continue to 
seek arbitrage opportunities, which have fluxed as rising volatility and changing regulatory 
environments impact the markets. 

Nowhere in the world have the arbitrage opportunities been more abundant than in 
South Korea. Known as Kimchi Premium, traders have been aware of massive arbitrage 
opportunities in the price gaps between South Korean and foreign cryptocurrency 
exchanges.1 Interested in learning about this extraordinary arbitrage opportunity? Look no 
further. This paper will present an in-depth examination of Kimchi Premium, trading 
strategies, risk, and the catalyst for it all: South Korea’s unique financial regulatory 
environment. Finally, two of the central questions explored will be whether arbitrage 
opportunities still exist and if the individual investor can take advantage of them. 

 

Together, buyers and sellers of Bitcoin constitute a “competitive market,” in which 
sellers compete with each other to satisfy the desires of a large group of buyers–in this 
case, by selling Bitcoins.2 From a theoretical perspective, the actions of an individual trader 
in a perfectly competitive market ought to have noticable effect on the price at which 
bitcoin is being bought and sold.3 When a market is competitive, its behavior can be 
modeled by two core pillars of economic theory: the laws of supply and demand.4  

The supply curve demonstrates the price at which producers or sellers are willing to 
sell their goods, such as bitcoin. If the price of bitcoin rises, economists assume that 
producers – like bitcoin miners or hodlers5 – will be incentivized to either produce or sell 
more. If prices fall, miners will be incentivized to redirect their resources elsewhere to 
produce something else that gives them more money for their labor.  

The demand curve is similar to the supply curve but inverted. If the price of bitcoin 
falls, then, in theory, more people will be happier to buy more. The number of buyers 
wanting to purchase bitcoin depends on the price, and the lower the price, the more people 
want to buy bitcoin. If prices rise, people will seek to reduce their consumption, thus 
buying less bitcoin.  

When combined, the economic laws of supply and demand equate to what is known 
as the equilibrium price and quantity of a market. Remember, since the supply curve shows 
the quantity supplied at any given price and the demand curve shows the quantity 
demanded at any given price, the equilibrium price and quantity is determined by the point 
at which these curves intersect.6 It is worth noting that while I have used bitcoin as an 
                                                 
1
 “Kimchi Premium,” Investopedia. 2018. https://www.investopedia.com/terms/k/kimchi-premium.asp 

2
  

3
 Krugman, Paul., Robin Wells, and Anthony Myatt. Microeconomics. Worth Publishers: New York. 2006. 

4
 Ibid. 

5
 Hodler: an anagram of the word holder. Internet meme referencing a famous forum post “I AM HODLING” that 

arose in the early bitcoin days. 
6
 Ibid.  
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example of a good following the laws of economics, as we will see, bitcoin sometimes 
performs in mysterious ways contrary to the laws of economic theory. In fact, it is precisely 
when bitcoin violates these laws that arbitrage opportunities are made.  

Paul Krugman, a distinguished professor of economics, once argued that those 
concerned with financial markets ought to be aware that they often fall short of perfection, 
that they are subject to extraordinary delusions, and that they are subject to the madness of 
crowds.7 These are words of advice that those in the crypto space ought to take seriously. 
As a new asset class that remains woefully understudied, it could be financially 
catastrophic to a trader to assume anything with conviction. Nonetheless, for the moment 
we must examine market theory in greater detail.  

For a perfect market to exist, several conditions must be met. First, there must be 
sufficient market participants, each with a sufficiently small share of the overall market. 
Second, all of the product in the marketplace must be homogenous, with buyers paying to 
interest to where or whom they buy from. Third, market participants must have perfect 
information– in other words, they must have access to the prices that buyers and sellers 
are willing to trade in.8 Finally, actors ought to be free to enter and leave the market, and 
there ought to be no limitations of the ability of producers to produce.9 As one can imagine, 
perfect market conditions are hard to come by, and consequently, providing an example of 
a perfect market is nearly impossible.  

Given the impossible condition of a perfect market existing in our world, economists 
focus much of their attention on the opposite: imperfect markets. There are many variables 
that can affect the efficiency of a market. One of these variables is imperfect competition, 
which rises from a lack of competition in the marketplace. Monopolist producers without 
competition may seek to raise prices so high that social utility is eliminated.10 An example 
of a monopoly business could be an electricity utility operator, who has the ability to 
ensure a monopoly by taking advantage of the fact that the costs for a potential competitor 
to build alternative electrical infrastructure is prohibitively high. 

In addition to imperfect competition, taxation is another detractor to perfect market 
conditions. For instance, short-term capital gains taxes can eliminate many of the gains 
from trading. Those seeking to profit from high frequency trading ought to be aware not 
only of high transaction costs, but also of the costs of taxation. Every time a trader 
successfully executes a trade resulting in profit, capital gains taxes must be accounted for, 
and in the US, short-term capital gains taxes can be as high as 39.6%.11  

Transaction costs are another potential blemish on otherwise perfect market 
conditions. Transaction costs are not simply the costs incurred by the out-of-pocket fees 

                                                 
7 Krugman, Paul. “How did Economists get it so Wrong?” The New York Times, 2009.  
8 Perfect Competition. Investopedia. 2018. 
9 Ibid. 
10 Nagy, Mikael. "Arbitraging the KimChi premium with Bitcoin." Haaga-Helia University of Applied 
Sciences (2018). 
11 Brodersen, Stig and Preston Pysh. The Warren Buffett Accounting Book: Reading Financial Statements 
for Value. Pylon Publishing. Kindle Edition. 2014. 
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associated with traditional stock brokerages, but can also be represented by the 
opportunity costs buyers and sellers incur through time spent navigating the market and 
the mental costs of managing their portfolios. When Bitcoin was trading at all time highs in 
December of 2017, the median daily transaction fee reached an exorbitant $34 eliminating 
some of the gains from trade.12 Since then however, Bitcoin and other altcoins’ daily 
median transaction fees have drastically plummeted, reaching a 6-month low at the time of 
writing of only $0.28 per trade.13 One of the original selling points of Bitcoin, low fees 
evaporated during the rising hysteria that swept crypto markets during December 2017, 
scaring away potential adopters who balked at rising transaction costs. Fortunately, with 
the return of low transaction costs, Bitcoin and other altcoins have regained much of their 
original appeal. 

While markets are the best organizers of economic activity we have, they do not 
always work as intended. Usually, institutions and governments work to improve market 
conditions through regulation or deregulation; particularly since free market economics is 
the relatively uncontested contender for best practice. However, sometimes markets and 
governments run amok, as is the case of Kimchi Premium in South Korea. But before we 
turn to investigating the unique arbitrage opportunities for crypto traders in South Korean 
exchanges, we first need to examine the concept of arbitrage.   

Given the laws of supply and demand as well as an assumption of perfect market 
conditions, the ‘law of one price’ emerges. The law of one price states that in a perfectly 
competitive market of a homogenous asset such as Bitcoin, prices at a given point in time 
should be equal when expressed in the same currency.14 However, we know that markets 
are generally far from perfect; nevertheless, the law of one price can still hold even with 
large market imperfections. For example, take the price schematics of a homogenous good 
between two different fiat currencies. For the sake of the thought experiment take US 
dollars and Euros. A can of Coca-Cola costs 1€ in Europe and $1.5 in the US, implying a 
EUR/USD exchange rate of 1.5, roughly in tandem with the true rate of exchange. Thus, 
even with imperfect market conditions, the law of one price can be used to draw 
conclusions for purchasing power parity and exchange rates as it demarcates between 
prices in different markets.  

In its simplest form, arbitrage can be defined as the simultaneous purchase and sale 
of assets yielding identical cash flows.15 Yet what traders are interested in are arbitrage 
opportunities, known as the simultaneous buying and selling of a homogenous asset in 
different markets in order to take advantage of differing prices. When arbitrage 
opportunities exist, the law of one price becomes violated, and for the savvy arbitrageur, 
this represents a potentially lucrative opportunity.  
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In theory, in a competitive market of a homogenous asset such as Bitcoin, prices at a 
given point in time should be equal across exchanges when expressed in the same 
currency. Yet in practice, the fiat valuations of Bitcoin differ remarkably between different 
exchanges. These differences in price should be conceptualized as discounts or in premium 
– hence the name Kimchi Premium. If market agents are rational actors and the 
opportunity for arbitrage presents itself, traders will sell their asset for a high price in one 
market while simultaneously using the proceeds to buy the same asset at a lower price in 
another market. As long as the arbitrage opportunity exists, traders will continue to seek to 
exploit price differences for profit, reinvesting alpha from the last round trip through the 
exchanges, and growing their capital until mean reversion occurs.  

Mean reversion is the theory that prices ought to move to the average over time, 
meaning, that if an arbitrage opportunity exists, it will not be forever. In fact, with 
increased interest in arbitrage opportunities, arbitrageurs will inevitably pressure markets 
until arbitrage opportunities expire. Perhaps contradictorily, while arbitrageurs take 
advantage of premiums between different markets, the pressures they exert on markets 
eventually ensure that prices revert to similar levels across all markets, effectively ending a 
once lucrative arbitrage opportunity.16 

 

A specific case of arbitrage emerged in late 2017, as the price of Bitcoins in Korean 
markets, which had maintained relatively stable for many reasons, skyrocketed, while 
American Bitcoin prices remained relatively invariable.17 Within a single week, the Kimchi 
Premium saw its first spike in late 2017, reaching a peak of 32.83% in December 7th, after 
which the premium almost immediately shot back down to its former difference of 5%. 
Shortly after, the premium saw its second peak, this time, shooting up to an apex of 48.57% 
on January 8th. Similar to what happened in the first peak, the premium nosedived into the 
negatives, with the American Bitcoin price even being 2% higher than the Korean price on 
February 2, 2018. 

                                                 
16 Ibid. 
17 https://medium.com/santiment/kimchi-premium-the-hidden-history-of-cryptocurrency-in-korea-
91b7022a7c65 
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The figure above outlines the trend of the Kimchi Premium from its emergence in 
early November of 2017 to its demise in early January 2018. Furthermore, this graph 
outlines the complete disappearance of the Kimchi Premium, as can be seen by the 
relatively low, and sometimes even negative price differences between the price of Bitcoin 
in the Korean market and the American market. Several factors may be attributed to both 
the rise and fall of the Kimchi premium. 

 

One factor that can significantly accelerate the rate at which mean reversion is 
reached is the number of traders utilizing high-frequency trading tools. With the 
acceleration of technological advancements in recent years, traders devised algorithms that 
automatically buy and sell assets at the most optimal timings, giving those individuals with 
the most accurate algorithms to trade faster and more systematically than traditional 
traders.18 High-frequency trading refers to using those algorithms as well as very powerful 
“supercomputers” to make the fastest and most accurate trades, and ultimately, giving the 
trader the most out of their assets. Thus, as trades continue to be optimized at incredible 
rates, they have also served as vehicles for keeping stability between asset prices in 
different markets for the same commodity–mainly through the use of this technology by 
arbitrageurs. 
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High-frequency trading is especially lucrative for arbitrageurs who need to be aware 
of different markets and the trading prices in order to make a profit. Using computers and 
algorithms, arbitrageurs do not have to individually check the prices; rather, the programs 
are able to make this comparison on their own and thus, are able to spot more arbitrage 
opportunities.  

While high-frequency trading allows arbitrageurs to make the best trades at the 
most optimal times, this process does come at a cost– the acceleration of the rate at which 
the mean reversion is reached due to the tendency of high-frequency trading to increase 
the liquidity of the market. Because trades are constantly made using the computer, the 
traditional physical limits an individual has when it comes to trading are no longer 
restraints, and thus, more trades are made in a shorter amount of time. With each trade the 
program makes, the law of one price tends to bring the disparate prices of the markets 
closer to an average. That is, the more arbitrageurs use high-frequency trading, there are 
less and less opportunities for arbitrage as the prices become closer and closer together. 

In the case of the Kimchi Premium, however, high-frequency trading was not able to 
make much of an impact in terms of regulating prices, as government regulations limited 
the ability for traders to register for cryptocurrency exchanges and send money outside of 
Korea. A notorious Korean law that limits the amount of money able to be sent out of the 
country to $50,000 makes high-frequency trading nearly impossible for both foreigners 
and non-foreigners alike, who rely on the continuous flow of money in and out of the 
country to make their trades. Furthermore, domestic traders are faced with high taxes from 
the government on the money they earn from cryptocurrency trading, making 
cryptocurrency trading a twofold burden. Thus, traders are discouraged from using high-
frequency trading–a tool that typically brings the market prices together– creating a 
window of opportunity for the Korean and international cryptocurrency market prices to 
grow in disparity and ultimately creating the Kimchi Premium. 

 

One of the primary causes of the disparity in prices between the Korean and 
American Bitcoin market can be assigned to the nature of Korean culture in comparison to 
American culture. Two leading characteristics of Korean culture include the bandwagon 
(hype) mentality of Koreans and the technological adaptability expressed by much of the 
Korean population. 

Many Koreans express what is commonly referred to as to as the “hype mentality”–a 
phenomenon referring to a generally shared Korean tendency to be easily swayed by media 
outlets and their peers. Data from Naver, a Korean search engine exemplifies this trend, 
which shows a series of sudden spikes in popularity and then equally sudden drops–
showing the rise of “bandwagoners” and the decline after the hype wears out and people 
lose interest.  
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As the aforementioned laws of supply and demand dictate, higher demand for a 
commodity is likely to lead to higher prices–which is precisely what happened as the hype 
grew, and as the hype died out, the demand dropped, and with it, the Korean market price 
of Bitcoins. 

Another Korean characteristic that could have potentially led to the emergence of 
the Kimchi Premium is the technological adaptability of many Koreans. As a relatively 
young and developed country, Korea is a country of constant change, having established 
much of its foundations in the last 50 years after the Korean War. As such, the 
government’s heavy focus on research and development into new frontiers has shaped 
much of Korea’s perspective on new technologies19–in this case, cryptocurrencies such as 
Bitcoin. Thus, Koreans were highly interested in investing in Bitcoin, as can be seen in fig. 2. 
Similar to the case of the “hype”, this increase in demand would have led to an increase in 
prices, which kickstarted the Kimchi Premium trend. 

These characteristics all contribute to the acceleration of Korean interest in 
cryptocurrency trading, ultimately placing Korea “ahead of the curve” in terms of the peaks 
of the Bitcoin prices and the fall of the prices. 

Interestingly, the fact that the Korean market has a phase shift means that during the 
fall of the Bitcoin prices, the fall of the Korean price cancels out with the steadily high 
American price, effectively initiating the fall of the Kimchi premium. 

                                                 
19 https://www.mckinsey.com/featured-insights/asia-pacific/south-korea-finding-its-place-on-the-world-
stage 
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Having explained the potential causes of the Kimchi Premium, let us now move on to 
examine the downfall of the arbitrage opportunity–the closing in of the price difference of 
Bitcoin between the Korean and global market. On the 11th of January 2018, the Korean 
government announced that it would begin breaking down the cryptocurrency market in 
Korea and imposing limits on how much an individual could trade.  

For Korean and non-Korean traders alike, this was terrible news, as it could render 
all the money they had invested into Bitcoin useless once the regulations began. As many 
people predicted that this announcement would lead to the depreciation of Bitcoin, 
investors began pulling out, trading Bitcoin for other cryptocurrencies or pulling out 
altogether and redeeming their assets as cash. This panic decision by many Koreans 
resulted in a plummeting of the demand for Bitcoin. As the aforementioned laws of supply 
and demand dictate, when the demand for a commodity decreases while the supply 
remains the same, there is a decrease in price–which is exactly what happened in Korean 
Bitcoin exchanges. Almost immediately after the government announced its intentions to 
limit Bitcoin trading in Korea, the price took a nosedive - beginning at 19,158,500 won on 
January 1st and falling down until April 10th, 2018 - when it reached a record low price of 
7,374,000 won. Meanwhile, the American Bitcoin price found relatively no change, bringing 
the prices of the two markets closer together and ending the Kimchi Premium. 

What had once begun at a 48.5% premium on January 8th, 2018, eventually fell all 
the way down to a -7.05% premium on February 3rd, 2018.  
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 Overall, the purpose of this test was to get an optimal set of parameters for a genetic 
optimization of the vehicle routing problem given the positions of customers and the depot 
as coordinates on a Cartesian graph plane. The aim was to produce solutions that were 
consistently high in fitness value while considering computation speed. This was done 
through testing different variables of differing magnitudes. Looking at the results of the 
experiment, the vehicle routing problem is best solved with a smaller evaluation limit with 
a 5, 5 population dimension and a 0.8 crossover rate. This is because of time benefits and 
the fact that there is a law of diminishing returns in play while solving the vehicle routing 
problem with the cellular genetic algorithm. Additionally, it mostly depends on how much 
time you have to run the test in order to solve the problem with the cellular genetic 
algorithm. The cellular genetic algorithm and its variables and operators should be 
situationally used. 

 

 What is an algorithm? An algorithm is a step-by-step procedure for accomplishing a 
certain task. Breathing, for example, is a simple algorithm of inhaling and exhaling. Since 
computers excel at performing step-by-step procedures rapidly, there are a lot of studies 
on doing useful tasks efficiently. However, as computers got better and better, people were 
not satisfied by just solving their tasks with simple algorithms. They wanted a faster, 
simpler, more efficient algorithm to solve problems. This is how optimization was born. 
Optimization is an action that makes best and effective use of the available resources and 
constraints. Optimization considers the results of taking certain “paths” in order to solve a 
problem, takes into factor of how much resources each path is going to consume and also 
avoid certain path” given constraints. We can see optimization being applied everywhere 
around us, from the field of engineering to commerce. 
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 However, some problems can’t be solved within polynomial time even with 
optimization. Looking at computational complexity theory, a problem is classified as hard if 
its solutions need significant resources such as time and storage. These problems are called 
NP-hard problems. This means that the problem cannot be solved in polynomial time but 
can be verified in polynomial time. One such example of a NP-hard problem is the vehicle 
routing problem with a sufficiently high number of locations. To obtain a solution to a NP-
hard problem, one should use heuristic methods in order to obtain any kind of solution, 
whether it be efficient or not. However, scientists argue about whether P = NP or P ≠ NP (P 
stands for polynomial time and NP stands for non-deterministic polynomial time). If P = 
NP, it means that all NP problems would be solvable in polynomial time and if P ≠ NP, it 
means that NP problems cannot be solved in polynomial time. Most believe P ≠ NP, but no 
proof has confirmed this belief yet. 

 Even with the above problem, for a person to find an optimization for their problem, 
they need to use something called an optimization algorithm. An optimization algorithm is 
an iterative procedure that is ran while comparing one solution to another and seeing 
which one is more favorable. There are various algorithms for optimization, for example, 
genetic algorithms and particle swarm optimization. Looking at a genetic algorithm, it is an 
algorithm inspired by natural selection processes. Genetic algorithms are usually used to 
get high-quality solutions for optimization and search problems using natural selection-
inspired operators. One example of the usage of the genetic algorithm is a 2006 NASA ST5 
spacecraft antenna. Its shape was determined to be the best radiation pattern when ran 
through a computer using the genetic algorithm. 

 Also looking at another optimization algorithm called the particle swarm 
optimization, one can see that it is completely different than the genetic algorithm. It 
optimizes a problem, iteratively improving a solution, by finding the global function 
maximum or minimum. While all gradient-based algorithms can do the same thing as what 
a particle swarm optimization can, they only work on a long and continuous problem space, 
which is not the case for real life problems. So, particle swarm optimization can do what 
gradient-based algorithms do and apply it in real life. This means that they can work in 
curved, tight problem spaces with real life variables.  
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 So, among the several types of optimization algorithms, this paper will be focused 
on the problem called the “vehicle routing problem” and solving it using a genetic 
algorithm. Transportation is a very important part in accounting for the costs of goods and 
travel in many companies. Therefore, companies generally use computerized methods to 
save up to 20% of the total cost of travel. A notable problem involving transportation is the 
vehicle routing problem. The vehicle routing problem is the problem of finding an optimal 
route that minimizes the total cost of traveling and the cost difference from the original 
route. Let’s say there is a depot that the vehicles have to get back to after they finish 
delivering something to a customer. However, the original, most optimal, shortest, cheapest 
path gets delayed because of a disruption. The vehicle is trying to get back to the depot as 
fast and efficiently as it can. So now, the vehicle now has to find the second shortest and 
cheapest way to go back to the depot. Now, by using the genetic algorithm, the vehicle will 
be able to find the shortest, cheapest path to take. This is what is called the vehicle routing 
problem. 

 Among the varieties of vehicle routing problems is the time window vehicle routing 
Problem (VRPTW) in which every vehicle has a certain capacity with one or more depots. 
The VRPTW is shown on graph G = (V, E) where V =      ,   ,   , … . . ,      is a vertex set, E 
= {(   ,    ) /    ,   ∈ V, i < j} is an edge set and D = {{  ,   , ...,  } ∈ V, where k < n} is the 

depot. Each depot is represented by vertices {{  
  , . .   ,

 ...   
  } ∈ V} where m vehicles of 

capacity Q are going to customers, represented by the set of n vertices {{   ,   ,   , … . . ,   } – 

{  
 ,   

 ,…,   
 }}. E is defined as a non-negative cost, distance or travel time matrix C = (  

 )  

between customers    and   . Each customer    has a non-negative demand of goods   , drop 

time    (time to unload all the goods) and waiting time   . The cost of a given route R    = {  
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 , . . . ,   

   } is given by: 
Cost of a single route: 
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     (1) 

Cost of the problem: 

F            (  )
 
       (2) 

VRPTW is made by determining a set of m routes of the smallest total cost (specified 
in equation 1) and making sure that every route starts and ends in same depot. Each 
customer is visited at least once, and that time spent does not go over a set limit D ( ≤ D).  

Many optimization algorithms have been developed to produce the best or close to 
the best solutions to vehicle routing problems given certain constraints such as time and 
costs. However, there can sometimes be a situation where there is a disruption to a vehicle 
where it cannot reach the final destination using the calculated route. Some of these 
disruptions might include the vehicle breaking down or a car accident on the original route. 
When such disruptions occur, there should be a way to quickly find a new, optimal route 
from the new starting point (now where the disruption was caused) to the final destination 
without any negative impacts to the trip such as costs and time. Normally, these 
disruptions are solved by common sense, but with a high number of locations, it’s a hard 
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problem to solve with just the human brain. This is why the vehicle routing problem is so 
important. We determine that when something occurs that delays the original route, there 
will need to be a new route that can take the vehicle to the final destination as fast as 
possible. Looking closer at the computing time, this means that this form of  route-finding 
should consider if the computing time is more valuable than a higher-quality solution. So, 
this is why certain parameters for the genetic algorithm to solve the vehicle routing 
problem was created that can balance those two factors out. Another factor that this 
algorithm considers while solving the problem is the final destination of the original 
problem in order to minimize resources used from straying from the original route. This 
also comes with the ability to decide if the algorithm should provide multiple optimal 
solutions that the user can choose from. 

 

 Let’s look closer at genetic algorithms, as they are a good optimization method to 
solve the vehicle routing problem. A genetic algorithm is a meta-heuristic that is based off 
the principles of natural genetics. It is not categorized with other traditional search 
algorithms as they do not have any pattern in what they are searching for. A genetic 
algorithm is called a randomized search algorithm which does not have a direction. It uses 
data from previous generations of heuristics to make a newer and better generation which 
leads towards an optimized solution to a problem. A genetic algorithm makes its own 
directions using past data. Focusing on the natural aspect of the genetic algorithm, there 
are five phases to it (See Figure 2).  

 

 

The first phase is initial population. Each person in the initial population is a solution 
to the problem that is being solved. Each person is made up by a set of parameters 
(variables) known as genes and a string of genes form a chromosome (solution). The next 
phase is the fitness function. It determines how fit a person is which is the ability to 
compete with other people. The function outputs a score for each person and the 
probability that a person will be chosen to produce the next generation will be based on 
their fitness score. The phase after is the selection phase, comparable to natural selection. 
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The selection phase selects the fittest people and let them share their genes with the next 
generation. The parents of the next generation are based on their fitness score, so a person 
with a high fitness score will have a higher chance of getting picked. In this selection phase, 
something called the roulette wheel selection can be used, especially for the vehicle routing 
problem.  

 

For the roulette wheel selection, the raw fitness score of each chromosome will 
impact on being chosen for the mating pool. Of course, the chromosomes with a high raw 
fitness score will be probabilistically have a higher chance of being chosen to produce the 
next generation. It is almost like a real-life roulette wheel where the entire chromosome 
population is represented in the entire wheel and each chromosome has a section of the 
roulette wheel – the higher the fitness score, larger the section (Refer to figure 3). Now, the 
selection phase is such so that one is throwing a marble in the roulette wheel as it rotates. 
When the roulette wheel stops spinning, the place where the marble stops is the 
chromosome that is selected. 

The crossover phase is next and the most significant aspect of the genetic algorithm. 
It is used to combine parts in two or more patterns in order to give their good genes to the 
offspring. The crossover operator used for the vehicle routing problem is called the edge 

recombination operator (ERX) [9], since it is known to be the best for permutations compared to 

others such as order crossover (OX) or partially matched crossover (PMX). ERX produces an 

offspring by getting edges from its two parents and puts in a list. The list contains the edges of 

parents that start or finish it. From the list, the algorithm builds a solution by first, choosing the 

first gene of the offspring from the first gene of either parent. The gene having a lower number 

of edges is selected. If the parent’s first genes are the same, the first parent’s gene will be chosen. 

The other genes are chosen among their neighbors with the shortest edge list (see Figure 4). Each 

gene is only used once since it is deleted from the list after being selected. 



Analysis of Applied Mathematics Volume 12 
 
 
 

36 

 

 

Mutation is the next phase where in a new offspring, there is a low chance of some of 
their gene being mutated. Mutation mostly happens in order to get diversity and prevent 
occurrence of suboptimal solutions due to converging to early. The genetic algorithm 
finally ends when the newer generation does not have a notable change compared to the 
previous one. Then, the new generation is said to be the most optimized solution to the 
problem. The mutation used in this algorithm consists of three different operators: 
insertion, swap and inversion. These three mutation operators are typically applied in 
problems related to VRP. The insertion operator selects a gene and inserts it in a randomly 
selected place of the same individual. The swap operator randomly selects two gene of a 
solution and swaps them. The inversion operator reverses the order of the genes between 
two randomly selected points.  

 

With a potential solution S = {s , . . . , s   , s , s   , . . . , s   , s , s   , . . . , s }, where 

p and q are randomly selected points, and n is the sum of the number of customers and the 
number of route splitters (n = c + k), the new solution S’ is obtained after applying each of 
the different operators below: 

 
Insertion: S= {s ,. . . , s   , s   , . . . , s   , s , s , s   , . . . , s } ,  (5) 

Swap: S = {s , . . . , s   , s , s   , . . . , s   , s , s   , . . . , s } ,    (6) 

Inversion: S= {s , . . . , s   , s , s   , . . . , s   , s , s   , . . . , s } .  (7) 

 
However, in this experiment, something slightly different will be employed in order 

to get an optimal solution to the vehicle routing problem. This is called cellular genetic 
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algorithm or cGA for short. All the mentioned evolutionary operators are used. However, 
the only difference in the cellular genetic algorithm to the genetic algorithm is its 
population dimension. In the cellular genetic algorithm, some new principles are added 
such as neighborhood and local search. Neighborhood is where chromosomes should 
composite with their neighbors. In a linear population, this would not allow a large search 
space since each chromosome only has two neighbors. This contradicts the idea of the 
genetic algorithm since it is used to make diversity – exploring a large search space. So, the 
cellular genetic algorithm uses a two-dimensional population instead of a linear population 
which means that each chromosome will be surrounded by eight other chromosomes. This 
enables the exploration of a larger search space. Moreover, this means that the cellular 
genetic algorithm tends to produce more localized optimizations. 

 

 

A set of parameters is needed for the generic algorithm. To converge, all the 
parameters of the genetic algorithm must be calibrated. The first parameter is the 
population size. For the algorithm’s convergence, bigger the population is better, because 
there will be more chromosomes for selection, mutation and crossover phases. However, 
bigger population does mean that it takes longer since every chromosome must be 
measured for their fitness score. Therefore, the population size is usually around forty, 
depending on the complexity of the evaluation. The next parameter of the algorithm is the 
crossover rate. In algorithmic terms, the crossover rate is usually denoted as ‘Pc’. The 
probability varies from zero to one and is calculated in the algorithm by finding the ratio of 
the number of pairs to be crossed to a fixed population size. In the crossover phase, to 
preserve the good chromosomes already in the mating pool, not all chromosomes will be 
used in crossover. 

Another parameter is the mutation rate. This is the probability of mutation which is 
the ratio of the number of offspring to a population size. In here lies a question of how high 
or how low of a mutation rate that one should use. With a high mutation rate, it will render 
the genetic algorithm ineffective since it would be a highly random search. It will cause 
more generations to converge. A low or no mutation rate will cause premature 
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convergence. Premature convergence may not guarantee a high-quality solution. Therefore, 
a balance must be found between the high and low mutation rates. Like the crossover 
operator, not all chromosomes are taken for the mutation operator. After that is the 
number of genetic generations. The number of genetic generations defines how many 
iterations that the genetic algorithm will be executed. The genetic generation amount 
depends on the problem complexity. Some problems take only hundred generations while 
thousands of generations are not enough for other problems. 

The genetic algorithm is usually stopped when no improvement to the solution 
quality is made for a certain amount of time. The limit condition can be accounted for 
through the problem’s dimensions. The common stopping criteria are as following: 

1. The best chromosome in the population has not improved in the last ‘t’ generations. 
(t is a user-defined variable) 

2. 90% or more than 90% of the best chromosomes found in the population share the 
same fitness value. 

3. Predetermined number of generations has been reached. 
4. A solution has been found that meets the minimum criteria. 
5. Allocated computation time and/or money has been reached. 
6. Combinations of the above. 

Lastly, there is the stopping criteria. Stopping criteria is also called genetic 
generations. 

 

For this research, a genetic algorithm with specific recombination and mutation 
operators will be used including a local post-optimization step. These two methods are 
well-known local search optimization algorithms in the literature. The fitness value 
assigned to individuals is computed as follows [5, 6]: 

f (S) =  fvrptw(S) + λ · overcap(S) + μ · overtm(S),                         (3) 
feval(S) =  fmax – f (S).                                                                   (4) 
The pseudocode below gives a sense of how the genetic algorithm might work based 

on its parameters. 

1.   proc Evolve(configuration) //Algorithm parameters 

2.   GenerateInitialPopulation(); 

3.   Evaluation(); 

4.   while !StopCondition() do 

5.            for individual ← 1 to configuration .popSize do 

6.                         neighbors ← GetNeighbors(position(individual)); 

7.                         parents ← Select(neighbors); 
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8.                         offspring ← Recombination(configuration .Pc,parents); 

9.                         offspring ← Mutation(configuration .Pm,offspring); 

10.                      offspring ← LocalSearch(configuration .Pl,offspring); 

11.                      Evaluation(offspring); 

12.                      InsertIfNotWorse(position(x,y),offspring,aux pop); 

13.            end for 

14.            pop ← aux pop 

15.            UpdateStatistics(); 

16.  end while 

17.  end proc Evolve; 

 The goal of this algorithm is to maximize feval(S), the final fitness evaluation (4), by 
minimizing f (S), the fitness function, itself (3). The value fmax  must be equal to or larger 
than the worst possible solution to the problem. The function f (S) is calculated by 
summing up the total cost of all the possible routes and deducts from the fitness value only 
when the capacity and/or the time the route takes is exceeded. The functions overcap(S) 
and overtm(S) respectively gives the excess in capacity and time given the maximum 
allowed value for each. The values returned by these two functions are weighted by factors 
λ and μ. For this paper, the values were as following: λ = μ = 1000 [7]. 

 

The usage of a local search method is most of the time mandatory to get high quality 
results from the genetic algorithm. This means there must be a local refining step in 
between all the individuals. Therefore the 2-Opt local optimization is utilized in this 
algorithm. The 2-Opt simple local search method is used inside each route. It randomly 
selects two non-adjacent edges in a route (such as (a, b) and (c. d)), deletes them, and 
reconnecting the route’s broken parts in some other way: (a, c) and (b, d). For example, 
with the given route R = {  , . . . ,   ,   , . . . ,   ,   , . . . ,   }, (  ,   ,) and (  ,   ) being the 

two random edges, the new route    is obtained after using the 2-Opt method to end with:    = 

{  , . . . ,   ,   , . . . ,   ,   , . . . ,   }. 
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 Overall, the 2-Opt searches for better routes by changing the order of customers in 
one route. This local search step is used on an individual after the recombination and 
mutation operators and returns the best solution between the 2-Opt route and the current 
route.  

 

There are different advantages and disadvantages in using a genetic algorithm to 
solve a problem. One of the main advantages in using the genetic algorithm is that it can 
find good quality solutions in a short amount of time. This is invaluable to some problems 
such as the one I am addressing, the vehicle routing problem, where a person needs quick 
solutions to get to their destination. Also, the random mutations guarantee to some extent 
that there is a wide scope of solutions being looked at. Since there are mutations, the 
chances of getting an optimal solution increases as more generations are created. 

However, there are some disadvantages in using genetic algorithm. One of which is 
that it is difficult to come up with a global maximum in which the algorithm gets stuck on 
local maxima. This means that there is no one best solution that the genetic algorithm turns 
up for a problem. Also, the solution quality that the genetic algorithm generates 
deteriorates as the population size grows larger. This might prove a problem to some 
solutions where it might take a lot of populations to come up with a solution. Lastly, the 
representation of some variables, such as genes, might be hard to determine for some 
problems. 
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The research was conducted on the Eclipse IDE with laptop specifications as 
following: 

 Intel Core i7-7500U CPU @ 2.70 GHz 

 16 GB of RAM 

 Intel HD Graphics 620 

As mentioned, the genetic algorithms were run on a laptop, therefore not having the 
efficiency of a desktop with the same CPU. The CPU on the laptop is underpowered in the 
factory to stop it from overheating. This was not done on an optimal device for running 
large amounts of algorithms. 

 The coordinates that were put into the algorithm were randomly selected from a 
range of one to a hundred. There were three sets of coordinates that were put through the 
regular configuration – thousand evaluation limit, population dimension of 5,5, insertion 
mutation with 0.2 mutation probability, EAX crossover with 0.7 crossover probability and 5 
vehicles. The first batch of data was done with three different coordinate sets of thirty 
customers and the depot that the vehicle started out from. In order to calculate which 
coordinate set should be used for the rest of the research, the standard deviation and the 
average were calculated from the three sets of hundred iterations of running until the 

thousand evaluation limit. The standard deviation was calculated with    
 (   ) 

 
 

where   is the standard deviation,    is the mean of the data set, N is the number of 
data in the set and X is each of the data in the set. Each iteration seemed to be taking 
around one to one and a half minutes to run for all of the coordinate sets tested. Note that 
lower fitness values are better since they are representative of the distance traveled. 
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Graph 1 has a standard deviation of 45.14 and an average of 816.34. This was not 
really an ideal set of coordinates because of the high deviation as seen above in the 
scatterplot. 

 

Graph 2 has a standard deviation of 30.52 and an average of 696.04. This looked to 
be better than the previous sets of coordinates, but with an abnormally high average 
compared to the deviation. 

 

Graph 3 has a standard deviation of 35.45 and an average of 773.09. This looked to 
be fine looking at the deviation, but the average of a bit too high comparing it to the 
deviation of the data set. 
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Graph 4 has a standard deviation of 31.75 and an average of 747.93. This seemed to 
be the perfect candidate as it had a moderate deviation and an average to match it. This 
graph was used as the set of locations for the rest of the calculations below. 

 After getting a moderate set of coordinates, research was done to see which 
variables were affecting the calculating time of the genetic algorithm. The first variable that 
was tested was the evaluation limit. Using the coordinate set from graph 4, two thousand 
and four thousand limits were tested one hundred times each. Every other configuration 
remained constant for all the limits there were run. There were noticeable improvements 
in the standard deviation and the average as the limit went up, but the factor that stopped 
the benefits was time. As the limit went up, the time to calculate went up – two to two and a 
half minutes for two thousand limit and four to four and a half minutes for a four thousand 
evaluation limit. This showed a diminishing return. This is the reason why all of the 
calculations tested were done only up to a 4000 evaluation limit. 
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Graph 5 has a standard deviation of 29.80 and an average of 708.39. Comparing this 
to the statistics for graph 4, one can see clearly that the scatterplot is a bit more consistent 
with lower fitness values. This seemed very promising with a short running time. 

 

Graph 6 has a standard deviation of 26.65 and an average of 668.43. Looking at the 
graph, the data points are more consistent and even going down to the low 600s. However, 
since the time was up to around four minutes, it was concluded that testing more iterations 
would have diminishing returns. 

 The table below is the data that was collected for the different variables that were 
changed through the 1000, 2000, and 4000 evaluation limits for testing each of them. The 
four thousand evaluation limit for the population dimension variable change has been 
omitted for reasons that will be explained later on. 

 Evaluation Limit 1000 2000 4000 

Variables 
Changed 

    

 
None 

 Deviation: 31.75 
Average: 747.93 
Time: 1 – 1.5 
Minutes 

Deviation: 29.80 
Average: 708.39 
Time: 2 – 2.5 
Minutes 

Deviation: 26.65 
Average: 668.43 
Time: 4 – 4.5 
Minutes 

Crossover 

Rate 

 Deviation: 29.34 
Average: 750.58 
Time: 1 – 1.5 
Minutes 

Deviation: 26.66 
Average: 704.59 
Time: 1.5 – 2 
Minutes 

Deviation: 24.45 
Average: 670.11 
Time: 4 – 4.5 
Minutes 

Population 

Dimension 

 Deviation: 22.49 
Average: 716.85 
Time: 4 – 4.5 
Minutes 

Deviation: 22.70 
Average: 668.81 
Time: 9 – 9.5 
Minutes  
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 The next variable that was tested for better efficiency and optimization was the 
crossover rate. The crossover rate is used to indicate the ratio of how many “couples” will 
be picked for offspring in the next generation. Before, in the regular configuration, the 
crossover rate was set to 0.7. However, for this experiment, the crossover rate was 
increased to 0.8 in order to see by how much the increased crossover rate will affect the 
variation and the average of the best fitness values for each population size.  

 

 Graph 7 has a standard deviation of 29.34 and an average of 750.58. Comparing the 
data of this graph to the data for the crossover rate of 0.7, it did have a slightly higher 
average, but with a slightly lower deviation which evens it out. They also both took around 
the same time – 1 to 1.5 minutes. In order to reach a conclusion about the effect of higher 
crossover rate, more experiments were done with a two thousand evaluation limit below. 
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 Graph 8 has a standard deviation of 26.66 and an average of 704.59. Comparing this 
to its 0.7 crossover rate counterpart, it seemed to have produced optimal results with 
lowered average and deviation with a fast computing rate. This seemed to somewhat show 
how the increased crossover rate has helped in increasing the efficiency and performance 
of the genetic algorithm for the vehicle routing problem. However, in order to completely 
decide on this conclusion, an evaluation limit of four thousand was tested to once again, 
compare it to the regular configuration. 

 

 Graph 9 has a standard deviation of 24.45 and an average of 670.11. Looking at this 
graph compared to graph 6, one can see that the dots are in a more consistent pattern 
while having all of them spread over a lower range of the graph. This test took around 4 to 
4.5 minutes, the same as the 0.7 crossover rate test. This ultimately shows that having a 
slightly increased crossover rate indeed does help in reducing the deviation and average of 
the vehicle routing problem solutions. Moreover, it takes around the same processing time 
with better results. 

 The last variable that is tested is the population dimension. The population 
dimension is the two-dimensional search space for the cellular genetic algorithm that is 
used to solve the VRP. It was at an area of 5, 5 and now it is changed to 10, 10. It was 
predicted that this would negatively impact the calculation time but improve the fitness 
values. All the other variables were set back to the regular configuration. 
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 Graph 10 has a standard deviation of 22.49 and an average of 716.85. While seeming 
that this seems like the best way to optimize the genetic algorithm for the VRP with a lower 
deviation and lower average compared to the other tests with 1000 evaluation limit, the 
time that took to run this is the issue. For a simple 1000 evaluation limit and a population 
dimension of 10, 10, this test took almost around 4 to 4.5 minutes, similar to the time that it 
took to run a test with a 4000 evaluation limit. To make sure that this was not just an 
anomaly, the population dimension of 10, 10 was tested with the 2000 evaluation limit. 

 

 Graph 11 has a standard deviation of 22.70 and an average of 668.81. This test took 
around 9 to 9.5 minutes for each iteration that was run. It was expected that a population 
dimension of 10, 10 and an evaluation limit of 2000 would yield better results than all the 



Analysis of Applied Mathematics Volume 12 
 
 
 

48 

other tests. However, comparing to other 4000 evaluation limit tests that were done, it 
seems that the average was around the same with only a slightly lowered deviation. This 
seemed to show that there was some sort of diminishing return where even a large search 
space did not generate optimal results when considering the time that it took. Since this 
test took around 15 hours in total, it was decided, considering the lack of time and the non-
optimal system that was running the code, that there would be no point of going on to test 
the 10, 10 population dimension with a 4000 evaluation limit. Looking at the diminishing 
return on the increased evaluation limit to the 10, 10 population dimension, it was now 
predicted that a 4000 evaluation limit will only decrease the standard deviation and 
average slightly compared to the regular configuration with a 4000 evaluation limit. 

 

 Overall, even though this experiment has some constraints with time and the system 
that was used, the tests that were run showed a clear significance of some variables and the 
magnitude of the optimization they provide for the vehicle routing problem. If given more 
time and a better system to run these tests on, more variables would have been tested with 
a larger evaluation limit. For example, various crossover rates, along with different types of 
evolutionary functions and the number of vehicles. All this would have been done up to ten 
thousand evaluation limit from a thousand. This would clearly show how each variable 
affects the efficiency of the cellular genetic algorithm and a clearer visual representation of 
the law of diminishing returns in play. 

 Looking at the overall arch of the experiment, it can be safely concluded that 
maximizing the evaluation limit and the population dimension is only useful for people 
who are looking to get the most optimal result no matter what. This means that they do not 
care about how long running the code takes but cares more about how good of a result that 
the algorithm produces. This might include people trying to get the best radiation pattern 
for a spacecraft antenna, like the one mentioned earlier on in the paper. Mostly, people who 
needs the best solutions possible imperatively will most likely run the genetic algorithm 
with the largest limit and population dimension along with multiple iterations. On the 
contrary, other people might need a quick run of a genetic algorithm when they are looking 
for an alternate route if there was an accident in their original route. They would want a 
quick search of what other roads they could take in order to get to their destination. For 
these people, a briefer configuration will be used such as a 1000 to 2000 evaluation limit 
with a simple population dimension of 5, 5. Since people will want a sub-optimal results 
with a faster calculating time, they will have to run one iteration with the simple 
configuration mentioned. 
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Polynomial time: the time required for a computer to solve a problem, where this 
time is a simple polynomial function of the size of the input 

Non-deterministic polynomial time: something solvable by a nondeterministic 
Turing machine 

Turing machine: a theoretical computing machine to serve as an idealized model for 
mathematical calculation 

Heuristic: any approach to problem solving, learning, or discovery that employs a 
practical method not guaranteed to be optimal or perfect, but sufficient for the immediate 
goals 

Meta-Heuristic: In computer science and mathematical optimization, a higher-level 
heuristic designed to find, generate or select a heuristic that might provide a sufficiently 
good solution to an optimization problem, especially with incomplete or imperfect 
information 

Converge: To cause evolution to halt because every individual in the population is identical 

Standard Deviation: The amount by which a single measurement differs from a fixed 
value such as a mean in a group as a whole. 
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 The code is from Ahmed Ghazey’s github page of CVRP. Below is the configuration 
and the coordinates that was used for the test. 

 

config 
<?xml version="1.0"?> 

-<problem> 

<Updatepolicy>NewRandomSweep</Updatepolicy> 

<Population>5,5</Population> 

<EvaluationLimit>1000</EvaluationLimit> 

<Neighborhood>Linear5</Neighborhood> 

-<Mutation> 

<Type>InsertionMutation</Type> 

<MutationProbability>0.2</MutationProbability> 

</Mutation> 

-<Crossover> 

<Type>EAX</Type> 

<CrossoverProbability>0.7</CrossoverProbability> 

</Crossover> 

<SelectionParent1>LinearRankSelection</SelectionParent1> 

<SelectionParent2>LinearRankSelection</SelectionParent2> 

-<Replacement> 

<ReplacementType>ReplaceIfBetter</ReplacementType> 

<RFactor>0.012</RFactor> 

</Replacement> 

<NumberOfVehicles>5</NumberOfVehicles> 

<overTime>500000</overTime> 

<overCapacity>200</overCapacity> 

<NumberOfCustomers>31</NumberOfCustomers> 

<costTable>null</costTable> 

<coordinate>coordinate2.txt</coordinate> 

<CustomersDemand>0,19,21,6,19,7,12,16,6,16,8,14,21,16,3,22,18,19,1,24,8,12,4,

8,24,24,2,20,15,2,14,9 </CustomersDemand> 

<DropTime>0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0</Dr

opTime> 

-<LocalSearch> 

<Type>NonRepeated</Type> 

<MaxSteps>5</MaxSteps> 

<MaxTempreture>10</MaxTempreture> 

<MinTempreture>1</MinTempreture> 

<CoolingRate>0.8</CoolingRate> 

</LocalSearch> 

</problem> 

 

coordinate2 

 
0 57 82 

1 70 61 

2 11 80 

3 36 19 

4 57 71 

5 10 92 

6 75 42 
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7 97 4 

8 30 58 

9 2 62 

10 37 15 

11 46 48 

12 75 27 

13 39 85 

14 14 23 

15 60 81 

16 48 36 

17 32 72 

18 39 48 

19 31 35 

20 100 37 

21 75 44 

22 29 89 

23 38 11 

24 61 65 

25 21 2 

26 63 87 

27 83 30 

28 50 11 

29 4 66 

30 95 58 

31 71 23 
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Unsupervised Learning is a technique in Machine Learning strategies to discover the 
examples in information. The information given to unsupervised calculation are not named, 
which implies just the information variables(X) are given with no comparing yield factors. 

In unsupervised taking in, an AI framework may aggregate unsorted data as per 
likenesses and contrasts despite the fact that there are no classes given. Computer based 
intelligence frameworks fit for unsupervised learning are regularly connected with 
generative learning models, in spite of the fact that they may likewise utilize a recovery 
based methodology. In unsupervised learning, an AI system is presented with unlabeled, 
uncategorised data and the system’s algorithms act on the data without prior training. The 
output is dependent upon the coded algorithms. PC frameworks need to understand 
expansive volumes of both organized and unstructured information and give experiences. 
In all actuality, it may not be achievable to give earlier data pretty much a wide range of 
information that a PC framework may get over some stretch of time. Remembering this, 
administered learning may not be reasonable when PC frameworks require consistent data 
about new kinds of information. For instance, hacking assaults on budgetary frameworks 
or bank servers will in general change their inclination and examples much of the time, and 
unsupervised learning might be more proper in such cases since the frameworks should be 
empowered to rapidly gain from assault information and deduce the sorts of future 
assaults and recommend preemptive activities. 

 Given N number of data points as x1,x2,x3……..xN. 
 Given k(number of clusters). 
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 To find out points in each cluster or group that are similiar to eachother. 
 No single cluster is empty. 

 In this clustering we consider every point is cluster at first stage. 
 We threshold to combine clusters.It is a bottom-up strategy. 

 

Agglomerative grouping is a technique of various leveled grouping. Various leveled 
bunching  is a strategy for bunch investigation which tries to manufacture a chain of 
importance of groups. Various leveled grouping, depends on the center thought of articles 
being more identified with adjacent items than to objects more remote away. In that 
capacity, these calculations associate 'articles'  to frame bunches dependent on their 
separation. A bunch can be portrayed to a great extent by the most extreme separation 
expected to associate parts of the group. At various separations, diverse bunches will 
frame, which can be spoken to utilizing a dendrogram, which clarifies where the normal 
name 'progressive grouping' originates from: these calculations don't give a solitary 
apportioning of the informational collection, yet rather give a broad chain of importance of 
groups that converge with one another at specific separations. In a dendrogram, the y-pivot 
denotes the separation at which the bunches blend, while the items are set along the x-hub 
so the groups don't blend. 

We consider all the data points as one cluster and divide it into clusters on the basis 
of threshold. 

 

In this approach we begin  with all of the data points in the same cluster followed by 
continuous iteration, a cluster is broken up into smaller clusters depending on their 
properties. This process continues until each data point comes under one cluster or the 
termination condition occur. Here the method used in divisive approach is rigid, i.e., once a 
merging or splitting is performed, it can never be reverted. 

EM Algorithm is widely used for clustering. 
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Exp  

Assume K(number of clusters) is given. 

1. Randomly slect K data points as centers of clusters. 
2. Assign clusters to all data points using the above centers. 
3. Recompute the centers using above clusters. 
4. Assign the clusters. 
5. Keep doing untill assignment does not change. 

 

Finding ideal blends of settled models. 
Evaluating Gaussian blend models. 
Evaluating shrouded Markov models. 
Evaluating parameters for compound Dirichlet circulations. 

The EM algorithm can very very very slow algorithm, even on your fast PC. It works 
best when you simply have somewhat dimension of missing data and the dimensionality of 
the data isn't excessively colossal.  

K-implies grouping is one of the most straightforward and famous unsupervised 
machine learning calculations. How to define that all objects or data points in a cluster K 
are similar to each other. 

 

When all is said in done, bunching utilizes iterative procedures to gather cases in a 
dataset into groups that contain comparative qualities. These groupings are valuable for 
investigating information, distinguishing abnormalities in the information, and in the end 
for making forecasts. Grouping models can likewise enable you to recognize connections in 
a dataset that you may not intelligently determine by perusing or basic perception. 
Consequently, grouping is regularly utilized in the early periods of machine learning 
assignments, to investigate the information and find startling relationships.  

When you design a bunching model utilizing the k-implies strategy, you should 
determine an objective number k showing the quantity of centroids you need in the model. 
The centroid is a point that is illustrative of each bunch. The K-implies calculation doles out 
every approaching information point to one of the bunches by limiting the inside group 
whole of squares.  
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When preparing the preparation information, the K-implies calculation starts with 
an underlying arrangement of randomnly picked centroids, which fill in as beginning stages 
for each group, and applies Lloyd's calculation to iteratively refine the areas of the 
centroids. The K-implies calculation quits building and refining groups when it meets at 
least one of these conditions:  

The centroids balance out, implying that group assignments for individual focuses 
never again change and the calculation has united on an answer.  

The calculation finished running the predefined number of cycles.  
In the wake of finishing the preparation stage, we utilize the Assign Data to Clusters 

module to allocate new cases to one of the groups that was found by the k-implies 
calculation. Bunch task is performed by registering the separation between the new case 
and the centroid of each group. Each new case is relegated to the bunch with the closest 
centroid. 

It is realized that the seeding procedure utilized amid bunching can fundamentally 
influence the model. Seeding implies the underlying arrangement of focuses into potental 
centroids.  

For instance, if the dataset contains numerous exceptions, and an anomaly is seeded 
the bunches, no other information focuses would fit well with that group and the group 
could be a singleton: that is, a group with just a single point. There are different approaches 
to stay away from this issue:  

Utilize a parameter compass to change the quantity of centroids and attempt 
numerous seed esteems. Make various models, differing the measurement or emphasizing 
more.  

Utilize a strategy, for example, PCA to discover factors that detrimentally affect 
bunching. See the Find comparable organizations test for an exhibit of this procedure.  

All in all, with bunching models, it is conceivable that any given setup will result in a 
privately advanced arrangement of groups. At the end of the day, the arrangement of 
groups returned by the model suits just the present information focuses, and isn't 
generalizable to other information. On the off chance that you utilized an alternate 
beginning design, the K-implies technique may locate an alternate, maybe unrivaled, 
arrangement. 

Representative Point  

Let u1, u2, …, uk are the clusters 
We can find the eucledian distance for data points x1, x2, … xn 
Distance = || xi – uj ||2 

It should be minimum here. 
For now we need to find all errors and add them together. 
Let r2j = 1 if ith data point belongs to jth cluster 
Else r2j = 0 
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For all data points so 

U =    2           
   

 

   
 

Explanation: Here is a small code that uses the K-mean clustering algorithm, which 
find the K-th mean of the given dataset. This includes implementing the mean values 
algorithm at given values. 

def CalculateMeans(k,items,maxIterations=100000):  
      cMin, cMax = FindColMinMax(items);   
    means = InitializeMeans(items,k,cMin,cMax);   
    clusterSizes= [0 for i in range(len(means))];   
    belongsTo = [0 for i in range(len(items))];  
    for e in range(maxIterations):  
        noChange = True;  
        for i in range(len(items)):  
            item = items[i];  
            index = Classify(means,item);    
            clusterSizes[index] += 1;  
            cSize = clusterSizes[index];  
            means[index] = UpdateMean(cSize,means[index],item);   
            if(index != belongsTo[i]):  
                noChange = False;  

   

            belongsTo[i] = index;   
        if (noChange):  
            break;  
    return means; 
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Ever since the Snowden revelations of NSA spying on US citizens, issues of privacy 
have been increasingly discussed. Society has become more sensitive to privacy breaches, 
which can be seen in the public backlash of Facebook for selling user personal information 
to political campaigns and in the rise in popularity of encryption technologies and 
cryptocurrencies. Zero knowledge proofs represent a promising subfield within 
cryptography, which allows users to verify to each other possession of some information, 
like a private key, without revealing the details of said private key to the other user. Zero 
knowledge proofs has been applied to a variety of cryptocurrencies and are continuing to 
be developed as a step forward in privacy technologies. This paper discusses a variety of 
zero knowledge proofs examples and the most well-known practical application of zero 
knowledge proofs in zk-SNARKs. Ultimately, with the use of Github.com open source code 
for zk-SNARKs libraries, this research project hopes to build a Twofish encryption protocol 
using zk-SNARKs circuits and constraints.   

 

Around June of 2013, Edward Snowden, then working for NSA, leaked documents 
blatantly disclosing the guilty acts of the NSA, including its acts of eavesdropping 
conversations and internet history of citizens without prior consent. After leaking these 
documents, Snowden was charged under the Espionage of 1917, resulting in him escaping 
to Moscow, Russia, in which he has a permit to stay until 2020.  

With the arrival of technology, the debate between national security and information 
privacy has been reignited. In this case, the security stance supports the government's 
responsibility to interfere with citizens' personal data in the name of keeping them safe. 
The privacy stance, on the other hand, is a proponent for the right of privacy of citizens.  
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 With the revelations of NSA’s secret documents, many citizens of the United States 
quickly grew to criticize the NSA for impinging human rights protected by law, while others 
stood in defense of the government of carrying the responsibility of national surveillance. 
Those who defended the government’s actions argued that such surveillance, although 
might impede one’s privacy, is necessary for the better protection of citizens against 
possible attacks against the US government since the access to such private information 
may provide critical information beforehand of possible illicit activities. On the other hand, 
those who criticize the government for their hypocrisy of breaking citizens’ right to privacy 
while having the responsibility to protect such rights, say that such surveillance has gone 
overboard.  

However, the reasoning gave by the proponents of the invasion of privacy as 
national security is quite weak. Our current society already has multiple legal surveillance 
channels, which all have a way of legally asking for permission in the forms of warrants 
meaning surveillance can be done in other, less offensive means. In the end, such actions 
performed by the government calls for an innovation in securing the privacy of the citizens 
from the overreaching power of the government. The development of such technology 
finally brings back the privacy of citizens and truly protects their basic human rights, 
ironically, from the government.  

To protect the safety of citizens against the imposing companies and scientists have 
developed and are developing new strategies to ensure the secrecy of information. One 
field of these strategies is zero knowledge proof, which is developed as a way to convey the 
fact that Alice knows or has the information to Bob without having to reveal to Bob the 
information.  

Currently, an overused way to prove that someone knows a secret to someone 
requires a direct sending of the message from one person to the other with the assumption 
that there is no 3rd person that might intercept the secret. Such method connects back to 
the way the larger field of cryptography where there are secret cyphers, either symmetric 
or asymmetric, that can only be solved by ones with a special decryption key. Through such 
way, our current society is attaining secure communications on the internet -- we encrypt 
our passwords so that only the mail server can read them. Zero knowledge proofs, 
however, present a problem in security, namely because it has two points of attack.  

This problem, may be solved by one area of cryptology, namely zero knowledge 
proofs. This method shows that someone knows the secret information without having to 
reveal to the other person any part of the secret. This technique can be studied using the 
Integration in the Internet of Things (IoT), in which identity mixor (Idemix) is a 
cryptographic protocol based on zero knowledge proofs environments. (see [2] for more 
details) This technique requires a lot of related mathematical results, which leads us to 
focus more on the formal depths of the mathematical field.  

In order to illustrate zero knowledge tests and perhaps explain it in a much simpler 
sense, Guillou, Quisquater, and Berson published a How to Explain Zero-Knowledge 
Protocols to Your Children [3], in which they illustrate a familiar story about Ali Baba. This 
story illustrates a method Ali Baba uses in order to demonstrate how to open the cave that 
opens only using the secret password without telling anyone the actual magical words. 
Here is a concise summary of his methods:  
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Imagine a cave with two entering paths that connect in the cave, forming a ring. At 
the point the two paths converge is a magic door that opens with a secret word, connecting 
the two paths.  

Paula knows the secret password and wants to prove such fact to her friend Victor. 
However, she does not want to reveal any part of the password to him. Both Paula and 
Victor stand in front of the cave. Each path is labeled either A or B.  

Paula walks into one of the paths while Victor closes his eyes and waits outside the 
cave. Paula takes either path A or path B. Then, Victor shouts the path that he wants Paula 
to return in, in order to verify whether Paula really does know the password. 

If Paula really does know the magic word, Paula will be easily able to open the 
locked door in order to come out from either side of the cave. In contrast, if she doesn’t 
know the magic word, she only has a 50% chance of being in the path that Victor will 
choose.  

Although 50% may seem like a fairly high chance that can allow for lucky guesses, 
this probability quickly narrows when Victor decides to have multiple tests. By holding 
about 20 repetitions, Paula’s probability of guessing correctly falls to 2-20, which is less than 
a one in millionth chance. Thus, Victor can determine with strong confidence that Paula 
does know the secret password. 

In a more formal sense, the study of Zero Knowledge Test uses a myriad of various 
types of problems, most which are related to number theory and graph theory. Such 
problems deem difficult for those who do not actually know the secret information, which 
is portrayed as the secret password in the cave example. The most representative problems 
in Zero Knowledge Test are the discrete logarithm (see for example [4]), the modular 
square root, zero knowledge proofs of identity [5], graph isomorphism [6], and the 
calculation of Hamiltonian paths in graphs [7] and 3-graph coloring [8]. 

This paper is divided into three parts. The first part will study and explore all such 
problems, starting from defining what a difficult problem is from the perspective of 
computation and going on to formally describing the previously mentioned problems and 
algorithms that will solve these problems when we have the secret information. 

The second part will shed light on the Zero Knowledge Tests themselves and define 
the aspects that a test of such type must meet by using the tests used for the 
aforementioned problems to show how each of them meets the definition of the tests. 

The third and final part of the memory will focus on the practical applications of 
Zero Knowledge Proofs, which are mainly used in algorithms that can solve problems 
related to privacy of communication as well as other applications that focus on increasing 
safety. Specifically, it will talk about the zk-SNARKs protocol. 

This section presents some introduction on the topic of computational complexity. 
Computational complexity is the study of problems and mainly asks the question of 
whether the problem is solvable computationally, which, in turn, allows for the better 
understanding of mathematical inquiries and their application in cryptography. Some 
definitions are: 
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Definition 1: The problem will be defined as the general description of a task that is 
dependent on certain parameters. There are mainly two parts to this definition. One is that 
the problem must give an overall scenario and a description of the parameters that pertain 
to the scenario. The other part is that the problem implies a question that expects an 
answer or solution.  

Consider the problem of multiplying two matrices together. The problem will be 
defined as: 

First name: Matrix multiplication problem. 
Parameters: Two matrices (A1 and A2) 
Question: What is matrix A so that A = A1   A2? 
Definition 2: An instance of a problem is defined to be a problem which has given 

parameter values.  
Definition 3:  An algorithm is defined as a list of steps for an instance that produces a 

correct answer. If the algorithm returns the correct answers for every instance of a 
problem, then it can be said that the algorithm has solved the problem.  

Definition 4: A definition problem is defined as a problem which has answer of either 
True or False.  

If we associate a problem with this definition, a definition problem with a different 
difficulty from the original problem can be established. Consider the following definition 
problem that is associated with Example 2 

First name: Decision problem of matrix multiplication 
Parameters: Three matrices (A, A1, A2) 
Question: Is A = A1   A2? 
An algorithm that will solve the problem will solve for the product of the matrices A1 

and A2 and check if the answer is equal to A. Such method will produce a solution to the 
problem by merely reducing the previous case, and therefore the overall difficulty of the 
problem stays the same as the original problem.   

In other cases, there are more efficient algorithms that allow us to solve decision 
problems but do not solve the initial problem.  

The next example allows for the better understanding of the significant difference an 
additional piece of information will bring to a problem. This example gives a certain 
number and requires the solver to find the factors of that number. Approaching and solving 
this problem without any known numbers other from the initial given number proves to be 
quite difficult as the person is forced to do a lot of guess and checking. However, if one of 
the factors are known, then the problem becomes as simple as simple division.  

All of such examples will be treated with more depth as the paper goes on, but 
before moving on, here is a more formal introduction of the concept of complexity.  
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In order to study an algorithm’s runtime, usage of data, or any of the other 
resources, various different asymptotic notations are used depending on the size of the 
inputted data. Some of the ones we are to focus on are these: 

Definition 5: Let f: N → R+. Then we define the largest notation O as the order of the 

set of functions from N to R+ bounded above by a positive multiple of from a certain value 
of n∈  : 

  ( )      :            ∈   ,     ∈   :  ( )  ≤     ( ),         . 

To study the execution time, one has to look at t: N → R+, which is the average time, 

and find a function f that is as close to the condition as possible. Such relation can be 
defined as: 

Definition 6: Let  ,  :       . If    ∈  ( )and  ( ) ≤   ( ) , then  ∈  ( ), i.e., 

 ( ) ∈   ( ). 
Then the goal becomes to find the lower limit that satisfies the condition 

 ( ):  ∈  ( ). 

A great introduction to looking at some types of algorithms would be to see an 
example of algorithms (more examples can be found in [10, 11, 12, 13]). Consider the 
standard algorithm for the solving for the sum of two decimal numbers. For simplicity, 
these two numbers will have the same number of digits, denoted by l. This algorithm 
requires the addition of the digits in the same digit place, with regard to the result of the 
previous operation. Such algorithm, thus, results in 2l as the total number of operations 
when we also consider that the final answer is dependent on the previous sum since 
numbers can be carried over to other calculations involved in the process.  

Such algorithm proves to be very effective due to its simplicity even when the l of the 
numbers increases to 8 or more. Even a young child in school can easily perform this 
addition algorithm in relatively short time.  

Another example of a relatively simple algorithm is the multiplication algorithm 
between two numbers. The act of multiplying the first number to every digit of the second 
number then adding the numerous products all together gives us l 2 as the dependent 
operations in the algorithm. In contrast to the aforementioned addition algorithm, the 
number of operations has increased from 2l to l 2, which indicates that although the 
multiplication algorithm stays relatively simple when l is small, as l increases to exceed 
even 4 or 5 digits, the algorithm becomes much harder to perform with paper and pencil.  

This increase in complexity leads us to another algorithm example, which is 
calculating the factorial. In the case for factorials, the complexity of the algorithm no longer 
depends on the l, or the number of digits, but the value of the number. For every increase of 
the number being factorized, there is a direct increase in the number of multiplication 
operations that need to be solved. Under the assumption that the numbers are both base 
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10, this means there are approximately 10l multiplications that are need to be solved. Such 
calculations prove much harder to solve by hand than the aforementioned algorithms even 
with a small increase in l as even the slightest increase, such as l=3, results in an increase 
to 100 to 999 multiplications.  

When the time needed to execute the algorithm depends on the number of digits, or 
the size of the input, the algorithm is said to be polynomial. On the other hand, if the time 
depends on the specific value of the number, like in the case for the factorial, the algorithm 
is said to be exponential.  

The formalization of previously introduced concepts can be done in the following 
manner. For a fixed number n in the base b, its number of digits is     ( )  ln  / ln  . 
Therefore, the change of the base modifies a constant, which is of complexity  (  ( )). 

As described in the previous section, an algorithm is called a complexity polynomial 
as a function of time when the most complex case is  (  ), where l is the size of the input. 

In general, the polynomial algorithms are called “good” or “efficient”, while the 
exponential algorithms are called “inefficient” as they are subexponential intermediate 
algorithms. However, these adjectives may be misleading as although these properties do 
depend greatly on the asymptotic notations, there are other considerations to take into 
concern. On one side of the asymptotic notation are some hidden constants, which means 
that although the asymptotic notation may indicate that two algorithms have the same 
complexity even if the complexities are 1020l3 and l3. Fortunately, the sizes of the constants 
usually do not vary too much, especially in cryptography. However, it is important to keep 
in mind that an exponential algorithm may be more efficient than a polynomial algorithm 
for small values of l.  

Despite such observations of some flaws in the asymptotic notation, we can still 
consider the asymptotic notation to be a good measure of the complexity of algorithms.  

Thus, based on the complexity derived by the asymptotic notation, we can define the 
following types of decision problems: 

Definition 7: Complexity class P will be defined as the set of decision problems that 
can be solved in polynomial time.  

Definition 8: Complexity class NP will be defined as the set of decision problems 
where an answer that is true can be verified with proof in polynomial time, given some 
extra information, which is called a certificate or witness.  

Definition 9: Complexity class NPC, or NP-Complete, will be defined as the set of 
decision problems which the answers can be verified very quickly, but the actual solving 
process takes exponential time due to there being a lack of algorithms known to quickly 
solve such problems.  

The boundaries of all three complexity classes stay conjectural as can be seen in the 
question “does NP = P”, which is currently one of the greatest questions in the encryption 
field.  Such ideas serve important since the majority of computer security is reliant on these 
assumptions and conclusions. 
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There are three problems that are known to be NP problems but are not yet 
classified into P or NPC, which are: graph isomorphism, discrete logarithm, and 
factorization of integers.  

In order to resolve the infeasibility of certain problems, a model of an alternative 
computer can be made. This computer will use probabilistic methods, which do not ensure 
absolute upper bounds of time, and may even return a wrong set of answers. However, in 
practice, these methods prove to be more efficient than other known algorithms when 
there are very little dimension errors in terms of time. The expected time for an algorithm, 
if calculated probabilistically, is returned as less than the time for the original algorithm. 

Definition 10: The Monte Carlo algorithm is called a probabilistic algorithm that 
returns solutions based on probability. Thus, the answers may be correct or incorrect 
based on the margin or error. 

We say that an instance is partly true if true is more likely to be returned using this 
algorithm. Similarly, we say an instance is partially false if false is more likely to be 
returned. 

Definition 11:  The Las Vegas algorithm is defined as a probabilistic algorithm that 
solves a decision problem.  The algorithm either solves the problem correctly or error 
reports and ends without solving the problem through probability.  

One algorithm that has been treated as a probabilistic in many texts but no longer is 
considered as a valid example is the primality algorithm, which returns whether the 
number is prime or not. Let’s further discuss other algorithms that serve to explain other 
aspects of the complexity of algorithms.  

Another well-known algorithm that determines probabilistically whether an integer 
is composed of factors or is prime, which is the Miller-Rabin algorithm. The algorithm has a 
probability of error that is so small -- even lower than hardware error -- that the algorithm 
can be used in practical applications. 

Another example we can consider to see the difference between a deterministic 
algorithm and a probabilistic algorithm is the product of matrices. Given two matrices, A1 
and A2, the problem would ask to determine whether the third matrix is indeed the product 
of the two matrices, A1 A2.  

A solution to the problem would be to actually calculate the product and check 
whether the answer is equal to A. If we use the traditionally used matrix multiplication 
algorithm and assume that both square matrices are of size n, the complexity of the 
problem becomes n3. Although there are more efficient algorithms for multiplication, we 
can also solve the problem using a probabilistic algorithm. 

In this section, we will introduce zk-SNARKs for QSP, or Quantstamp. QSP is an open 
protocol used for smart contracts used in Ethereum and other cryptocurrencies. zk-
SNARKs begins with a setup stage that must be performed before each QSP. In zCash, the 
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circuit, or the exchange verifier, is set up, and in the same way, the other polynomials 
needed for QSP are settled, which enables the setup up stage to be created just once and 
reused for all other exchanges, which only differ in the information used. In the setup, 
which has created the Common Reference String (CRS), the verifier selects an irregular 
field component s and encodes the estimations for the polynomials. Then, the verifier 
utilizes a certain encryption algorithm E and distributes E(vk(s)) and E(wk(s)) into the 
CRS. The CRS also contains a few different characteristics that makes the check more 
efficient and include the zero knowledge property. The encryption E used in this stage has 
a specific homomorphic property, which allows the prover to solve E(v(s)) without having 
to know vk(s). [14, 15] 

First, let’s take a look at a case of less complexity, namely one that merely scrambles 
a polynomial with a mystery value, and not with the full QSP treatment. 

In order to solve this problem, we come up with a “gathering” and a generator g. An 
elliptic curve is typically chosen for the gathering. A gathering component is called a 
generator if it contains a number n, which in this case is a gathering request, with the final 
goal that g0, g1, g2,..., gn - 1 all contain all components of the gathering. Here, the 
encryption is simply E(x) := gx. After choosing such values, the verifier pics a secret field 
component s and distributes the number as a component of the CRS. 

In this problem, E(s0), E(s1), ...,, E(sd) - d will be the greatest level that we will take 
into consideration. From any greater level, s can be and must be neglected, which creates 
something called, as zCash calls it, “toxic waste.” This “waste” brings the unwanted chance 
that somebody can gather this “waste” and other information to perform parody-proofs by 
finding the zeros of the polynomials.  

Employing such characteristics, the prover can compile E(f(s)) for discretionary 
polynomials f without necessarily knowing s. For example, let’s say our polynomial is: 
 ( )         2     . We need to solve for E(f(s)), which expanded is  ( ( ))   
  (      2     )     (  2   2     )     ( 2)  ( 1)2 ( 0) , which can be 
registered from the distributed CRS without knowing s. [14] 

The main problem with this process is that since s is hidden, the verifier cannot 
determine whether the prover processed the polynomial accurately. To resolve this 
problem, we choose another secret field component  , distribute it to the other qualities 
 0,  1, . . . ,   , and then apply the function E in order to obtain: 

 (  0),  (  1), . . . ,  (   ) 

Similar to the fate of s, the variable   is also hidden after the setup and is kept secret 
from both the prover and verifier. Using such qualities of disarray, the prover can 
comparably prove E( f(s)), which was expanded to  ( ( ))     (      2     )   
  (  2   2     )     ( 2)  ( 1)2 ( 0)  previously in our model. So, the prover 
distributes A := E(f()) and B := E( f())) and the verifier checks that these values by 
utilizing the matching function e. In order to make sure that the property remains true for 
all x and y, the elliptic bend and the blending function must be chosen together: [15] 

 (  ,   )     ( ,  )   

Using such matching capacity, the verifier can see that  ( ,   )     ( ,  ). We need 
to take into consideration that    is a component of CRS as  (  0), and is thus known to 
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the verifier. The final goal of this process is very important as it is to check that the prover 
is not cheating, which can be seen through these balances: 

 ( ,   )     (  ( ),   )     ( ,  )   ( ) 

 ( ,  )     (    ( ),  )     ( ,  )   ( ) 

The more important part, however, is whether the prover can come up with two 
components A and B that satisfy  ( ,   )    3( ,  )  but do not satisfy 
 ( ( ))      (   ( )))separately. The critic to such theory is mainly suspicion. It is 
currently unclear whether ill-willed prover who aims to deceive can also use the 
aforementioned algorithm. Such suspicion is an extrapolation from any other presumptions 
that are made for other determining the reliability and security of other public key 
encryption algorithms, which also have an unclear statement of being valid or not.  

For instance, the forenamed algorithm does not allow the verifier to see whether the 
prover can fully solve the polynomial  ( )          2     , but can merely watch the 
prover solve the polynomial for some number s. Thus, the zk-SNARKs for QSP will need to 
consist of another algorithm that allows the verifier to check with great certainty that the 
prover did solve and prove the right polynomial.  

Such model shows us that the verifier does not have to check the entire polynomial 
to ensure that the prover does know the information, and rather only has to check some 
points of the polynomial to assess the matching capacity. In the next section, we will move 
on to discuss the zero knowledge part, which will ensure that the verifier can’t reconstruct 
the full polynomial f(s), or at least E(f(s)), which is the encoded component.  

To prevent any leakage, the prover picks a random  instead of  :   ( ( )) or 
      (   ( )), which results in slightly modified assignments:   :   (     ( )) and  
 :   (       ( ))). Under the assumption that the encryption cannot be broken (which 
is highly unlikely), the zero-information property of the algorithm proves to be quite clear. 
We just need to check for two components:  

1. Can the prover really solve the problems  
2. Is the check by the verifier still deemed valid? 
For 1. we need to consider that 

     (     ( ))           ( )           ( )     ( )  ( ( ))     ( )   ,  

which also means 

    ( (     ( ))))     (         ( )))              ( )               ( )  

   ( )  (   ( ))     ( )   

For 2., we need to consider that the main part that the verifier checks is the 
characteristics and properties of An and B assumes to satisfy the conditions    ( ) and 
   (   ) for some number a, which satisfies          ( ) similar to how      ( ). 

So, we now have a brief understanding of the process of how the prover can check 
the encoded transformation of a polynomial that is scrambled about a random secret point 
while preventing the verifier from perceiving any information about that esteem. Now, let’s 
apply this characteristic to QSPs. 
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The extraordinary quality of zk-SNARKs is its relative conciseness regarding its zero 
knowledge algorithm. In the following section, we will see how to integrate zero knowledge 
to provide even more conciseness. 

The underlying idea is that the prover “shifts” some of the numbers by a random 
secret sum and then specific variables are moved to the opposite side of the equation. 
Therefore, the prover picks      ,   and substitutes the following functions: 

     ( ) is substituted with      ( )         ( ) 

 ( )is substituted with  ( )      ( ). 
where        represents the encoding of the free variable s. 
With these substitutions, the components       and  , which both contain 

encodings of variables, in turn result in unclear random shapes, which is thus very difficult 
for the observer to separate. Although most checks of validity and fairness are 
insusceptible to such edits, we still need to revise H or  ( ). Thus, we need to establish that 

( 0( )     1 1( )   . . .       ( )) ( 0( )     1 1( )  . . .       ( ))   
  ( )  ( ),  

which can be further reduced into 

( 0( )       ( )         ( )) ( 0( )     ( ))     ( )  ( ). 

With the substitutions, we can derive 

( 0( )       ( )         ( )           ( )) ( 0( )     ( )        ( )),  

Which, when h(s) is substituted, results in 

 ( )         ( 0( )     ( ))       ( 0( )       ( )         ( ))    (        )  ( ) . 

As we discussed and derived in the previous sections, the confirmation using zk-
SNARKs is comprised of merely seven components from the gathering, which was initially 
an elliptic curve). The work the verifier is much concise than many other algorithms since 
all the verifier needs to do is to check a few equations with blending capacities and solving 
for  (   ( )), which is a process that is relatively clear and straightforward. Surprisingly, 
neither the observed string nor the computational processes necessary to confirm QSP 
without zk-SNARKs, involve any confirmation process. Such trend implies that checking 
both extensively complex problems and extremely straightforward problems using zk-
SNARKs will require similar computational power. Thus, the essential explanation behind 
this algorithm is that we just check certain points of the polynomial to check for the 
polynomial’s characteristic, instead of checking the full polynomial. 

Polynomials, as can be seen in aforementioned examples, can become increasingly 
more complex while a mere point of a polynomial stays as a small point. The main 
parameters that effect the computational power exertion needed is the level of security, 
which includes the scope of the gathering, and the accountability of extreme sizes of data 
sources.  
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Given the theory of the application of zero knowledge in encryption using zk-
SNARKs, we have designed a program that will integrate zk-SNARKs into the encryption 
algorithm Twofish. Twofish, as many may know, was one of the finalists of the Advanced 
Encryption Standard Contest and fittingly has a strong and well-structured encryption 
algorithm that was, in 2000, capable of being even faster than Rijndael, the final winner of 
the AES contest. By combining the two technologies - one that provides great encryption 
and another that improves on privacy - we aim to create an algorithm that will be able to 
provide maximum safety and privacy.  
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 The usefulness of random numbers is unable to be argued. They’re used in internet 
and computer security for encryption algorithms, in games for an element of randomness, 
for simulations to predict future patterns based on probabilities, and many more uses. 
Mechanical methods to produce random numbers are inefficient and time draining, so most 
modern methods for producing random numbers are through pseudorandom number 
generators. Pseudorandom number generators can be utilized to quickly produce vast sets 
of random numbers and are reliably random enough to be utilized for a variety of 
purposes. But are some pseudorandom number generators more random than others? In 
this paper, the randomness of three computer generated random number generator 
methods (Random.org, Mathematica ExtendedCA function, and Mathematica 
RandomInteger function) were analyzed using the chi-squared, Kolmogorov, Smirnoff (K-
S), and runs test. Random numbers are also utilized to pick lottery winners, and in the US, 
the Powerball lottery represents the biggest lottery in the world. For fun, historical 
Powerball numbers were analyzed for randomness as well. Although the datasets collected 
were not sufficient to confidently make any strong claims, the research performed 
concluded that the numbers generated in the Mathematica RandomInteger function was 
clearly the most random based on all three methods of analysis. As for the Powerball 
numbers, all datasets passed the chi-squared, K-S, and runs tests except for the period 
2009-2011. This dataset failed the chi-squared test, which was an interesting discovery. 
However, overall, the available amount of data for Powerball history numbers were not 
sufficient enough to claim whether or not the randomness of the Powerball lotto should be 
questions for this time period.  
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The application of random numbers goes back to the times of the first industrial 
revolution, when manual processes had to be replaced by mechanized processes as a result 
of the demographic explosion that was occurring in developed countries. With declining 
mortality rates and rising birth rates, increasing the production of all kinds of goods and 
services was necessary to meet the needs of the ever growing population. 

Random numbers are a basic ingredient in simulating almost any discrete system. 
The vast majority of programs contain a subroutine in ease of use. If it is a programming 
language, we need to generate a random number and from these, generate random 
variables. 

Real systems often have time values and amounts varying within a range according 
to a specific density function defined by a probability distribution. For example, if the time 
it takes a machine to process a workpiece is distributed between 2.2 minutes and 4.5 
minutes, this is defined as a probability distribution in the simulation model. During the 
simulation, each time a part between the machines is processed, the simulator generates a 
random number between 2.2 and 4.5 minutes to simulate the processing time of that piece. 
Every time we generate a value from a distribution that value is called a random variable. 
To generate random variables, we must use random numbers. 

The basics for generating random numbers and techniques for generating random 
variables from these numbers techniques are explained in [1] [2] [3].  

Generally, real systems have values varying in the amount of time within a range. 
These are numbers that are defined by a probability distribution. For example, if a server 
takes between 3.5 and 4.2 minutes to serve a customer, this will be defined as a probability 
distribution in the simulation model. During the simulation, each time a server starts to 
serve a customer, the simulator will generate a random number between 3.5 and 4.2 
minutes to simulate the serving time. 

Whenever a value from a distribution is generated, this value is called random 
variable. And to generate random variables, we must use random numbers. 

The primary basis of the simulation are the random numbers. Currently, all 
randomness involved in the model is obtained from a random number generator that 
produces a sequence of values supposedly are embodiments of a sequence of independent 
random variables and identically distributed U (0, 1). These random numbers are then 
conveniently transformed to simulate different probability distributions that are required 
in the model. [4] 

A random number is one that is generated from the uniform distribution U (0,1). 
Random numbers are those that can be generated from sources of randomness, 

which generally are of a physical nature (craps, roulette, electronic or mechanical 
mechanisms), and are governed by the laws of chance; they exhibit true randomness in 
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conducting experiments. Meanwhile, pseudo random numbers are those that have a similar 
behavior to the random nature, but are girded with a pattern, generally of mathematical 
nature, which makes its behavior determined. 

His generation is based on the use of physical mechanisms. Among the various 
proposals counting particles emitted by an explosion, the release of coins, mechanical 
devices based on Ferris wheels, etc. are included. 

They have the disadvantage of being generated slowly. In addition, the random 
numbers cannot be stored automatically. Therefore, they look for algorithmic 
computational procedures that generate random numbers very quickly and can be stored 
without using a lot of memory capacity. 

One of the most powerful features of the simulation is the ability to mimic the 
random behavior that is characteristic of most real systems. In order to mimic this random 
behavior simulation we need to use a random number generator, which is responsible for 
producing a huge and independent cycle of random numbers. 

We must clarify that the numbers U (0,1) produced by a random number generator 
(computational algorithm) are not random in the true sense of the word, since the 
generator can reproduce the same sequence of numbers over and over again, which does 
not indicate a random behavior. For this reason, the U (0,1) numbers produced by a 
generator (algorithm) is called pseudorandom. 

It is desirable that the uniform pseudorandom numbers with the following features: 

1. Evenly distributed. 
2. Statistically independent. 
3. Reproducible. 
4. With long periodicity. 
5. Generated by a quick method. 
6. Generated by a method that does not require much storage capacity of the computer. 

Generate a set of pseudorandom numbers is a relatively simple task to do so, the 
reader only has to design their own generation algorithm. What is difficult is to design an 
algorithm that generates a set of pseudorandom numbers large enough period of life (N) 
and also pass tests without problem uniformity and independence, which means avoiding 
problems like these: 

 The numbers in the set are not evenly distributed, ie, that there are too many 
numbers in a subinterval and a very few or none. 

 Pseudorandom numbers that are discrete rather than continuous. 

 The ensemble mean is too high or too low, that is, it is above or below ½ . 

 The variance of the set is very high or very low, ie, to be located above or below 
1/12. 
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Sometimes also they anomalies as pseudorandom numbers followed above or below 
the mean are presented; sequence numbers above the average, followed by a sequence 
below the average, and vice versa, or more consecutive numbers in ascending or 
descending. 

There are several methods to generate pseudorandom numbers. Then one of these 
methods is shown. 

It is a set of numbers between 0 and 9 whose order not obey any formation rule, 
they can be read individually or in groups and in any order, in columns down columns 
upwards, straight diagonally if desired form numbers random in a given range, simply 
calculate the ratio, another use is just adding two numbers taken from any position or 
multiply.  

To be presented, these figures are grouped into 4-digit numbers, forming blocks of 5 
rows and 10 columns thereby facilitating their reading can start from any part of the table. 

 A table of random numbers is useful to randomly select individuals in a population 
known to be part of a sample. 

 

 

 

Since the numbers must have the same probability of occurrence, it is necessary that 
their behavior shows a probability distribution continuous uniform with zero lower bound 
and upper bound one. 

The density function of a uniform distribution is as follows [5]: 

 ( )  
1

   
    ≤   ≤  ,   0       1 
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The expected value (ie, the average of the random numbers between 0 and 1) is μ = 
0.5 

Starting from the same continuous uniform distribution obtain the variance of the 
distribution by means of the equation: 

 ( )       (  )      
Given this equation we can say that the random numbers between 0 and 1 must have  

   
1

2
       

1

12
 

This is a very important property, and implies that the random numbers should not 
be correlated with each other; ie must be independent, so that they can be dispersed 
uniformly within the entire spectrum of possible values. 

The Monte Carlo method is a numerical non-deterministic or statistical method used 
to approximate complex and expensive mathematical expressions to evaluate accurately. 
The method was named in reference to the Casino of Monte Carlo (Monaco) as "the capital 
of gambling", being the roulette a simple random number generator. The name and 
systematic development of Monte Carlo methods date approximately 1944 and greatly 
improved with the development of the computer. 

The Monte Carlo method provides approximate solutions to a variety of 
mathematical problems enabling conducting experiments with samples of pseudo-random 
numbers on a computer solutions. The method is applicable to any type of problem, either 
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stochastic or deterministic. Unlike numerical methods based on evaluations in N points in 
an M-dimensional space to produce an approximate solution, the Monte Carlo method has 
an absolute error of estimate that decreases as the under central limit theorem. 

Under the name of Monte Carlo method or Monte Carlo simulation are grouped a 
series of procedures that analyze distributions of random variables using simulation of 
random numbers. The Monte Carlo method provides a solution to a variety of mathematical 
problems by statistical sampling experiments on a computer. The method is applicable to 
any type of problem, either stochastic or deterministic. Generally statistical random models 
are used to simulate phenomena that have some random component. But in the Monte 
Carlo method, on the other hand, the object of the investigation is the object itself, a 
random or pseudo-event is used to study the model. 

Sometimes the application of Monte Carlo method is used for analyzing problems 
that have no explicit random component; in these cases a deterministic parameter of the 
problem is expressed as a random distribution and that distribution is simulated. An 
example is the famous problem of needles Buffoon. Monte Carlo simulation was also 
created to solve integrals that cannot be solved by analytical methods to solve these 
integrals random numbers were used. Later it used for any scheme that uses random 
numbers using random variables with known probability distributions, which is used to 
solve certain stochastic and deterministic problems where time does not play an important 
role. 

To conclude, we can say that the Monte Carlo method is applicable to all systems 
that have a factor of randomness. Thus we can conclude that it can be applied to complex 
systems, of which we can emphasize areas such as IT, financial, industrial, among others. 
[6] [7] [8] 

Another property that should satisfy all, is that their numbers have a variance of 
1/12. The test seeks to determine the above is the test of variance, which establishes the 
following assumptions: 

  :  
 
  

 1/12 

  :  
 
  

≠ 1/12 

The variance test is to determine the variance of n numbers containing the set, by 
the following equation: 

 ( )   
 (    )  

   

  1
 

After the lower and upper limits of acceptance are calculated. 
If the value of  ( ) is between the acceptance limits, we cannot reject the set has a 

variance of 1/12, with a level of acceptance of 1-; otherwise, rejecting the set has a variance 
of 1.12. 
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This test is based on the number of runs or upstream and downstream sequences. A 
run is a sequence of ascending or descending adjacent pseudorandom numbers.  

If there is the following data: 

0100101000 

There are 7 runs, because 0/1/00/1/0/1/000.  
R is the observed number of runs,    is the expected number of runs, and    is the 

standard deviation of the number of runs. n1 and n2 are the numbers of positive and 
negative values in the series, which means different values such as 0 and 1.  

   
2 1 2 1

 2
 1 

   
  

2 1 2(2 1 2   1   2)

( 1   2) ( 1   2  1)
 

with test statistics of: 

  
    

  
 

When (n1 > 10 and n2 > 10), it is possible to assume that Significance level (α) = 
0.05 

The P-Value of the data is normal distribution of Z value.  
Set null hypothesis    and alternative hypothesis   : 

  :                            

  :                                

P-value ≤ α: The order of the data is not random (Reject H0) 
If the p-value is less than or equal to the significance level, the decision is to reject 

the null hypothesis and conclude that the order of the data is not random. 
P-value > α: Cannot conclude the order of the data is not random (Fail to reject H0) 
If the p-value is greater than the significance level, the decision is to fail to reject the 

null hypothesis. You do not have enough evidence to conclude that the order of the data is 
not random. [9] 

In building the simulation model is important to decide whether a data set is 
appropriately adjusted to a specific probability distribution. When testing the goodness of 
fit of a set of data, the FO (observed frequencies actually in each category or class interval) 
with the FE (expected frequencies) are compared theoretically. 
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These tests can verify that the population from which comes a sample has a specified 
distribution or assumed. Let X: random variable population   ( ) distribution (or density) 
of specified probability or supposed to X is desired to test the hypothesis:   :  ( )    ( ). 
In contrast to the alternative hypothesis:   :  ( )     not (x) (negation of   ) 

Chi square test makes use of the distribution of the same name to test the goodness 
of fit by comparing the test statistic with value    2 tables of said Ji-square distribution 
with V degrees of freedom and a significance level of alpha. We apply this test to test the 
null hypothesis that the random numbers (from a generator) conform to the theoretical 
uniform distribution x a discrete random variable with values   ,   , …    the null 
hypothesis   , that the distribution from which the sample behaves according to an 
exponential specific theoretical model such as uniform, normal, etc. is proposed     then, 
represents the number of occurrences of the value xi while    , the expected frequency is 
provided by the proposed theoretical model. It often happens that many     frequencies 
are very small, then, as a practical rule we take the approach of grouping consecutive 
values of these expected frequencies until their sum is minus five. As statistical test for the 
null hypothesis is: 

  
     

(       )
 

   

 

   

 

For large n this test statistic has an approximate V X2 distribution degrees of 
freedom given by: 

V = (K -1) - (number of estimated parameters) 

Thus, if two parameters such as mean and variance are estimated, the statistical 
measure will be (  3) degrees of freedom. 

We can apply this test to continuous variables properly grouping the values in a 
suitable number of subintervals or classes k. A rule of thumb to select the number of classes 
is: 

  1  3.22        

K-S test is known as Kolmogorov-Smirnov Test. K-S test is used to find the distance 
between empirical distribution function of the data and the cumulative distribution 
function of the reference distribution. And the distance is compared with critical values dα, 
to determine whether the data set is random or not. 

Asymptotic critical values dα (n > 35) of Kolmogorov-Smirnov statistic given by 
Smirnov (1948)  
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n 

Significance level (α) 

0 .01                        0 .05                        0 .10                       0 .15                       0 .20 

> 35 1.63/ √n 1.36/ √n 1.22/ √n 1.14/ √n 1.07/ √n 

D = Maximum |Fo(X)-Fr(X)| 

 Fo(X) = Observed cumulative frequency distribution of a random sample of n 
observations. 

 Fo(X) = k/n = (Number of observations ≤ X)/(Total number of observations). 

 Fr(X) = Theoretical frequency distribution. 

  

Set null hypothesis    and alternative hypothesis   : 

  :                            

  :                                

 

D > dα: The order of the data is not random (Reject H0) 
If the p-value is less than or equal to the significance level, the decision is to reject 

the null hypothesis and conclude that the order of the data is not random. 
D ≤ dα: Cannot conclude the order of the data is not random (Fail to reject H0) 
If the p-value is greater than the significance level, the decision is to fail to reject the 

null hypothesis. You do not have enough evidence to conclude that the order of the data is 
not random. [10] 

The pseudorandom numbers produced by a computer program are not random 
because such numbers are completely determined by the initial data and have limited 
accuracy. However, to the extent that these pseudorandom numbers pass certain statistical 
tests, they can considering them as true random numbers.  

Random.org is a website that produces pseudorandom numbers from atmospheric 
noise. It has free tools to create occasions including strings and numbers. There are variety 
of options in the creating occasions, which are games like lottery, drawings, modellings, 
sampling, and etc.  
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Random Integer generates uniformly distributed random numbers.  
Example: 

RandomInteger[{1, 5}] 

{2} 

 

"ExtendedCA" method is based on the cellular automata to generate high-quality 
pseudorandom numbers. It uses a five-neighbor rule, so each new cell depends on five 
nonadjacent cells from the previous step. 

Cellular-automata‐based random number generators produce state vectors of 0s and 
1s according to a deterministic rule. For a given cellular automaton, an element (or cell) at 
a given position in the new state vector is determined by certain neighboring cells of that 
cell in the old state vector. A subset of cells in the state vectors is then output as random 
bits from which the pseudorandom numbers are generated. 

The cellular automaton produces a very high level of randomness. The numbers 
produced by will pass lots of randomness tests though there is obvious correlation 
between one cell and five previous ones. [11] [12] 

Example: 
✕ 

BlockRandom[SeedRandom[1, Method -> "ExtendedCA"]; 
RandomReal[1, 5]] 

   

Powerball numbers are selected by a physical machine, so the randomness of the 
machine is necessary. Obtained powerball numbers and checking the randomness will 
make it possible to determine whether the Powerball machine is a reliable machine. 
Powerball numbers obtained are from 2004/2/8 to 2018/9/8. The format of Powerball 
changed in 2009, 2012, and 2015. [13] 

The pseudorandom numbers are obtained, and it is possible to determine whether 
they are random or not by using randomness tests. Also, it is possible to compare the 
critical values, and conclude which data is the most random.  
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The following results were calculated from collecting data from Random.org. Each 
seed set of data represents 1000 randomly generated numbers for set 1-100.  
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Seed 2 88 0.033 0.445 

Seed 3 94.6 0.007 0.367 

Seed 4 102.8 0.013 0.262 

Seed 5 105.6 0.016 0.205 

Seed 6 103.2 0.036 0.27 

Seed 7 91 0.004 0.498 

Seed 8 80 0.019 0.477 

Seed 9 82.4 0.031 0.742 

Seed 10 115 0.006 0.321 

   

The K-S test D values are all smaller than critical value dα of 1.36/ 1000 = 
0.043007, which shows that there is not enough evidence to reject   . Also, Runs test P-
values are larger than significance level α of 0.05, so there is not enough evidence to reject 
  . Moreover, with degrees of freedom of (100-1) and probability level of 0.05, the critical 
value is 123.225, and all the chi square values of each seed are lower than 123.225. 
Therefore, it is reasonable to state that this dataset is sufficiently random.  

The following results were calculated from collecting data from Mathematica 
function ExtendedCA. Each seed set of data represents 1000 randomly generated numbers 
for set 1-100.  
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 Chi-
square 
test 

K-S test Runs 
test 

Seed 1 104.6 0.027 0.445 

Seed 2 91.4 0.014 0.268 

Seed 3 105.2 0.007 0.712 

Seed 4 82 0.022 0.816 

Seed 5 91.8 0.007 0.228 

Seed 6 90.8 0.026 0.273 

Seed 7 120.6 0.026 0.35 

Seed 8 91 0.03 0.22 

Seed 9 93.8 0.009 0.228 

Seed 10 90.6 0.019 0.025 

 

K-S test D values are all smaller than critical value dα of 1.36/ 1000 = 0.043007, 
which shows that there is not enough evidence to reject   . Also, Runs test P-values are 
larger than significance level α of 0.05 except seed 10, so there is not enough evidence to 
reject    except seed 10. Still, it is possible to conclude that this data set is random. 
Moreover, with degrees of freedom of (100-1) and probability level of 0.05, the critical 
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value is 123.225, and all the chi square values of each seeds are lower than 123.225. 
Therefore, it is reasonable to state that this dataset is sufficiently random. 

The following results were calculated from collecting data from Mathematica 
function RandomInteger. Each seed set of data represents 1000 randomly generated 
numbers for set 1-100.  
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 Chi-
square 
test 

K-S test Runs 
test 

Seed 1 84 0.012 0.41 

Seed 2 94.6 0.029 0.247 

Seed 3 117.4 0.028 0.35 

Seed 4 110.4 0.009 0.712 

Seed 5 118 0.017 0.757 

Seed 6 120.6 0.027 0.777 

Seed 7 118.6 0.016 0.672 

Seed 8 86.4 0.022 0.08 

Seed 9 109.6 0.031 0.025 

Seed 10 119.8 0.029 0.335 

 

K-S test D values are all smaller than critical value dα of 1.36/ 1000 = 0.043007, 
which shows that there is not enough evidence to reject   . Also, Runs test P-values are 
larger than significance level α of 0.05 except seed 9, so there is not enough evidence to 
reject    except seed 9. Still, it is possible to conclude that this data set is random. 
Moreover, with degrees of freedom of (100-1) and probability level of 0.05, the critical 
value is 123.225, and all the chi square values of each seeds are lower than 123.225. 
Therefore, it is reasonable to state that this dataset is sufficiently random. 

In this section, the seed datasets from the previous section were aggregated into a 
single dataset to perform the same three tests (chi-squared, K-S, and runs test)  
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 Chi 
square 
test 

K-S test Runs 
test 

Random.org 100.68 0.0081 0.571 

Extended 
CA 

101.24 0.0123 0.161 

Random 
Integer 

88.18 0.0076 0.075 

 

K-S test D values are all smaller than critical value dα of              = 0.0136, 
which shows that there is not enough evidence to reject   . Also, Runs test P-values are 
larger than significance level α of 0.05, so there is not enough evidence to reject   . 
Therefore, it is possible to conclude that this data set is random. Moreover, with degrees of 
freedom of (100-1) and probability level of 0.05, the critical value is 123.225, and all the chi 
square values of each seeds are lower than 123.225. So it is possible to state that this data 
set is random. 
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square 
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K-S test Runs 
test 
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The K-S test for the first interval (2015-2018/9/8) reveals a D value that is smaller 

than the critical value dα of 1.36/ 1935 = 0.039017. In the second interval (2012-2014), 

the D value is smaller than critical value dα of 1.36/ 15 0 = 0.034323, third interval 

(2009-2011) the D value is smaller than critical value dα of 1.36/ 1565 = 0.034378, and 
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fourth interval (2004/2/18-2008) D value is smaller than critical value dα of 1.36/ 2525 
= 0.027065 which shows that there is not enough evidence to reject   . Also, the runs test 
P-values are larger than significance level α of 0.05 except interval (2004/2/18-2008), so 
there is not enough evidence to reject    except in the fourth interval. Moreover, the first 
interval (2015-2018/9/8) chi square value is smaller than critical value of 88.25 with 
degrees of freedom of (69-1) and probability level of 0.05, second interval (2012-2014) chi 
square value is smaller than critical value of 76.78 with degrees of freedom of (59-1) and 
probability level of 0.05, the third interval (2009-2011) chi square value is larger than 
critical value of 76.78 with degrees of freedom of (59-1) and probability level of 0.05, and 
fourth interval (2004/2/18-2008) chi square value is smaller than critical value of 72.15 
with degrees of freedom of (55-1) and probability level of 0.05, which shows that there is 
not enough evidence to reject    except the third interval. It is possible to conclude that 
this data set could be sufficiently random for its purpose, and after the format change in 
2011, Powerball became more random. However, it’s difficult to confidently make this 
assertion because of the lack of data and the failed tests for interval 3 and 4.  

Random numbers are one of the most important concepts in the fields of security 
and all kind of software programs. Random numbers are also used in web applications with 
a way to signal the random numbers. Random numbers can be produced based on 
statistical evidence according to the method being used. Random numbers can simulate the 
behavior of a physical machine, like throwing dice, where they provide the essential 
behavior, and give life to a simulation model like those created using the Monte Carlo 
Method.  

A variety of randomness testers were calculated and analyzed. They were applied to 
common random number generators such as Mathematica random numbers and also 
applied to real-life random numbers using Powerball. Through the chi-square test, K-S test 
and runs test, it is possible to conclude that the Random.org and Mathematica computer 
package pseudorandom number generators were sufficiently random, although more data 
should be processed to make a more confident assertion. In regards to the Powerball 
numbers, there were two datasets that failed. The third time interval (2009-2011) dataset 
failed our chi-squared test by having a d value larger than the critical value and the fourth 
time interval (2004-2008) failed our runs test. However, there isn’t enough data to 
confidently assert whether these numbers, or the data from the other Powerball history 
numbers, are sufficiently random. It would also be improper to conclude that any claims of 
randomness of Powerball numbers 2009-2011 were false based on our data.  

The random number generating process should continuously develop due to 
developing technology of finding the patterns between the pseudorandom numbers. If 
given more time, research would have been performed on larger datasets and more 
methods of testing for randomness would have been utilized.   
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