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Comparative Analysis of AES, Blowfish, 
Twofish and Threefish Encryption Algorithms 

By Shin Woo Jang 
Cheongshim International School 

Abstract 

Data	security	is	an	extreme	issue	that	touches	numerous	regions	including	PCs	and	
correspondence.	As	of	late,	many	assaults	were	run	on	digital	security	that	have	interfered	
with	the	classification	of	clients.	These	assaults	simply	broke	all	the	security	calculations	and	
influenced	 the	 privacy,	 verification,	 uprightness,	 accessibility	 and	 recognizable	 proof	 of	
client	information.	Cryptography	is	one	such	approach	to	ensure	that	secrecy,	confirmation,	
uprightness,	accessibility	and	recognizable	proof	of	client	information	can	be	kept	up	and	
additionally	security	and	protection	of	information	can	be	given	to	the	client.	Encryption	is	
the	way	toward	changing	over	ordinary	information	or	plain	text	to	something	vast	or	cypher	
message	by	applying	numerical	changes	or	formulae.	These	scientific	changes	or	formulae	
utilized	 for	 encryption	 forms	 are	 called	 encryption	 calculations.	 Among	 data	 encryption	
techniques,	DES,	3DES,	AES,	Blowfish,	Twofish,	Threefish	are	symmetric	key	cryptographic	
calculations,	 while	 RSA	 and	 ECC	 are	 uneven	 key	 cryptographic	 calculations	 and	 will	 be	
analyzed	and	compared	in	this	paper.	

1. Introduction 

As	 the	 amount	 of	 accessible	 data	 and	 computational	 power	 has	 been	 growing	
exponentially,	 securing	 information	 is	 becoming	 more	 important	 than	 ever.	 Moxie	
Marlinspike	states	 the	 importance	of	encryption	 is	based	on	 its	allowing	people	 to	break	
small	laws	in	a	hidden	manner,	allowing	small	tests	for	social	progress	to	make	necessary	
changes	 in	 the	 imperfect	 law.	 Thus,	 he	 makes	 encryption	 open	 for	 everyone	 to	 allow	
everyone	to	hide	what	they	want	to	hide.	Though	I	clearly	disagree	with	this	anarchist’s	base	
of	thought,	I	agree	that	encryption	is	an	important	aspect	of	modern	society	that	must	be	
developed	 on,	 not	 only	 because	 people	 should	 hide	 their	 own	 information	 but	 because	
security	breaches	are	becoming	more	sophisticated	because	of	the	existence	of	anarchists	
who	want	to	break	the	law	for	their	own	good.	

With	the	premise	that	there	 is	 infinite	time	and	computing	power	given	to	break	a	
specific	cipher,	all	could	be	broken	with	a	brute	force	attack.	Though	the	premise	is	false,	for	
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there	 also	 can’t	 exist	 an	 infinite	 key	 space	 (assuming	 that	 the	 length	 of	 the	 key	 that	 a	
computer	 can	 process	 is	 limited),	 the	 increase	 in	 computing	 power	 requires	 a	 more	
sophisticated	cipher,	with	no	known	effective	method	of	cryptanalysis.	

Cryptography	calculation	is	the	procedure	that	makes	information	or	system	secure	
by	performing	 some	encryption.	Cryptography	 is	 the	 study	of	 conceiving	 techniques	 that	
enable	data	to	be	sent	in	a	safe	shape	such	that	the	main	individual	ready	to	recover	this	data	
is	the	expected	beneficiary.	The	profoundly	utilization	of	systems	administration	prompts	
the	information	trade	over	the	system	while	conveying	to	one	and	another	framework.	While	
correspondence	it	is	critical	to	encode	the	message	with	the	goal	that	interloper	can't	read	
the	 message.	 System	 security	 is	 exceptionally	 in	 view	 of	 cryptography	 [7].	 Essentially,	
cryptography	is	a	specialty	of	concealing	data	by	scrambling	the	message.	The	specialty	of	
securing	data	(encryption)	it	 into	a	mixed	up	organize	(scrambled	content),	called	cipher	
content.	Just	the	individuals	who	have	a	key	can	de-cipher	(decode)	the	message	into	plain	
content.	The	framework	in	which	first	data	(Plain	content)	in	encoded	at	sender	side	and	
decoded	into	plain	content	again	at	recipient	end	utilizing	a	remarkable	key	or	some	specific	
equation	is	known	as	a	Cryptographic	framework.	Encoded	messages	can	now	and	again	be	
broken	by	cryptanalysis,	likewise	called	code-breaking	[6].	

Data	security	is	an	extreme	issue	that	touches	numerous	regions	including	PCs	and	
correspondence.	As	of	late,	many	assaults	were	run	on	digital	security	that	have	played	with	
the	classification	of	the	clients.	These	assaults	simply	broke	all	the	security	calculations	and	
influenced	 the	 privacy,	 verification,	 uprightness,	 accessibility	 and	 recognizable	 proof	 of	
client	information.	Cryptography	is	one	such	approach	to	ensure	that	secrecy,	confirmation,	
uprightness,	accessibility	and	recognizable	proof	of	client	information	can	be	kept	up	and	
additionally	security	and	protection	of	information	can	be	given	to	the	client.	Encryption	is	
the	way	toward	changing	over	ordinary	information	or	plaintext	to	something	vast	or	cipher	
message	by	applying	numerical	changes	or	formulae.	These	scientific	changes	or	formulae	
utilized	 for	 encryption	 forms	 are	 called	 encryption	 calculations.	 Among	 data	 encryption	
techniques,	 DES,	 3DES,	 AES,	 Blowfish,	 Twofish,	 and	 Threefish	 are	 symmetric	 key	
cryptographic	calculations,	while	RSA	and	ECC	are	uneven	key	cryptographic	calculations.	

Albeit	current	cryptography	strategies	are	basically	unbreakable.	As	the	Internet	and	
different	types	of	electronic	correspondence	turn	out	to	be	more	predominant,	electronic	
security	 is	winding	up	progressively	 imperative.	Cryptography	 is	utilized	 to	ensure	email	
messages,	 Visa	 data,	 and	 corporate	 information.	 A	 standout	 amongst	 the	 well-known	
cryptography	frameworks	utilized	on	the	Internet	is	very	good	privacy,	since	it	is	viable	and	
free.		

	
Figure 1. Encryption process 
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Many	 attempts	 have	 been	 made	 to	 provide	 a	 decisive	 comparison	 of	 existing	
symmetric	 key	 cryptography	 algorithms.	 In	 [16],	 a	 comparison	 of	 several	 of	 the	 most	
common	symmetric	key	cryptography	algorithms	is	provided:	Blowfish,	Twofish,	Threefish	
and	RC2,	RC5.	It	was	concluded	that	among	these	algorithms,	Threefish	calculation	uses	a	
variable	number	of	bits	ranging	from	256	to	1024	bits	and	thereat	encrypts	the	information	
72	times,	making	it	virtually	impossible	for	a	hacker	to	decrypt	it.	

There	are	basically	only	Symmetric	and	Asymmetric	techniques	of	encryption.	In	[17],	
a	 detailed	 study	 of	 the	 symmetric	 encryption	 techniques	 over	 each	 other	 is	 given,	 with	
similar	 results	 to	 the	 ones	 in	 the	 paper	 [16].	 Another	 survey	 on	 various	 most	 common	
encryption	techniques	is	given	in	[18],	presenting	a	view	on	the	state	of	the	art	of	encryption	
algorithms,	particularly	on	private	key	block	ciphers	which	are	widely	used	for	data	and	link	
encryption.	The	work	presented	in	[18]	focuses	mainly	on	the	different	kinds	of	encryption	
techniques	 and	 comparative	 study	 all	 the	 methods,	 as	 an	 experimental	 study	 of	
implementations	 of	 existing	 encryption	 algorithms,	 also	 mentioning	 image	 encryption	
techniques.	

On	 the	premise	of	 the	 information,	cipher	calculations	are	named	block	ciphers,	 in	
which	the	extent	of	the	block	is	of	settled	size	for	encryption	and	stream	ciphers	in	which	a	
persistent	 stream	 is	 passed	 for	 encryption	 and	 unscrambling.	 Among	 the	 calculations	
thought	 about,	 some	 of	 them	 are	 block	 cipher	 like	 RSA,	 DES,	 AES,	 Blowfish,	 Twofish,	
Threefish	and	so	forth.	Also,	some	of	them	are	stream	cipher,	such	as	ECC,	RC5.	

2. Fundamental Terminology and Primary Goals of Cryptography 

There	are	a	few	terms	which	we	should	know	for	better	comprehension	of	encryption	
calculations.	This	phrasing	is	vital	to	comprehend	in	light	of	the	fact	that	in	each	calculation	
depiction,	we	will	talk	about	these	normal	terms:	
• Plain	Text	

The	first	content	or	message	utilized	as	a	part	of	correspondence	in	called	as	Plain	
content.	

• Cipher	Text	
The	plain	content	is	encoded	in	un-coherent	message.	This	good	for	nothing	message	
is	called	Cipher	Text		

• Encryption	
Encryption	is	a	procedure	of	changing	over	Plain	content	into	Cipher	content.	This	
non-decipherable	message	can	safely	be	conveyed	over	the	unsecure	arrange.	
Encryption	process	is	finished	utilizing	encryption	calculation.	

• Decryption	
Decoding	process	is	the	turn-around	of	Encryption	process,	i.e.	Figure	content	is	
changed	over	into	plain	content	utilizing	specific	encryption	calculation.	

• Key	
A	key	is	a	numeric	or	Alpha-numeric	content	(scientific	equation).	In	encryption	
process	it	happens	on	Plain	content	and	in	unscrambling	process	it	happens	on	
cipher	content.	
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• Key	Size	
Key	size	is	the	measure	of	length	of	key	in	bits,	utilized	as	a	part	of	any	calculation.	

• Block	Size	
Key	cipher	takes	a	shot	at	settled	length	series	of	bits.	This	fix	length	of	string	in	bits	
is	called	Block	measure.	This	block	measure	relies	on	calculation.	

• Round	
Round	of	encryption	implies	that	how	much	time	encryption	work	is	executed	in	
entire	encryption	process	till	it	gives	cipher	message	as	yield.		
	
Cryptography	frameworks	can	be	extensively	grouped	into	two	classifications:		

• Symmetric	encryption	calculations	
Involve	the	utilization	of	a	solitary	key	that	both	the	sender	and	beneficiary	have.	
This	key	is	kept	mystery	among	sender	and	recipient	with	the	goal	that	no	
gatecrasher	can	take	the	information	to	be	exchanged	by	scrambling	it.		

• Asymmetric	encryption	calculations	
Calculation	of	open	key	frameworks	that	utilize	two	keys,	an	open	key	known	to	
everybody	and	a	private	key	that	exclusive	the	beneficiary	of	messages	
employments.	People	who	rehearse	this	field	are	known	as	cryptographers.	Awry	
encryption	gives	greater	security	when	contrasted	with	symmetric	key	encryption	
however	in	the	event	of	encryption	speed,	symmetric	encryption	is	on	lead.	
	
Encryption	or	Cryptography	have	a	few	objectives	that	should	be	satisfied	for	client	

advantage.	Present	day	cryptography	worries	about	the	accompanying	issues:		
• Confidentiality		

The	data	can't	be	comprehended	by	anybody	for	whom	it	was	unintended.		
• Integrity		

The	data	can't	be	modified	away	or	travel	amongst	sender	and	proposed	beneficiary	
without	the	modification	being	identified.	

	

• Non-denial		
The	maker/sender	of	the	data	can't	deny	at	a	later	stage	his	or	her	expectations	in	
the	creation	or	transmission	of	the	data.		

• Authentication		
The	sender	and	recipient	can	affirm	each	other's	character	and	the	inception/goal	of	
the	data.		

• Access	Control		
Just	approved	clients	can	get	to	the	information.	This	is	done	to	stay	away	from	
unapproved	client	get	to.	
	
A	plain	 content	 is	 encoded	utilizing	a	 calculation	called	 "encryption	calculation".	A	

cipher	content	is	unscrambled	utilizing	a	calculation	called	"decoding	calculation".	A	key	is	
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utilized	 at	 the	 season	 of	 encryption	 and	 unscrambling	 process.	 The	 security	 level	 of	
cryptography	is	dictated	by	the	key	space	or	key	length	(size	of	key).		

In	symmetric	encryption	and	decryption,	the	calculations	consider	only	the	private	
keys.	However,	asymmetric	encryption	and	decryption	require	both	public	and	private	key.	
Public	key	are	required	when	encryption	algorithm	is	initiated	by	the	sender	and	the	private	
key	is	needed	in	cases	when	decryption	occurred	on	the	receiver	side,	as	demonstrated	in	
the	following	figure.	

	

	
Figure 2. Symmetric encryption and decryption calculations consider only the private keys 

	

	
	
	

3. Evolution of Ciphering Algorithms  

In	 this	 area,	 we	 will	 examine	 the	 evolution	 of	 ciphering	 algorithms	 and	 compare	
different	 cryptographic	 calculations	 for	 their	execution	assessment.	These	algorithms	are	
used	for	acquiring	a	required	yield	for	any	authentic	contribution	to	a	limited	measure	of	
time.		

DES	(Data	Encryption	Standard)	was	produced	in	the	mid	1975	at	IBM	labs	by	Horst	
Fiestel.	The	DES	was	endorsed	by	the	NBS	(National	Bureau	of	Standards,	now	called	NIST	-	
National	Institute	of	Standards	and	Technology)	in	1978.	The	DES	was	institutionalized	by	
the	ANSI	(American	National	Standard	Institute)	under	the	name	of	ANSI	X3.92,	otherwise	
called	DEA	(Data	Encryption	Algorithm).	The	DES	was	before	a	dominating	symmetric-key	
calculation	 for	 the	 encryption	 of	 electronic	 information.	 Be	 that	 as	 it	 may,	 now	 it	 is	 an	
obsolete	 symmetric	 key	 information	 encryption	 technique.	 DES	 utilizes	 56	 bits	 key	 for	
encryption	and	unscrambling.	It	finishes	the	16	rounds	of	encryption	on	each	64	bits	block	
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of	information.	Information	encryption	standard	takes	a	shot	at	a	specific	rule.	Information	
encryption	standard	is	a	symmetric	encryption	framework	that	utilizations	64-bit	blocks,	8	
bits	(one	octet)	of	which	are	utilized	for	equality	checks	(to	confirm	the	key's	integrity)	[5].	
Each	of	the	key's	equality	bits	(1	each	8	bits)	is	utilized	to	check	one	of	the	key's	octets	by	
odd	equality,	 that	 is,	each	of	 the	equality	bits	 is	changed	 in	accordance	with	have	an	odd	
number	of	'1's	in	the	octet	it	has	a	place	with.	The	key	subsequently	has	a	genuine	valuable	
length	of	56	bits,	which	implies	that	lone	56	bits	are	really	utilized	as	a	part	of	the	calculation.	
So	it	would	take	2kl	endeavors	to	locate	the	right	key	[10].	

The	structure	of	DES	calculation	contains	the	block	of	the	message	separated	into	two	
parts.	The	correct	half	 is	 extended	 from	32	 to	48	bits	utilizing	another	 settled	 table.	The	
outcome	 is	 consolidated	 with	 the	 sub-key	 for	 that	 round	 utilizing	 the	 XOR	 operation.	
Utilizing	the	S-boxes	the	48	coming	about	bits	are	then	changed	again	to	32	bits,	which	are	
hence	 permutated	 again	 utilizing	 yet	 another	 settled	 table.	 This	 at	 this	 point	 completely	
rearranged	right	half	is	presently	consolidated	with	the	left	half	utilizing	the	XOR	operation.	
In	 the	 following	 round,	 this	 blend	 is	 utilized	 as	 the	 new	 left	 half.	 Numerous	 security	
specialists	 felt	 the	 56-bit	 key	 length	 was	 deficient	 even	 before	 DES	 was	 received	 as	 a	
standard.	 All	 things	 considered,	DES	 remained	 a	 trusted	 and	 broadly	 utilized	 encryption	
calculation	 through	 the	 mid-1990s	 [6].	 Notwithstanding,	 in	 1998,	 a	 PC	 worked	 by	 the	
Electronic	 Frontier	 Foundation	 (EFF)	 decoded	 a	 DES-encoded	 message	 in	 56	 hours.	 By	
outfitting	the	energy	of	thousands	of	arranged	PCs,	the	next	year	EFF	slice	the	unscrambling	
time	to	22	hours.	Information	Encryption	Standard	can	likewise	be	utilized	for	single	client	
encryption	like	putting	away	a	few	information	in	hard	circle.	

In	its	encryption	procedure,	DES	utilizes	56	bits	key	for	encryption	and	decoding.	It	
finishes	 the	16	 rounds	of	 encryption	on	 each	64	bits	 block	of	 information.	 In	 all	 rounds,	
encryption	 is	 finished	 utilizing	 capacity	 F.	 DES	 have	 three	 methods	 of	 operation:	 ECB	
(Electronic	 Code	 Book),	 CBC	 (Cipher	 Block	 Chaining),	 CFB	 (Cipher	 Feedback)	 and	 OFB	
(Output	Feedback)	[10].	Encryption	quality	is	specifically	fixing	to	key	size,	and	56-bit	key	
lengths	have	turned	out	to	be	too	little	 in	respect	to	the	preparing	energy	of	current	PCs.	
Along	 these	 lines,	 NIST	 felt	 the	 need	 of	 new	 and	 more	 secure	 information	 encryption	
calculation	in	the	field.	The	Data	Encryption	Standard	was	formally	pulled	back	in	May	2005.		

There	is	no	solid	constraint	discovered	instead	of	its	little	key	size	which	offers	less	
security.	The	main	effective	assault	on	DES	is	Brute	compel	assault.	It's	another	feeble	point	
is	its	encryption	speed	which	is	moderate.	

In	 cryptography	 procedures,	 Triple	 Data	 Encryption	 Standard	 (3DES)	 is	 the	 basic	
name	 for	 the	 Triple	 Data	 Encryption	 Algorithm	 (TDEA)	 symmetric-key	 block	 ciphering	
algorithm,	which	applies	the	Data	Encryption	Standard	(DES)	encryption	calculation	three	
times	to	every	information	block.	Triple-DES	is	additionally	proposed	by	IBM	in	1978	as	a	
substitute	 to	 DES.	 Thus,	 3DES	 is	 essentially	 the	 DES	 symmetric	 encryption	 calculation,	
utilized	three	times	on	similar	information.	Three	DES	is	likewise	called	as	T-DES.	It	utilizes	
the	 straightforward	 DES	 encryption	 calculation	 three	 times	 to	 upgrade	 the	 security	 of	
encoded	text	[4].	

In	 this,	 same	 information	 is	 encoded	 two	 times	 all	 the	 more	 utilizing	 DES.	
Subsequently,	this	makes	the	encryption	more	grounded	and	harder	to	break.	Triple	DES	is	
essentially	a	Block	cipher	which	utilizes	48	rounds	(Three	times	the	DES)	in	its	calculation,	
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and	 has	 a	 key	 length	 of	 168	 bits.	 3-DES	 likewise	 utilizes	 the	 Block	 size	 of	 64	 bits	 for	
encryption	(see	[4]	and	[9]).		

Triple	 DES	 may	 have	 an	 issue	 to	 reuse	 DES	 encryption	 calculation	 with	 three	
unmistakable	keys.	Triple	DES	 is	accepted	 to	be	secure	up	 to	no	 less	 than	2112	security,	
however	it	is	moderate,	particularly	in	programming	calculations	[8,	12].	Triple	DES	likewise	
gives	satisfactory	security.	That	is	the	reason	clients	required	the	successor	of	Triple	DES.		

The	advantage	of	Triple	DES	is	that	it	is	three	times	secure	(as	it	is	mix	or	three	DES	
calculations	with	various	keys	at	each	level)	than	DES	that	is	the	reason	it	is	favored	over	
basic	DES	encryption	calculation.	It	gives	sufficient	security	to	the	information	however	it	is	
not	the	best	since	it	devours	part	of	time	and	its	encryption	speed	likewise	not	as	much	as	
DES	encryption	calculation.	

The	 RSA	 (Rivest-Shamir-Adleman)	 calculation	 is	 the	 most	 critical	 open	 key	
cryptosystem.	It	is	best	known	and	generally	utilized	open	key	plan.	It	utilizes	substantial	
whole	numbers	like	1,024	bits	in	estimate.	It	has	just	a	single	round	of	encryption.	It	is	hilter	
kilter	block	cipher.	RSA	is	a	calculation	utilized	by	present	day	PCs	to	encode	and	unscramble	
messages.	 RSA	 is	 an	 awry	 cryptographic	 calculation.	 Awry	 implies	 that	 there	 are	 two	
distinctive	keys	that	are	utilized	as	a	part	of	encryption	and	decoding	process	[1,	13].		

This	is	additionally	called	open	key	cryptography,	since	one	of	them	can	be	imparted	
to	everybody	and	another	key	must	be	kept	private.	It	depends	on	the	calculating	issue.	RSA	
remains	for	Ron	Rivest,	Adi	Shamir	and	Leonard	Adleman,	who	created	and	freely	portrayed	
it	in	1978	[8].	A	client	of	RSA	makes	and	after	that	distributes	the	result	of	two	expansive	
prime	 numbers	 (P*Q),	 alongside	 a	 helper	 esteem	 (I),	 as	 their	 open	 key.	 The	 prime	
components	 (P*Q)	 must	 be	 kept	 mystery.	 Anybody	 can	 utilize	 people	 in	 general	 key	 to	
encode	a	message,	yet	with	as	of	now	distributed	techniques,	if	the	general	population	key	is	
sufficiently	huge,	just	somebody	with	learning	of	the	prime	variables	can	plausibly	interpret	
the	 message.	 The	 RSA	 calculation	 can	 be	 utilized	 for	 both	 open	 key	 encryption	 and	
computerized	 marks.	 Its	 security	 depends	 on	 the	 trouble	 of	 considering	 huge	 whole	
numbers.		

In	RSA	cryptographic	calculation	the	fundamental	drawback	is	its	encryption	speed.	
It	 devours	 parcel	 of	 time	 to	 encode	 information.	 As	 a	matter	 of	 fact	 this	 is	weakness	 of	
unbalanced	key	calculations	in	light	of	the	fact	that	the	utilization	of	two	lopsided	keys.	It	
gives	great	level	of	security	yet	it	is	moderate	for	encoding	documents.	Another	danger	in	
this	calculation	is	 fake	key	addition	at	unscrambling	level	so	the	mystery	key	ought	to	be	
private	and	right	to	accomplish	the	encryption	in	effective	way.		

The	only	value	that	will	be	let	known	to	the	public	will	be	the	value	n	and	e.	Hence,	
these	two	values	become	public	keys.	The	security	of	the	RSA	is	not	compromised	because	
of	how	extremely	difficult	to	derive	p	and	q	from	n,	and	also	the	cyclical	nature	of	modular.	
If	p	and	q	become	known	publicly,	 it	would	be	easy	 to	 find	out	 the	 totient	φ(n),	and	 the	
private	key	d.	The	private	key	is	the	value	d,	because	that	is	the	value	needed	to	decrypt	a	
message.	The	beauty	of	this	encryption	system	is	that	whilst	anybody	can	send	an	encrypted	
message,	only	those	with	the	access	to	the	private	key	can	decrypt	it.	

Worth	to	mention,	Elliptic	Curve	Cryptography	(ECC)	was	founded	in	1985	by	Victor	
Miller	 from	 IBM	and	Neil	Koblitz	 from	University	of	Washington	as	an	option	 system	 for	
executing	 open	 key	 cryptography.	 This	 ECC	 (Elliptic	 Curve	 Cryptography)	 is	 Based	 on	
arithmetical	structures	of	elliptic	bends	over	limited	fields	i.e.	the	elliptic	bend	hypothesis.	



Analysis	of	Applied	Mathematics	½Volume	10	
	
	
	

12	

ECC	creates	faster,	smaller	and	more	productive	keys	when	contrasted	with	other	encryption	
calculation.	In	this,	encryption	is	done	in	elliptic	bend	condition	(utilized	as	a	part	of	science)	
shape.	ECC	is	that	much	proficient	that	it	can	yield	a	level	of	security	with	164	block	key	that	
other	framework	require	a	1,024-block	key	to	accomplish	that	security	level	i.e.it	offers	the	
greatest	 security	with	 littler	block	 sizes	 that	 is	 the	 reason	 it	 expends	 less	power	 [5]	 and	
subsequently,	Elliptic	bend	cryptography	is	useful	for	battery	reinforcement	moreover.	The	
utilization	 of	 elliptic	 bends	 in	 cryptography	was	 proposed	 autonomously	 by	 Koblitz	 and	
Miller	in	1985.		

Elliptic	bend	cryptography	calculations	entered	wide	use	in	2004	to	2005.	Essentially,	
an	elliptic	bend	is	a	plane	bend	over	a	limited	field	(as	opposed	to	the	genuine	numbers),	the	
point	 values	 satisfying	 the	 equation,	 y2	=	 x3+Ax+B.	 In	 the	 encryption	process	 of	 Elliptic	
curve	 cryptography,	we	have	many	options	 to	use	ECC	 cryptography	but	we	will	 discuss	
simplest	way.	

Considering	an	elliptic	curve	Pm,	private	key	nA<n,	a	public	key	PA=nAG	is	calculated.	
The	formula	for	encryption	encrypt	is	

Pm	:	Cm={kG,	Pm+kPb},	where	k	is	a	random	number	
	
Formula	for	decryption	decrypt	is	given	as	follows:	
Pm+kPb–nB(kG)	=	Pm+k(nBG)–nB(kG)	=	Pm	
	
In	recent	years,	 it	 is	 chiefly	utilized	as	a	part	of	 the	asset	compelled	situations,	 for	

example,	 specially	 appointed	 remote	 systems	 and	 versatile	 systems.	 The	 fundamental	
preferred	standpoint	of	ECC	utilizes	short	key	length	which	prompts	quick	encryption	speed	
and	 less	 power	 utilization.	 For	 instance,	 a	 160	 block	 ECC	 encryption	 key	 size	 give	 an	
indistinguishable	level	of	security	from	1024-block	RSA	encryption	key	and	it	perform	15	
times	quicker	 relying	on	 the	 stage	on	which	 it	 is	 actualized.	The	burden	of	ECC	 is	 that	 it	
expands	the	measure	of	scrambled	content	and	second	disservice	is	that	ECC	is	subject	to	
extremely	 complex	 conditions	 which	 prompt	 increment	 the	 intricacy	 of	 encryption	
calculation.		

4. Comparison of AES, Blowfish, Twofish and Threefish Algorithms  

In	 1997,	 the	 National	 Institute	 of	 Standards	 and	 Technology	 (NIST)	 declared	 an	
activity	to	pick	a	successor	to	DES;	in	2001,	it	chose	the	Advanced	Encryption	Standard	as	a	
substitution	to	DES	and	3DES.	AES	(Advanced	Encryption	standard)	is	produced	by	Vincent	
Rijmen,	 Joan	Daeman	 in	 2001.	 The	Advanced	Encryption	 Standard	 (AES)	 is	 a	 symmetric	
block	cipher	utilized	by	the	U.S.	government	to	secure	characterized	data	and	is	actualized	
in	programming	and	equipment	all	through	the	world	for	delicate	information	encryption.	
AES	 is	really,	 three	block	ciphers,	AES-128,	AES-192	and	AES-256.	Each	cipher	scrambles	
and	unscrambles	information	in	blocks	of	128	bits	utilizing	cryptographic	keys	of	128	bits,	
192	bits	and	256	bits,	individually.	In	Advanced	encryption	standard	there	are	10	rounds	for	
128-block	keys,	12	rounds	for	192-block	keys,	and	14	rounds	for	256-block	keys	[11].	

For	each	situation,	every	single	other	round	are	indistinguishable,	with	the	exception	
of	the	last	round.		
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Each	round	in	encryption	process	additionally	takes	after	a	few	stages	to	finish	each	
round	till	n.	Each	round	have	four	rounds	i.e.	Substitute	byte,	Shift	lines,	Mix	Column	and	Add	
round	key.		

Substitution	round:	In	this	progression,	Sub-Bytes	are	byte-by-byte	substituted	amid	
the	forward	encryption	process.		

Move	Rows:	In	this,	moving	the	columns	of	the	state	cluster	amid	the	forward	process	
(S-Box	process).	

Blend	 Column:	 Mix	 Columns	 for	 stirring	 up	 of	 the	 bytes	 in	 every	 segment	
independently	amid	the	forward	procedure.		

Include	Round	Key:	In	this	progression,	round	key	is	added	to	the	yield	of	the	past	
stride	amid	the	forward	procedure.	This	progression	contrasts	from	others	due	to	key	size	
distinction.		

In	AES	encryption	process,	it	utilizes	diverse	round	keys.	These	keys	are	connected	
alongside	 other	 scientific	 operations	 on	 a	 variety	 of	 information.	 This	 information	 is	
available	 in	 blocks	 of	 specific	 size.	 This	 exhibit	 is	 called	 state	 cluster.	 This	 encryption	
procedure	incorporates	following	procedure:		
1. First	infer	the	diverse	round	keys	from	cipher	key.		
2. Initialize	the	state	cluster	with	block	information	or	plaintext.		
3. Start	with	starting	state	cluster	by	including	round	key.		
4. Perform	the	procedure	of	state	control	in	nine	rounds.		
5. After	the	tenth	round	of	control,	we	will	get	the	last	yield	as	cipher	content.	By	

following	above	process	we	get	the	last	scrambled	content	or	cipher	content.		
	
	The	 built-in	 Wolfram	 Mathematica	 function	 GenerateSymmetricKey[]	 randomly	

generates	 a	 SymmetricKey	 object	 suitable	 for	 use	 with	 cryptographic	 functions.	
GenerateSymmetricKey[opts]	 randomly	 generates	 a	 symmetric	 key	 using	 the	 specified	
options.	

The	following	input	is	used	to	derive	a	symmetric	key	from	a	password:	
In[1]:= GenerateSymmetricKey["my password"] 

	The	output	is	given	using	AES	method	by	default	with	a	key	of	256	bits.	
Out[1]= SymmetricKey[ 

Association[ 

 "Cipher" -> "AES256", "BlockMode" -> "CBC",  

"Key" -> ByteArray[{29, 206, 3, 213, 214, 242, 83, 230, 157, 224, 158, 

188, 239, 43, 30, 27, 159, 247, 6, 226, 19, 121, 191, 157, 248, 169, 

169, 77, 224, 38, 134, 198}], "InitializationVector" -> None]] 

4.1.  Blowfish Algorithm 

Blowfish	was	 created	 by	Bruce	 Schneier	 in	 1993.	 It	 is	 fundamentally	 a	 symmetric	
block	cipher	having	variable	length	key	from	32	bits	to	448	bits.	It	works	on	block	estimate	
64	bits.	 It	 is	a	16-round	Feistel	cipher	and	uses	extensive	key	ward	S-Boxes.	Every	S-box	
contains	32	bits	of	 information.	 In	his	 talk	"The	blowfish	encryption	algorithm	retrieved"	
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(see	[20]),	Schneier	demonstrated	the	advantages	and	drawbacks	of	Blowfish	technique	on	
practical	examples.	

	
Figure 3. Blowfish Encryption Procedure 

Above	Diagram	demonstrates	 the	Blowfish's	F-work.	The	 capacity	parts	 the	32	bit	
contribution	to	 four	8-bit	quarters,	and	uses	 the	quarters	as	contribution	to	S-boxes.	The	
yields	 are	 included	modulo	 232	 and	 XOR-ed	 to	 deliver	 the	 last	 32-bit	 yield	 i.e.	 encoded	
information.	For	Decryption	at	another	end	a	similar	procedure	happens,	yet	in	switch	order	
[11].		

Until	 now,	 no	 assault	 has	 been	 discovered	 fruitful	 against	 Blowfish	 encryption	
calculation.	 Blowfish	 is	 a	 variable	 key	 length	 calculation	 and	 it	 is	 having	 64-bit	 block	
ciphering	algorithm.	The	calculation	comprise	of	two	sub	parts,	one	is	key	development	part	
and	second	information	encryption	part.	Information	encryption	is	finished	by	finishing	16	
rounds.	Each	round	comprise	of	key	ward	change	in	P-Box	and	key/information	subordinate	
substitution	in	S-Box	[2].		

The	calculation	comprises	of	S-Box	and	P-Box.	The	P-cluster	comprises	of	18	sub-keys	
of	32-bit.	There	are	four	32-bit	S-boxes	with	256	entries	each:	

	𝑆1[0], 𝑆1[1], . . . , 𝑆1[255];	

𝑆2[0], 𝑆2[1], . . , , 𝑆2[255];	
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𝑆3[0], 𝑆3[1], . . . , 𝑆3[255];	

𝑆4[0], 𝑆4[1], . . , , 𝑆4[255].	

For	encryption,	divide	x	 into	 two	32-bit	halves,	denoted	by	xL	and	xR.	Here	 is	 the	
pseudocode	that	is	used:	

for	i	=	1	to	16	do	

xL	=	xL	XOR	Pi	

xR	=	F(xL)	XOR	xR	

Swap	xL	and	xR	

endfor	

xR	=	xR	XOR	P17	

xL	=	xL	XOR	P18	

Recombine	xL	and	xR.	

Divide	xL	into	four	eight-bit	parts:	a,	b,	c,	and	d	

f(xL)	=	((S1,a	+	S2,b	mod	232)	XOR	S3,c)	+	S4,d	mod	232	

	

Decoding	is	precisely	the	same	as	encryption	yet	turn	around	process	is	taken	after.	
Blowfish	gives	a	decent	encryption	rate	in	programming.	It	is	considerably	quicker	than	DES.	
In	numerous	encryption	experiments,	 the	Blowfish	encryption	calculation	proved	best	on	
account	of	security	level	and	the	speed	of	encryption	that	it	provides,	which	is	superior	to	
the	vast	majority	of	the	encryption	algorithms	that	are	accessible.		

Let	us	now	generate	a	symmetric	key	appropriate	for	encryption	using	Blowfish:	
In[1]:= GenerateSymmetricKey[Method -> <|"Cipher" -> "Blowfish"|>] 

The	following	symmetric	key	is	generated:	

Out[1]= SymmetricKey[ 

Association[ 

 "Cipher" -> "Blowfish", "BlockMode" -> "CBC",  

"Key" -> ByteArray[{173, 8, 212, 11, 10, 53, 82, 13, 116, 95, 211, 

224, 72,55, 167, 21, 33, 76, 217, 247, 15, 88, 232, 22, 248, 86, 89, 

193, 113, 188, 161, 6}], "InitializationVector" -> None]] 

	

In	order	to	generate	a	symmetric	key	with	a	key	size	of	512	bits:	
In[1]:= GenerateSymmetricKey[Method -> <|"Cipher" -> "Blowfish", 

"KeySize" -> 512|>] 

Out[1]= SymmetricKey[ 

Association[ 

 "Cipher" -> "Blowfish", "BlockMode" -> "CBC",  



Analysis	of	Applied	Mathematics	½Volume	10	
	
	
	

16	

"Key" -> ByteArray[{135, 81, 237, 166, 176, 23, 180, 24, 233, 7, 97, 

77, 21, 175, 112, 5, 6, 54, 66, 37, 170, 88, 53, 153, 225, 105, 198, 

89, 214, 202, 112, 76, 21, 156, 240, 132, 125, 75, 113, 37, 117, 102, 

59, 35, 62, 150, 62, 157, 133, 119, 14, 245, 223, 139, 31, 131, 136, 

207, 0, 202, 120,223, 25, 219}], InitializationVector" -> None]] 

	

The	key	size	must	be	a	multiple	of	8.	When	no	initialization	vector	is	given,	a	new	one	
will	be	generated	every	time	Encrypt	is	called.	With	the	initialization	vector	set	to	Automatic,	
a	random	initialization	vector	is	generated	once.	

4.2. Twofish Algorithm 

Twofish	 is	 additionally	 a	 symmetric	 block	 ciphering	 technique	 having	 a	 similar	
structure.	 It	 is	 as	 well	 created	 and	 clarified	 by	 Schneier	 in	 1998.	 Twofish	 utilizes	 block	
figuring	like	Blowfish	as	well.	It	is	proficient	for	programming	that	keeps	running	in	littler	
processor	 (keen	 cards)	 and	 inserting	 in	 equipment.	 It	 enables	 implementers	 to	 tweak	
encryption	speed,	key	setup	time,	and	code	size	to	adjust	execution.	Twofish	is	unlicensed	
and	openly	accessible	algorithm,	utilizing	key	sizes	of	128,	192	and	256	bits.	It	considers	the	
block	size	of	128	bits	and	there	are	16	rounds	of	encryption	in	this	calculation.		In	his	talk	
about	 Twofish	 cryptanalysis	 rumors	 [19],	 Schneider	 explained	 the	 advantages	 and	
drawbacks	of	Twofish	technique.	



Analysis	of	Applied	Mathematics	½Volume	10	
	
	
	

17	

	
Figure 4. Twofish Encryption Procedure 

	

Above	ciphering	algorithm	demonstrates	the	“round	capacity”	subroutine	of	Twofish.	
This	round	capacity	scrambles	the	information.	This	round	capacity	more	than	once	encodes	
the	information	16	times	and	after	that	gives	last	cipher	message	after	sixteenth	round	[6].		

In	the	above	cipher,	X0	and	X1	on	the	left	the	contributions	to	the	function	capacities	
after	 the	 revolution	 by	 8	 bits	 of	 one	 of	 them.	 The	 function	 comprises	 of	 4	 byte	 key-
subordinate	S-boxes	took	after	by	a	direct	blending	venture	(MDS	network).		The	aftereffects	
of	 the	 two	 function	 capacities	 are	 joined	utilizing	 a	 PHT	 (Pseudo-Hadamard	Transform).	
After	that	two	catchphrases	are	included.	One	appropriate	among	them	is	pivoted	by	1	bit	
and	after	that	both	of	these	watchwords	are	XOR-ed	into	the	outcome	on	the	left.		

For	the	next	round,	right	and	left	parts	swapped.	After	16	rounds	of	encryption	the	
last	swap	is	turned	around	and	four	catchphrases	are	XOR-ed	with	another	four	watchwords	
to	create	the	last	scrambled	content	or	cipher	content.		
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Above	 cipher	 speaks	 to	 the	 general	 working	 procedure	 of	 Blowfish	 encryption	
calculation.	Twofish	contains	add	up	to	16	rounds	of	information	encryption	and	we	get	the	
last	128	block	cipher	message	in	the	wake	of	finishing	16	rounds	of	encryption	[2].	Twofish	
encryption	calculation	likewise	gives	great	level	of	security.	However,	the	encryption	speed	
is	lower	when	opposed	to	blowfish	algorithm.		

In	Mathematica,	supported	methods,	together	with	default	key	size	and	initialization	
vector	size,	include:	

"Blowfish"	 256	 64	

"CAST5"	 256	 64	

"DES"	 	 64	 64	

"RC4"	 	 256	 	

"IDEA"		 128	 64	

"AES128"	 128	 128	

"AES192"	 192	 128	

"AES256"	 256	 128	

Therefore,	Blowfish	method	should	be	used	multiple	times.	For	testing	purposes,	we	
can	write	simple	cryptographic	signing	and	verification	functions:	

sign[key_PrivateKey, expr_] :=  
Encrypt[ 
key,  
Hash[expr, "SHA256"] 
] 

 
 
verify[key_PublicKey, expr_, signature_EncryptedObject] :=  
 
 Decrypt[key, signature] === Hash[expr, "SHA256"] 

	

4.3. Threefish Algorithm 

Threefish	is	a	symmetric	key	block	ciphering	algorithm	planned	by	Schneier,	et	al.	It	
was	first	distributed	in	year	2008.	Threefish	block	ciphering	algorithm	is	straightforwardly	
identified	with	 Blowfish	 and	 Twofish.	 Threefish	 calculation	 is	 tweakable	 block	 ciphering	
algorithm.	 Tweakable	 block	 ciphering	 algorithm	 take	 three	 information	 sources,	 a	 key,	 a	
change	and	block	of	back	rub.	A	remarkable	change	esteem	is	utilized	to	encode	each	block	
of	back	rub.	The	change	esteem	is	128	bits	for	all	block	sizes.	Threefish	encryption	utilizes	
three	kind	of	keys:	256	bits,	512	bits	or	1024	bits.	In	Threefish,	the	key	size	is	equivalent	to	
the	block	size.	It	implies	that	it	utilizes	three	block	sizes	i.e.	256,	512	or	1024	bits.	It	applies	
encryption	in	72	adjusts	for	the	most	part,	yet	if	there	should	be	an	occurrence	of	1024	block	
block	 size	 its	 encryption	 rounds	 are	 72.	 Threefish	 uses	 no	 S-BOX	 or	 other	 table	 queries	
keeping	in	mind	the	end	goal	to	abstain	from	timing	attacks	[11].		
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Three	fish	encryption	calculation	utilizes	following	round	capacity.	In	this	encryption	
procedure	following	strides	are	taken	after.	
• Threefish	uses	Nr/4	+1	different	round	keys.	
• In	order	to	compute	these	keys	the	original	key	words,	K0	,K1	….,	KNw-1	are	added.	

The	words	t0,	t1	are	added	according	to	the	following:		
t2=t0⊕t1	

kNw=	C240⊕k0⊕k1,……	⊕kNw-1	

• The	keywords	𝐾𝑠, 𝐼	are	defined	as	

𝐾𝑠, 𝐼 =

k s + i mod	 Nw + 1 , i = 0,… . , Nw − 4
k s + i mod	 Nw + 1 + 	t	s	mod	3, i = Nw − 3	
k	 s + 1 mod	 Nw + 1 + 	t	s	mod	3, i = Nw − 2

k	 s + 1 mod	 Nw + 1 + s, i = Nw − 1	

	

• Mix	function	takes	a	(X0,X1)	and	returns	the	following	tuple:	(Y0,Y1)	
• The	function	,	Y0=	X0+X1	mod	264	is	computed	as	

Y1=	(Y1	<<<	R	(d	mod	8),	J)	⊕Y0	

• R	d,j	is	a	rotation	constants	set.	
• If	d	mod	4==0	then	the	round	key	Kd/4	is	being	appended.	
• Then,	the	mix	function	is	applied.	

	

	
Figure 5. Threefish-512 with four rounds of encryption 
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Figure	5	is	representing	Threefish-512	with	four	rounds	of	encryption	having	plain	
text	block	and	sub-key	with	tweak	value.	It	is	using	four	blocks	of	256	bits	each.	For	this	case	
the	72	rounds	of	encryption	are	done.	

Regarding	the	implementation	of	Threefish	calculation	in	Mathematica,	a	symmetric	
key	object	should	be	considered.	In	Wolfram	language,	SymmetricKey[assoc]	represents	all	
the	 information	 needed	 for	 encryption,	 decryption,	 and	 other	 operations	 in	 a	 symmetric	
cryptographic	system.	SymmetricKey	objects	can	be	used	with	functions	such	as	Encrypt	and	
Decrypt.	 When	 used	 in	 Encrypt,	 the	 setting	 "InitializationVector"->None	 specifies	 that	
Encrypt	 should	 generate	 a	 new	 initialization	 vector	 whenever	 it	 is	 called.	
SymmetricKey[assoc]["prop"]	gives	the	specified	element	of	assoc.	

 Comparative Discussion and Results 

Blowfish	is	not	suggested	any	longer	due	to	the	little	block	size	of	64	bits,	among	other	
drawbacks.	Indeed,	even	its	creator	is	not	prescribing	it	any	longer	-	it's	an	old	but	rather	
unbroken	 algorithm.	 There	 are	 some	 hypothetical	 shortcomings	 that	 can	 occur	with	 232	
blocks	of	information	with	CBC	mode	and	an	8	byte	block	cipher.	In	CBC	mode,	randomized	
information	 is	 successfully	 sent	 through	 the	block	ciphering	algorithm.	 In	any	case,	quite	
possibly	it	happens	to	encode	precisely	the	same	twice	with	a	similar	key;	this	outcomes	in	
precisely	the	same	block	showing	up	in	the	scrambled	yield	twice.	On	the	off	chance	that	an	
assailant	discovers	this,	at	that	point	he	can	reason	the	restrictive	or	of	the	relating	plaintext	
blocks.		

Presently,	 block	 ciphering	 algorithms	with	 16	 byte	 blocks,	 (for	 example,	 AES	 and	
Twofish)	do	not	have	these	worries	(this	same	shortcoming	can	be	required	to	occur	after	
268	bytes	of	encoded	 information;	we	will	never	need	to	scramble	 that	much	 information	
with	a	solitary	key).	This	is	one	reason	we	encourage	individuals	to	utilize	more	present	day	
ciphers;	this	perception	would	not	be	a	worry	for	a	specific	client,	but	rather	with	a	current	
cipher,	we	know	it	is	not	a	worry	for	anybody.	

Twofish	is	a	general	128-block	block	ciphering	algorithm	which	is	a	drop	in	for	AES	-	
for	 the	 straightforward	 reason	 that	 it	 was	 intended	 to	 be	 AES.	 Niels	 Ferguson	 in	 [15]	
distributed	an	outlandish	differential	assault	that	breaks	six	balances	of	16	of	the	256-block	
key	rendition	utilizing	2256	stages.	Starting	at	2000,	the	best	distributed	cryptanalysis	on	the	
Twofish	block	 ciphering	algorithm	 is	 a	 truncated	differential	 cryptanalysis	of	 the	 full	16-
round	adaptation.	The	paper	asserts	that	the	likelihood	of	truncated	differentials	is	2−57.3	for	
every	block	and	that	it	will	take	approximately	251	picked	plaintexts	(32	petabytes	worth	of	
information)	to	locate	an	adequate	combination	of	truncated	differentials.	Bruce	Schneier	
reacted	 that	 this	paper	does	not	present	a	 full	cryptanalytic	assault,	but	rather	 just	some	
theorized	differential	qualities.	

Threefish	is	for	the	most	utilized	as	tweakable	block	cipher	development	inside	the	
Skein	hash	work;	it	has	a	substantial	block	size	and	high	number	of	(generally	basic)	rounds;	
Threefish	is	excessively	particular	and	not	expressly	characterized	for	block	cipher	methods	
of	operation.	Besides,	Threefish	has	a	block	estimate	not	quite	the	same	as	AES	applicants	
(256	or	even	512	bits	rather	than	128).	This	makes	it	more	improbable	that	one	will	discover	
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it	in	numerous	cryptographic	libraries	and	makes	it	harder	to	change	to/from	different	AES	
applicants	or	AES	itself.		

In	October	2010,	an	assault	that	consolidates	rotational	cryptanalysis	with	the	bounce	
back	assault	was	distributed.	The	assault	mounted	a	known-key	distinguisher	against	53	of	
72	adjusts	in	Threefish-256,	and	57	of	72	adjusts	in	Threefish-512.	It	likewise	influences	the	
Skein	 hash	work.	 This	 is	 a	 follow-up	 to	 the	 prior	 assault	 distributed	 in	 February,	which	
breaks	39	and	42	adjusts	separately.	Because	of	this	assault,	the	Skein	group	changed	the	
turn	constants	utilized	as	a	part	of	Threefish	and	in	this	way	the	key	timetable	constants	for	
cycle	3	of	the	NIST	hash	work	rivalry.	In	2009,	a	related	key	boomerang	assault	against	a	
diminished	cycle	Threefish	rendition	was	distributed.	For	the	32-round	adaptation,	the	time	
multifaceted	nature	is	2226	and	the	memory	many-sided	quality	is	212	for	the	33-round	form,	
the	 time	 intricacy	 is	 2352.17	 with	 an	 insignificant	 memory	 use.	 The	 assaults	 were	 also	
workable	with	the	changed	rendition	of	Threefish:	for	the	32-round	variant,	the	time	many-
sided	quality	is	2222	and	the	memory	multifaceted	nature	is	212.	

Several	 different	 encryption	 calculations	 were	 investigated	 here	 and	 we	 have	
discovered	that	every	calculation	has	its	own	particular	advantages	as	indicated	by	various	
parameters.	It	is	observed	that	the	quality	of	the	every	encryption	calculation	relies	on	the	
key	administration,	kind	of	cryptography,	number	of	keys,	number	of	bits	utilized	as	a	part	
of	a	key.	Longer	the	key	length	and	information	length	more	will	be	the	power	utilization	
that	will	prompt	more	warmth	dispersal.	Thus,	it	is	not	fitting	to	utilize	short	information	
grouping	and	key	lengths.	All	the	keys	depend	on	the	scientific	properties	and	their	quality	
reductions	as	for	time.	The	keys	having	more	number	of	bits	requires	more	calculation	time	
which	basically	shows	that	the	framework	sets	aside	greater	opportunity	to	scramble	the	
information.	Comparative	results	of	various	algorithms	on	the	basis	of	different	parameters	
is	given	in	Table	1.	
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ALGORITHM	 3DES	 AES	 RSA	 BLOWFISH	 TWOFISH	 THREEFISH	

DEVELOPMENT	 IBM	in	

1978.	

Vincent	

Rijmen,	Joan	

Daeman	in	

2001	

Rivest,	

Shamir	&	

Adleman	in	

1978	

Bruce	

Schneier	in	

1993	

Bruce	

Schneier	 in	

1998	

Bruce	

schneier,	 Niels	

Ferguson,	

Stefan	Lucks		

KEY	LENGTH	 128	 128	 Variable	 Variable	 16	 72	

ROUNDS	 48	 10,12,14	 1	 16	 16	 80	

BLOCK	SIZE	bits	 64	 18	 Variable	

block	size	

64	 128	 256,	 512	 and	

1024	

ATTACKS	

FOUND	

Related	Key	

Attack	

Key	

recovery	

attack,	Side	

channel	

attack	

Brute	force	

attack,	timing	

attack	

No	attack	

found	to	be	

successful	

Related	 key	

attack	

	

Related-Key	

Boomerang	

Attack	

	
Table 1. Comparison of various algorithms on the basis of different parameters 

	

Along	 these	 lines,	 each	 algorithm	 has	 its	 own	 strengths	 and	 weaknesses	 and	
determining	the	best	algorithm	may	be	subjective.	Another	comparison	of	parameters	for	
different	encryption	algorithms	is	provided	in	tables	from	[3,	14].	

6.  Conclusions 

From	the	above	investigation,	we	have	discovered	that	ECC	and	Blowfish	encryption	
calculations	 are	performing	with	 satisfying	 security	 levels	 and	 encryption	 speeds.	 ECC	 is	
having	a	few	assaults	on	it,	yet	on	Blowfish,	no	assault	is	effective	yet.	However,	Blowfish	is	
not	preferable	due	to	the	small	block	size,	making	Twofish	and	Threefish	algorithms	more	
desirable	in	majority	of	practical	uses,	when	the	block	size	is	of	large	significance.	

Threefish	calculation	uses	a	variable	number	of	bits	spanning	from	256	to	1024	bits	
and	thereat	encrypts	the	information	72	times,	making	it	almost	impossible	for	someone	to	
decrypt	 the	encrypted	data.	The	way	 that	 it	 is	 tweakable	and	has	an	extensive	block	size	
makes	Threefish	one	of	the	most	widely	used	ciphering	algorithms.		
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However,	each	algorithm	has	its	own	strengths	and	weaknesses	and	the	algorithm	to	
be	chosen	depends	on	the	preferences	of	the	user	and	the	type	of	a	ciphering	that	should	be	
conducted.	

	The	basis	of	this	study	is	on	pre-quantum	cryptography.	As	the	computational	power	
of	 devices	will	 increase	 exponentially	with	 the	 development	 of	 quantum	 computing,	 the	
encryption	algorithms	that	were	looked	upon	in	this	paper	will	be	effectively	broken	even	
with	brute	 force.	 It	 is	crucial	 that	a	quantum-resistant	encryption	algorithm	is	developed	
before	 quantum	 computing	 becomes	 widely	 accessible.	 Research	 on	 cryptographic	
algorithms	such	as	the	Open	Quantum	Safe	Project	may	provide	a	valuable	insight	on	how	
cryptography	should	develop	in	the	near	future.		
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Game Theory Games and Their Real World 
Applications 

By Sunghee Kim and Sung Yoon Kim 
North London Collegiate School Jeju 

Abstract 

 
	This	study	of	game	theory	and	its	application	to	the	real	world	looks	at	only	three	

example,	 though	 there	 are	of	 course	many	more.	The	examples	 looked	at—and	analyzed	
albeit	briefly—are	the	“Dollar	Auction”,	“Rock,	Paper,	Scissors	(RPS)”	and	“Chicken”,	in	that	
order.	The	goal	is	to	determine	the	best	possible	scenario	for	success.	The	three	superficial	
studies	 are	 supported	 by	 figures	 and	 where	 possible	 scientific	 analysis.	 No	 definitive	
conclusions	 could	 be	 reached,	 rather	 it	 is	 up	 to	 the	 reader	 to	make	 a	 judgment	 on	what	
strategy	to	use.								

Introduction 

The	 dynamics	 of	 economy	 on	 the	 surface	 seem	 an	 erratic	 sequence	 of	 decisions,	
arbitrarily	made	by	corporations.	However	there	is	a	logic	in	this	“madness”	:	game	theory.	
The	initial	game	theory	defined	by	John	Von	Neumann	and	Oskar	Morgenstern,	remained	in	
a	narrow	category	of	interactions	known	as	the	zero-sum	game,	where	one	person’s	gain	is	
another	person’s	loss.1	There	definitely	is	an	equilibrium,	where	each	parties	can	maximize	
the	benefit	and	minimize	their	loss.			

However	 in	practice	the	distinction	between	my	 loss	as	opposed	to	my	opponent’s	
gain	becomes	more	blurred.	The	economist,	John	Nash	proved,	by	applying	a	strategy	of	the	
best	solution	of	each	move	and	a	mathematical	theory	developed	by	Dutch	mathematician	J	
Brouwer,	that	in	any	game	with	a	finite	number	of	players	and	moves,	game	theory	can	be	
applied.2		

In	this	paper	the	practical	aspects	of	the	game	theory	are	discussed.	The	first	starts	
with	a	typical	zero-sum	game,	and	two	possible	choices	which	are	mutually	exclusive.	These	

                                                
1 John von Neumann & Oskar Morgenstern. “Theory of Games and Economic Behaviour”. 1944.  
2 John Wooders. “John Nash and his contribution to Game Theory and Economics”. (The Conversation. 
2015).  
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conditions	fit	perfectly	with	the	initial	definition	of	game	theory.3	Then	we	explain	a	more	
complex	scenario	when	there	are	three	solutions.	The	last	example	complicates	further	the	
question	by	using	three	players,	although	they	may	be	non-communicative,	the	game	escapes	
the	typical	setting	of	a	plain	zero-sum	game.		

The Dollar Auction 

The	Dollar	Auction	game	is	a	simple,	seemingly	rational	game	that	starts	by	arranging	
an	auction	for	a	dollar.	The	setup	involves	the	following	rules:	the	winner	takes	the	dollar	
bill;	however,	the	second-highest	bidder	also	has	to	pay	the	amount	they	bid.	For	example,	a	
person	may	buy	a	dollar	for	just	5	cents,	under	the	assumption	that	no-one	else	enters	the	
bidding.	Another	crucial	rule	to	look	over	is	that	the	second	-highest	bidder	is	the	biggest	
loser.4		

	The	first	way	this	game	could	turn	out	is	if	all	of	the	participants	of	the	game	cooperate	
to	let	one	person	buy	the	dollar	at	the	cheapest	possible	cost.	In	this	case,	the	only	loser	is	
the	auctioneer.	This	is	the	only	case	where	the	auctioneer	loses.	

	Another	 possible	 outcome	 of	 this	 game	 is	 if	 the	 participants	 are	 playing	 a	 non-	
cooperative	game.5	Supposing	the	bid	goes	up	in	lots	of	five	cents,	a	primary	critical	point	is	
met	when	a	player	bids	55cents	after	a	bet	of	50	cents.	This	decision	seems	 logical	 since	
buying	a	dollar	for	55cents	gives	a	leftover	amount	of	45	cents.	However,	both	players	will	
think	 the	 same	 and	 will	 continue	 to	 bid	 higher.	 Therefore,	 after	 a	 bet	 of	 55cents	 the	
auctioneer	is	the	one	making	the	profit	since	the	sum	of	the	two	players	tops	the	dollar.	The	
next	critical	point	will	be	met	when	one	of	the	bids	is	a	dollar.	Suppose	player	B	bets	a	dollar.	
He	will	not	be	losing	any	money	but	will	not	be	able	to	make	any	profit	also.	However,	the	
second-highest	bidder,	who	for	example	bet	90cents,	will	bid	a	larger	bet	to	minimize	the	
loss.	Beyond	this	point	both	bidders	will	be	losing,	but	will	proceed	to	bet	to	minimize	the	
damage.	

Martin	Shubik	of	the	Department	of	Administrative	Services,	Yale	University,	gave	the	
following	scenario	when	considering	an	auction	with	an	auctioneer.	(Player	1)	and	2	bidders	
(Player	2,	and	Player	3),	the	characteristic	function	is	V(1)	=	-95	cents,	V(2)	=	V(3)	=	0cents,	
V(1,	2)	=	0	cents,	V(1,	3)	=	0cents,	V(2,	3)	=	95cents,	V(1,	2,	3)	=	0	cents.6		

	Besides	 the	2	possible	outcomes	mentioned	before,	a	non-cooperative	equilibrium	
point	where	 the	 first	bidder	bids	one	dollar	and	no	one	else	bids	may	occur.	However,	 a	
second	bidder	can	bid	105cents	to	inflict	damage	to	the	first	bidder.	In	this	case,	the	outcome	
may	be	the	same	with	the	second	scenario	mentioned.		

	A	crucial	point	to	notice	is	that	the	game	is	usually	an	independent	game	in	which	
communicational	 conditions	may	 be	 lacking.	 It	 is	 generally	 accepted	 that	 is	 not	 easy	 for	
people	to	cooperate	when	they	are	in	a	non-cooperative	game	condition.	Therefore	the	best	
tactic	for	a	bidder	to	take	would	be	to	first	bid	5	cents	and	then	immediately	announce	that	

                                                
3 “Definition of Game Theory”. (Merriam-Webster. 2017).   
4 Douglas Noll. “The Dollar Auction Game: A Lesson in Conflict Escalation”. 2000.  
5 Wonbin Kang. “Non-Cooperative Game Theory”. (n.d.).   
6 Martin Shubik. “The Dollar Auction Game: A paradox in non-cooperative and escalation”. (n.d.).    
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he	or	she	will	bid	one	dollar	if	any	other	person	bids	less	than	one	dollar,	and,	that	he	or	she	
will	bet	5	more	cents	if	anyone	bids	more	than	one	dollar.			

Rock Paper Scissor (RPS) 

Rock	Paper	Scissors	(RPS)	is	simply	a	strategic	game	that	uses	history	matching	and	
frequency	 analysis	 to	 randomly	 guess.7	 Of	 course	 some	 people	 randomly	 use	 different	
choices	without	thinking,	but	in	a	rational	person’s	point	of	view,	there	is	a	high	possibility	
that	they	will	follow	a	particular	pattern	of	strategy.	

The	player	who	wins,	is	likely	to	repeat	his	winning	choice,	while	the	player	who	has	
lost	is	very	likely	to	change	his	or	her	option.	However,	if	this	happens,	the	loser	will	be	able	
to	predict	what	the	winner	will	choose	for	the	next	round,	which	makes	the	winner	change	
his	or	her	option,	to	avoid	losing.		

If	the	loser	again	loses	the	next	round	and	continues	to	do	so,	he	or	she	is	very	likely	
to	change	the	choice	to	the	one	that	will	win	the	option	that	has	just	been	won	by	the	previous	
choice.	For	example,	if	player	A	loses	after	using	paper	to	player	B’s	scissor,	player	A	is	most	
likely	to	change	his	or	her	choice	to	rock,	which	can	beat	player	B’s	scissor.	As	player	B	is	the	
winner,	 he	 or	 she	 is	 likely	 to	 remain	 with	 the	 previous	 choice—the	 strategy	 seems	
reasonable.		

Therefore	 the	 strategy	 for	 Rock	 Paper	 Scissor	 is,	 if	 you	 have	 lost	 the	 first	 round,	
change	your	choice	to	that	which	previously	beat	your	choice.	If	you	have	won,	do	not	stay	
with	your	choice	since	the	loser	can	easily	predict	that	choice.	Instead,	switch	to	whatever	
would	beat	the	choice	of	what	would	have	beaten	your	previous	option.	More	simply,	choose	
what	the	loser	has	previously	used.	A	simple	example	here	is	if	you	win	a	round	with	rock,	
the	 opponent	 is	 likely	 to	 switch	 to	 paper.	 Then	 you	 should	 now	 change	 your	 choice	 to	
scissors.		

There	 are	 also	 some	 fun	 events	 around	 the	world	 that	 relates	 to	 this	 kind	 of	 RPS	
strategy.	The	World	RPS	Society	holds	a	Rock	Paper	Scissor	competition	periodically	that	is	
eagerly	 attended.8	 The	 representative	 of	 this	 society	 is	Mr.	 Smallsoa,	who	worked	 as	 the	
chairman	 from	1987	to	2010,	and	published	a	book	called	Trio	of	Hands—(exceptionally	
hard	to	come	by)—in	order	to	explain	the	strategies	of	Rock	Paper	Scissor,	and	received	the	
Lifetime	Achievement	Award	from	the	RPS	Society	for	over	30	times.participation.	He	told	
the	world	that	“to	the	beginner	the	choices	are	few;	to	the	expert	the	choices	are	many”.9			

There	is	an	example	of	an	auction	house	match	as	well.	In	2005,	Takashi	Hashiyama,	
the	CEO	of	Japanese	television	equipment	manufacturer	Maspro	Denkoh,	decided	to	auction	
off	the	collection	of	Impressionist	paintings	owned	by	his	corporation,	including	works	by	
worldwide	 famous	painters.	He	had	 contacted	 two	auction	 companies,	 asking	 them	 for	 a	
proposal	for	what	they	plan	to	do	to	sell	the	paintings.	Both	firms	wrote	out	elaborate	plans,	
but	 Hashiyama	 did	 not	 get	 satisfied.	 So	 he	 asked	 the	 two	 firms	 to	 decide	 it	 amongst	

                                                
7 “The Official Rules of Rock Paper Scissors. The Official Rules of RPS Play”. (World RPS Society. 
(n.d.)).    
8 “World Championships”. (World RPS Society. (n.d.)).   
9 Douglas Walker. “The Quest for the Trio of hands”. 2006.   
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themselves,	and	added	that	he	also	wanted	to	sell	the	Cézanne's	1877	painting	“Large	Trees	
Under	the	Jas	de	Bouffan”,	worth	an	estimated	$12–16	million	U.S.	Dollars.10			

The	firms	could	not	come	up	with	a	decision.	Hashiyama	asked	them	to	decide	then	
by	Rock	Paper	Scissor,	and	added,	"it	probably	looks	strange	to	others,	but	I	believe	this	is	
the	best	way	to	decide	between	two	things	which	are	equally	good".11	

The	auction	firms	only	had	a	weekend	to	make	a	choice,	and	firm	C	got	a	suggestion	
from	11-year-old	twin	daughters	to	choose	“Scissors”,	because	"Everybody	expects	you	to	
choose	'Rock'."	Firm	B	had	no	particular	strategy	and	thought	the	game	as	a	game	of	chance,	
and	so	chose	“paper”.	Firm	C	won	the	game	and	sold	the	paintings	and	tree	by	$20	million,	
bringing	huge	benefits	to	the	firm.	This	showed	that	having	a	strategy	for	RPS	has	a	higher	
possibility	of	winning	the	game.12		

Finally,	the	figure	below	may	give	the	reader	some	insight	into	RPS	“state-of-play”.13		
To	better	understand	the	above	the	“Nash	Equilibrium”	must	come	into	the	“equation”.	It	is	
simply	a	pair	of	strategies	in	which	each	player’s	strategy	is	the	best	response	to	the	other	
player’s	strategy.14	

 

Chicken Game 

The	 Chicken	 Game	 is	 a	 game	 which	 is	 used	 to	 determine	 who	 is	 more	 cowardly	
between	two	people.15	Two	drivers	approach	each	other	with	the	full	speed	of	their	cars	from	
opposite	directions	having	a	choice	to	either	turn	the	handle,	or	continue	straight.	The	first	
person	to	change	directions	is	called	the	“chicken”.	If	you	continue	moving	forward,	you	will	
                                                
10 Paul Cezanne famous works. (n.d.).  
11 Stacey Conradt. “The Time Sotheby’s and Christie’s Played Scissors’ for a Cezanne”. 2015.   
12 Tom Hale. “Here's How To Always Win At Rock, Paper, Scissors”. 2016.  
13 “Gains of Player 1, Gain of Player 2. (n.d.) (n.a.)  
14 “Applying Nash Equilibrium to Rock, Paper, Scissors”. Cornell University. (n.d.) (n.a.).   
15 “Game of Chicken”. (Game Teory.net.). (n.d.) (n.a).  
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not	be	a	chicken	but	you	might	end	up	in	a	huge	car	crash.	The	fine	outcome	is	when	both	
switch	directions	without	making	any	winners.	If	only	one	person	swerves,	there	will	be	a	
clear	winner.16	This	connects	to	the	dilemma	that	“for	the	best	outcome,	you	have	to	risk	the	
worst	outcome.”		

The	possible	outcomes	of	the	Chicken	Game	is	made	into	a	table	like	the	one	below.	
Two	 versions	 of	 the	 matrix	 for	 this	 game	 are	 presented,	 figure	 1	 explaining	 the	 actual	
outcome,	and	figure	2	using	setting	numerical	values	to	the	results	in	figure	1.	You	gain	1	
when	you	win,	lose	1	when	you	swerve,	but	needs	to	pay	a	cost	of	-10	when	you	crash.	What	
is	the	best	choice	then?			

  

Since	you	lose	10	when	you	swerve,	and	as	this	result	is	so	harmful	compared	to	what	
you	gain	when	you	win,	it	is	better	to	swerve	than	to	crash.	Therefore,	it	seems	reasonable	
for	you	to	swerve	because	it	never	will	result	in	a	crash.	In	this	case,	there	is	more	than	one	
Nash	equilibrium,	which	is	“a	pair	of	strategies	for	which	neither	player	gains	by	changing	
his	own	strategy.”	In	the	chicken	game,	the	two	situations	are	when	both	players	choose	to	
either	swerve	or	continue.	17		

The	Chicken	Game	can	sometimes	be	shown	in	conflicts	between	two	countries	when	
they	are	trying	to	predict	what	the	other	countries	are	trying	to	do.	For	example,	when	both	
countries	 decide	 to	 stay	 quiet,	 they	 will	 gain	 nothing	 and	 lose	 nothing.	 However,	 if	 one	
countries	 decide	 to	 attack	 another	 country,	 the	 country	 who	 was	 not	 prepared	 will	 get	
defeated.	When	both	countries	get	prepared	for	a	war	and	attack	each	other,	they	will	both	
lose	a	lot	of	soldiers	and	citizens.	

Conclusion 

This	 report	has	dealt	with	 three	main	examples	of	 applied	game	 theory	which	are	
chicken	game,	rock	-	paper	-	scissor	and	dollar	auction.	The	ultimate	goal	of	this	paper	was	
to	 figure	 out	 an	 absolute	 rule	 for	 a	 winning	 strategy.	 For	 each	 of	 the	 games,	 possible	
outcomes	were	considered	to	find	out	the	best	strategy.	This	was	supported	by	figures	and	
experiments	 conducted	 by	 various	 international	 organizations.	 However,	 since	 it	 is	
                                                
16 “Chicken”, Stanford University. (n.d.) (n.a.)  
17 “Economic Chicken vs. Mutually Assured Destruction”. 2007. (n.a.)  
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impossible	to	have	a	possibility	of	1	for	one	scenario	in	a	game	played	by	2	or	more	people,	
there	is	only	the	‘best	possible	choice’	that	can	be	made.	

If	given	more	time,	we	would	have	liked	to	research	more	about	the	chicken	game,	
prisoner’s	dilemma,	battle	of	the	sexes,	war	of	attrition,	and	traveler’s	dilemma.			
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Congruence in Number Theory 

Andrew C. Candish 
Troy High School 

Introduction  

Congruence	 is	one	of	 the	concepts	 that	 form	the	core	of	number	 theory.	There	are	
several	observations	that	surround	the	concept	of	congruence.	One	of	them	is	that	when	two	
odd	numbers	are	multiplied	the	result	is	always	an	always	an	odd	number.	For	instance	47	
47×83 = 3901	and	2395	×9751 = 	23353645.	Also,	the	product	of	any	two	even	numbers	
is	always	an	even	number.	For	instance	6×10 = 60		and	44	×92 = 	4048.	Additionally,	the	
result	of	multiplying	an	odd	number	with	an	even	one	is	always	even.	For	example	31	×4 =
124.	 When	 two	 odd	 numbers	 are	 added	 together,	 the	 result	 is	 an	 even	 number.	 For	
instance	11 + 33 = 44.	This	is	similar	to	adding	an	even	number	to	another	even	number,	as	
the	result	is	an	even	number.	For	instance	560 + 40 = 600.	An	addition	of	an	odd	number	
and	 an	 even	 one	 gives	 an	 odd	 number	 as	 the	 result.	 For	 instance	23 + 30 = 43.	 This	
information	can	be	summarized	below	thus:		
Multiplication	table	

 o e 

 e e e 

o o e 

Addition	Table	

 o e 

e o e 

o e o 

 

These	 observations	 are	 so	 primary	 that	 it	 is	 easy	 to	 wonder	 what	 beneficial	
conclusions	can	be	drawn	from	them.	 In	 fact,	 these	observation	 form	the	core	 in	number	
theory.	A	 lot	of	problems	 that	are	presented	 in	number	 theory	 take	 the	 form	 thus:	 if	 the	
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function	𝑓	is	a	polynomial	that	has	a	number	of	variables	that	have	integer	coefficients,	if	we	
equate	 the	 function	 to	 0,	 will	 it	 have	 integer	 solutions?	 These	 questions	 were	 asked	 by	
Diophantus,	a	Greek	mathematician	and	were	subsequently	named	Diophantine	problems	in	
his	honor.	An	example	of	using	Diophantine	equations	in	congruence	is	shown	at	the	end	of	
the	discussion.	

Focusing question 

Congruent	relations	exhibit	unique	characteristics	which	enable	them	to	be	applied	in	
advanced	 areas	 such	 as	 cryptography.	 To	what	 extend	 to	 those	 relations	 exhibit	 similar	
characteristics	 as	 those	 of	 ordinary	 relations.	 Can	 operations	 such	 as	 addition	 and	
multiplications	be	applied	to	them?		

Basic Properties 

There	is	a	branch	of	number	theory	known	as	the	theory	of	congruences	which	was	
introduced	by	Gauss	which	is	imperative	in	solving	many	issues	that	surround	divisibility	of	
integers.		

Definition	1:	Given	integers	𝑞, 𝑝	and	𝑚,	and	𝑚	 > 	0,	it	is	said	that	q	is	congruent	to	𝑝	
modulo	m,	written	 as	𝑝	 ≡ 𝑞	(𝑚𝑜𝑑	𝑚).	 If	 the	number	obtained	by	dividing	 the	difference	
between	p	and	q	(p-q),	is	divided	by	m,	m	is	termed	as	the	modulus	of	that	congruence.	In	
mathematical	 representation	 or	 notation	 the	 congruence	 is	 equivalent	 to	 the	 following	
divisibility	relation:	

	𝑚	|	(𝑝 − 𝑞).	Particularly,	𝑝	 ≡ 0	(mod	m)	only	when	𝑚	|	𝑝.	Therefore,	𝑝	 ≡ 𝑞	(mod	m)	
only	when	𝑝 − 𝑞	 ≡ 0	(𝑚𝑜𝑑	𝑚).	In	instances	where	𝑚	 ∤ (𝑝 − 𝑞)	the	notation	𝑝	 ≠ 𝑞	is	used,	
and	it	is	said	that	p	and	q	are	incongruent	mod	m.		

To	 clearly	 exemplify	 this,	 here	 are	 few	 examples:19	 ≡ 7	(𝑚𝑜𝑑	12),	 3� 	≡
	−1	(𝑚𝑜𝑑	5).	Also	if	𝑘	is	odd	of	only	if	𝑛	 ≡ 1	(𝑚𝑜𝑑	2)	and	𝑘	is	even	only	if	𝑛	 ≡ 0	(𝑚𝑜𝑑	2).	If	
𝑝	 ≡ 𝑞	(𝑚𝑜𝑑	𝑑)	then	𝑝	 ≡ 𝑞	(𝑚𝑜𝑑	𝑚)	whenever	𝑚	|	𝑑,𝑚 > 0.		

The	≡	symbol	 is	known	as	 the	congruence	symbol	and	was	chosen	by	Gauss	 in	an	
attempt	to	suggest	an	analogy	with	the	equals	(=)	symbol.	Congruent	relations	possess	many	
properties	that	are	ordinarily	associated	with	formal	equations.		

Proofs 

Theorem	1:	A	congruent	relation	is	an	equivalence	one.	This	is	because	it	possesses	
properties	 such	 as	 reflexivity	 such	 that	 𝑝	 ≡ 𝑞	(𝑚𝑜𝑑	𝑚)	 and	 symmetry	 𝑝	 ≡ 𝑞	(𝑚𝑜𝑑	𝑚)	
implying	𝑞	 ≡ 𝑝	(𝑚𝑜𝑑	𝑚).	Additionally,	 the	transitivity	property	 is	exhibited	by	congruent	
relations	such	that	𝑝	 ≡ 𝑞		(𝑚𝑜𝑑	𝑚)		and	𝑞	 ≡ 𝑟	 𝑚𝑜𝑑	𝑚 	imply	that	𝑝	 ≡ 𝑟	(𝑚𝑜𝑑	𝑚).	

Proof:	For	the	proof	of	these	properties,	they	can	be	directly	derived	from	divisibility	
properties.	For	reflexivity,	𝑚	|	𝑛	while	for	symmetry	when	𝑚	|	 𝑝 − 𝑞 	then	𝑚	|	(𝑞 − 𝑝).	For	
transitivity,	when	𝑚	|	(𝑝 − 𝑞)	and	𝑚	|	(𝑞 − 𝑟)	then	𝑚	|	 𝑝 − 𝑞 + 𝑞 − 𝑟 = 𝑝 − 𝑟.		
Theorem 2: 𝑖𝑓	𝑝	 ≡ 𝑞	(𝑚𝑜𝑑	𝑚) and 𝛼	 ≡ 	𝛽	(𝑚𝑜𝑑	𝑚) then it follows that  
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i) 𝑝 ∝	≡ 𝑞𝛽	 ≡ (𝑚𝑜𝑑	𝑚)	

ii) 𝑝	𝑥 + 	𝛼𝑦	 ≡ 𝑞	𝑥 + 	𝛽𝑦	(𝑚𝑜𝑑	𝑚)	for	all	integers	𝑥	as	well	as	𝑦	

iii) 𝑝� 	≡ 𝑞�	(𝑚𝑜𝑑	𝑚)	for	all	positive	integers	n	

iv) 𝑓 𝑝 = 𝑓 𝑞 	(𝑚𝑜𝑑	𝑚)	for	all	polynomials	𝑓,	that	have	integer	coefficients.	

Proof:		
i) Since	𝑚	|	(𝑝 − 𝑞)	and	that	𝑚	|	(	𝛼 − 	𝛽)	then	it	follows	that	𝑚	|	𝑥	 𝑝 − 𝑞 +

𝑦 𝛼 − 	𝛽 = 	𝑝	𝑥 + 	𝛼𝑦 − (𝑞𝑥 + 	𝛽𝑦)	

ii) This	proof	can	be	derived	from	the	proof	above	in	part	(i)	by	observing	that	𝑝𝛼 −

𝑞𝛽 =	∝ 𝑝 − 𝑞 + 𝑏	 ∝ 	−	𝛽 ≡ 0	(𝑚𝑜𝑑	𝑚)	

iii) Taking	𝛼 = 𝑝	and	𝛽 = 𝑞	from	part	ii	above,	and	applying	induction	on	n.	

iv) Using	part	iii	above	and	the	degree	of	𝑓	to	do	induction.	

There	are	several	lessons	that	can	be	drawn	from	theorem	2	above.	One	is	that	two	
congruences	that	have	the	same	modulus	can	be	multiplied,	added,	or	even	subtracted	as	if	
they	were	ordinary	equations.	This	is	also	true	for	any	given	number	of	congruences	that	
have	the	same	modulus.	

Having	 proven	 a	 number	 of	 properties	 around	 congruences,	 it	 is	 imperative	 to	
examine	 an	 example	 and	 show	 the	 usefulness	 of	 congruences.	 An	 example	 is	 testing	 for	
divisibility	by,	say	9.	A	given	integer	k	<	0	is	divisible	by	9	only	when	the	sum	of	the	decimals	
obtained	by	expanding	it	is	divisible	by	9.	Using	congruences,	it	is	easy	to	prove	this	property.	
Assuming	that	the	digits	of	k	are	𝑐�, 𝑐 , 𝑐�, … . 𝑐�,	then	𝑘	 = 𝑐� + 10𝑐  + 10�𝑐� + ⋯+ 10�𝑐�.	
By	 applying	 theorem	 2	 above,	 and	 using	modulo	 9,	 10	 ≡ 1,	 10� 	≡ 1,	10� 	≡ 1	 (mod	 9).	
Therefore,	 𝑘	 ≡ 	 𝑐� +	𝑐  + ⋯+	𝑐�.	 It	 is	 all-important	 to	 note	 that	 all	 the	 congruences	
additionally	hold	modulo	3	too,	hence	a	number	is	always	divisible	by	3	only	in	instances	
when	the	summation	of	its	digits	also	divisible	by	3.		

Theorem	3:	If	𝑑	 > 	0	then,	𝑝	 ≡ 𝑞	(𝑚𝑜𝑑	𝑚)	only	when	𝑝𝑑	 ≡ 𝑞𝑑	(𝑚𝑜𝑑	𝑚𝑑).	
Proof: Since we have 𝑚	|	(𝑞 − 𝑝) only when	𝑑𝑚	|	𝑑	(𝑞 − 𝑝).  

Theorem	4:	This	theorem	is	used	to	describe	the	cancellation	law	which	is	applied	in	
cases	where	 the	modulus	 is	 indivisible	by	 the	 common	 factor.	 It	 states	 thus:	when	𝑝𝑘	 ≡
𝑞𝑘	(𝑚𝑜𝑑	𝑚)	and	𝑑 = (𝑚, 𝑘)	 then	𝑝	 ≡ 𝑞	 𝑚𝑜𝑑 ¢

£
.	This	can	be	explained	 in	simpler	 terms	

thus	 a	 common	 factor	 k	 is	 cancellable	 given	 that	 the	modulus	 is	 divided	 by	𝑑 = (	𝑚, 𝑘).	
Particularly,	a	factor	that	is	common	between	the	two	that	is	relatively	prime	for	the	modulus	
is	possible	to	be	always	cancelled.		
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Proof:	Because	𝑝𝑐	 ≡ 𝑞𝑐	 𝑚𝑜𝑑	𝑚 	then	we	have	 𝑚	 	𝑐	(𝑝 − 𝑞)	then	¢
£
| ¤
£
(𝑝 − 𝑞).	But	

then	(𝑚/𝑘, 𝑐/𝑘) 	= 	1	therefore	𝑚/𝑘	|	(𝑝	 − 𝑞).	
Theorem	5:	Assuming	𝑝	 ≡ 	𝑞	𝑚𝑜𝑑	 𝑚 ,𝑤ℎ𝑒𝑛	𝑑/𝑚		and	𝑑/𝑝	then	𝑑/𝑞.		
Proof:	It	suffices	to	make	the	assumption	that	d	>	0.	If	d	|	m	then	it	follows	that	𝑝	 ≡

𝑞	(𝑚𝑜𝑑	𝑚)		has	the	implication	𝑝	 ≡ 𝑞	(𝑚𝑜𝑑	𝑑).	However,	if	d	|	p	then	𝑝	 ≡ 0	(𝑚𝑜𝑑	𝑚)	which	
implies	𝑝	 ≡ 𝑞	(𝑚𝑜𝑑	𝑑).	But	when	d	|	p	then	it	means	𝑝	 ≡ 0	(𝑚𝑜𝑑	𝑑)	so	𝑞	 ≡ 0	𝑚𝑜𝑑	𝑑.		

Applications 

1. Find	the	solution	for	6𝑦 = 7	(𝑚𝑜𝑑	8)		
Because	(6,	2)	=	2	∤ 7	then	there	exist	no	solutions.	

2. Find	the	solution	for	3𝑦 = 7	(𝑚𝑜𝑑	4)		
Because	(3,4) 	= 	1	|	7	there	exist	one	solution	for	mod	4.	There	are	a	number	of	
ways	of	finding	the	solution.	One	of	the	ways	is	the	application	of	linear	Diophantine	
equations.	3𝑦 = 7	(𝑚𝑜𝑑	4)	Implies	that	3𝑦 + 4𝑥 = 7	for	some	x.	Inspecting	closely,	
𝑦� = 1	𝑎𝑛𝑑	𝑥� = 1	is	one	of	the	solutions.	The	GCD	of	3	and	4,	denoted	(3,	4)	is	1,	
hence	the	general	solution	is	𝑦 = 1 + 4𝑘, 𝑥 = 1 − 3𝑘.	The	x	equation	is	irrelevant.	
The	y	equation	is	useful	and	says	𝑦	 = 	1	(𝑚𝑜𝑑	4).		
	
The	 above	 example	 shows	 that	 there	 is	 a	 wide	 application	 of	 the	 concept	 of	

congruence	in	other	areas	such	as	determining	existence	of	solutions	in	such	problems.		
 Conclusion 

The	 concept	 of	 congruence	 and	 the	 proofs	 around	 the	 operations	 of	 congruent	
relationships	is	imperative	in	the	number	theory.	The	operations	of	congruent	relations	are	
proven	to	be	in	line	with	those	of	ordinary	equations	or	properties,	especially	multiplication,	
subtraction	 as	 well	 as	 divisibility,	 which	 makes	 their	 operations	 applicable	 in	 many	
situations.	
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Permutations and Combinations 

James Clintfield 
Cleveland High School 

Abstract 

Mathematics	from	past	times	has	proved	to	be	one	of	the	difficult	subject	probably	
because	it	requires	too	much	of	reasoning	and	greater	thinking	capacities.	As	if	that	is	not	
enough,	the	poor	methods	of	presentation	and	unfriendly	attitude	of	some	teachers	makes	
the	situation	to	appear	difficult	such	that	mathematics	continues	to	attract	the	interest	of	
very	few	people	and	the	percentage	of	females	among	them	is	very	insignificant.	Most	of	the	
students	studying	mathematics	resulted	to	it	because	they	had	no	otherwise	by	not	being	
admitted	to	the	course	of	their	choice.	Permutation	and	combination	is	one	of	the	topics	in	
Mathematics	that	pose	problems	to	students.	In	this	paper,	we	explain	how	permutation	and	
combination	could	be	taught	using	play	way	approach	among	other	methods	that	could	be	
used.	At	the	same	time	in	this	paper	a	new	method	of	generating	permutations	in	a	more	
orderly	manner	is	developed	

Focusing Questions 

In	a	given	question,	how	do	we	recognize	that	it	asks	whether	for	permutation	or	for	
combination?	And	where	does	order	matter	between	permutation	and	combination?																																																																																																																												

Introduction 

Combinatorics	is	the	branch	of	mathematics	which	deals	with	collections	of	objects	
that	satisfy	specified	criteria	like	counting	arrangements,	permutations,	and	combinations.	
For	example,	combinatorics	would	answer	the	question	"how	many	different	ways	can	you	
arrange	a	20-song	playlist	if	you	have	60	songs	to	choose	from?"	

Combinations	is	the	branch	of	combinatorics	where	changing	the	order	of	the	objects	
does	not	have	a	greater	meaning	.For	example,	the	question	"how	many	teams	of	10	baseball	
players	can	a	manager	assemble	from	a	roster	of	18	players?"	is	a	combinations	question	
since	changing	the	order	in	which	the	player	is	chosen	does	not	create	a	new	arrangement.	
Permutations	is	the	branch	of	combinatorics	where	changing	the	order	of	the	objects	creates	
a	 greater	meaning.	 For	 example,	 the	 question	 "how	many	 different	 ways	 can	 a	 baseball	
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pitcher	who	throws	6	unique	pitches	throw	the	next	3	pitches?"	is	a	permutations	question	
because	 changing	 the	 throwing	 order	 creates	 a	 new	 arrangement	 like,	 throwing	 fastball,	
sinker,	changeup	is	different	than	throwing	sinker,	changeup,	fastball.	

Body 

Permutations	involve	problems	in	where	the	arrangement	of	items	is	taken	into.	Some	
examples	of	common	problems	are	arranging	books	on	a	shelf,	creating	a	seating	chart	or	
making	a	schedule	and	time	table.	In	all	of	these	situations,	moving	things	around	creates	a	
different	arrangement,	chart,	or	schedule.	Suggesting,	if	changing	the	order	of	the	items	in	
question	creates	a	uniquely	different	arrangement,	then	one	is	dealing	with	a	permutation.	

There	 are	 two	 general	 ways	 to	 solve	 these	 problems.	 The	 first	 method	 involves	
drawing	the	problem.	The	second	involves	the	use	of	a	formula.	For	simpler	problems	it	is	
often	possible	to	draw	the	arrangement.	However,	as	the	problems	become	more	difficult,	
drawing	the	problem	can	become	more	prone	to	errors	and	using	the	formula	may	be	best.In	
permutation	 we	 have	 basically	 two	 types	 of	 permutation,	 which	 are	 permutation	 with	
repetition	and	permutation	without	repetition	

Permutation with repetition 

When	we	have	a	 total	number	of	 items	 to	be	n,	 this	 simply	means	 that	we	have	n	
choices	each	and	every	time.	On	choosing	r	of	them,	we	have	the	permutation	to	be			n	×	n	×	
...	(r	times).this	can	be	translated	that	for	the	first	choice	we	have	n	possibilities,	then	for	the	
second	choice	there	are	n	possibilities	and	with	regard	to	that	it	keeps	on	multiplying	each	
time.	It	now	becomes	cheaper	to	write	down	as	an	exponent	of	r.	n	×	n	×	...	(r	times)	=	nr,	
where	n	is	the	number	of	items	to	choose	from	and	r	are	chosen	from	them.	

Permutation without repetition 

Here	we	are	required	to	make	a	reduction	of	 the	number	of	available	choices	each	
time.	It	should	also	be	noted	that	without	repetition	our	choices	get	reduced	each	time	and	
it	 is	mathematically	written	 as	 a	 factorial	 function	 (!)	 that	means	 to	multiply	 a	 series	 of	

descending	natural	numbers.	The	formula	is	written	as		 	where	n	is	the	number	of	
things	to	choose	from	and	we	choose	r	of	them	without	repetition	and	order	matters.	
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Combinations  

	Permutations	are	not	 similar	 to	 combinations	 since	 combinations	do	not	 consider	
order.	The	number	of	possible	euchre	hands	or	the	number	of	teams	that	can	be	created	in	a	
gym	 class	 are	 just	 a	 few	 examples.	 In	 both	 cases,	 the	 order	 does	 not	 matter.	 Unlike	
permutations,	combinations	cannot	be	easily	solved	by	diagramming	the	problem.	They	are	
also	 of	 two	 types	 consisting	 of	 combinations	 with	 repetition	 and	 combinations	 without	
repetition.	Majorly	under	combinations	without	repetition,	the	numbers	are	drawn	one	at	a	
time.	This	means	that	the	order	does	matter	and	then	it	alters	so	that	order	does	not	matter.	
Hence	we	adjust	the	permutation	formula	to	reduce	it	by	the	number	of	ways	that	the	objects	
could	be	ordered.	This	is	due	to	the	reason	that	we	are	not	totally	interested	in	their	order.	

	 Hence	 where	n	is	the	number	
of	items	to	select	from	and	r	are	chosen	from	them.	

Discussion  
 
Permutation without Repetition sample question 

How	many	different	arrangements	is	there	for	the	letters	a,	b,	c,	d,	e?	
This	is	a	permutation	without	repetition	because	an	arrangement	of	a,	b,	c,	d,	e	must	

include	all	the	letters	a,	b,	c,	d,	and	e.	For,	example,	a,	a,	b,	b,	b	is	not	an	arrangement	of	a,	b,	
c,	d,	e.	Therefore,	this	is	a	permutation	without	repetition.		
If you choose r objects out of a group of n distinct objects,  

You	get	npr=	n!	/	(n-r)!	
For	this	question,	we	are	choosing	5	objects	(a,	b,	c,	d	and	e)	out	of	5	objects	(a,	b,	c,	d,	

e),	so	we	get:	
5P5=	5!	/0!	=	5*4*3*2*1	/	1	=	120	(Remember:	0!	=	1)	

Permutation with repetition sample question 

If	you	look	at	the	word	TOOTH,	there	are	2	O’s	in	the	word.	Both	O’s	are	identical,	and	
it	does	not	matter	 in	which	order	we	write	 these	2	O’s,	since	 they	are	 the	same.	 In	other	
words,	if	we	exchange	'O'	for	'O',	we	still	spell	TOOTH.	The	same	is	true	for	the	T’s,	since	there	
are	2	T’s	in	the	word	TOOTH	as	well.	In	how	many	ways	can	we	arrange	the	letters	in	the	
word	TOOTH?		

We	must	 account	 for	 the	 fact	 that	 these	 2	O’s	 are	 identical	 and	 that	 the	 2	 T’s	 are	
identical.	We	do	this	using	the	formula:		

nPrx1!	X2!	Where	x	is	the	number	of	times	a	letter	is	repeated.		
nPrx1!x2!5P52!2!5P52!2!5P52!2!=5P52!2!=5×4×3×2×12×1×2×1=1204=30	
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We	can	arrange	the	letters	in	the	word	TOOTH	in	30	different	orders	

Combination 

In	how	many	ways	can	a	group	of	five	players	on	the	varsity	boys	basketball	team	be	
chosen	from	a	team	of	14	players?	This	represents	a	combination	of	14	objects	taken	5	at	a	
time	and	is	equal	to	2,002.										14C5=14/	(9!	5!)	=	(14*13*12*11*10)9!	=2002																											

														In	conclusion	can	clearly	see	from	the	examples	above	that	if	n	become	bigger,	
the	task	of	exhaustively	listing	and	counting	all	the	possible	outcomes	of	the	arrangements	
becomes	 a	 difficult	 task.	 Hence	 we	 cannot	 effectively	 carry	 out	 this	 without	 the	 use	 of	
computer.	To	determine	the	number	of	possible	outcomes	we	need	an	elegant	mathematical	
formula	like	the	results	we	have	obtained	above.	
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Primality in Number Theory  

Janet Flume 
Friedley Senior High School 

Introduction  

The	concept	of	primality	is	central	to	the	number	theory	concepts.	Prime	numbers	are	
the	natural	 integers	with	no	positive	divisors	apart	 from	one	and	 itself.	Natural	numbers	
greater	 than	 one,	which	 are	 not	 prime	 numbers	 are	 commonly	 referred	 to	 as	 composite	
numbers.	 For	 instance,	 five	 is	 a	 prime	 number	 solely	 because	 five	 and	 one	 are	 its	 lone	
positive,	numerical	factors.	On	the	other	hand,	six	is	not	a	prime	number	because	two	and	
three	are	its	divisors	in	addition	to	one	and	itself.	The	fundamental	theorem	establishes	the	
principle	role	of	primality	in	the	number	theory.	It	states	that	integers	greater	than	one	may	
be	expressed	as	products	of	primes	uniquely	in	terms	of	ordering.	The	distinctiveness	of	the	
conception	requires	 the	exclusion	of	one	as	a	prime	number	because	of	 the	possibility	of	
including	 one	 in	 factorization.	 For	 instance,	 3,	 1·3,	 1·	 1	 c3	 and	 so	 on,	 are	 legitimate	
factorization	of	three.	The	trial	division	is	a	slow	but	simple	approach	for	the	verification	of	
the	primality	of	any	given	integer.	The	process	entails	ascertaining	whether	an	integer	is	a	
multiple	of	any	number	between	two	and	the	root	of	the	integer.		However,	algorithms	are	
considered	to	be	much	more	effective	in	the	testing	of	primality	of	relatively	larger	integers.	
Even	numbers	greater	than	two	are	not	considered	as	prime	numbers	because,	by	definition,	
such	numbers	have	at	minimum	three	discrete	divisors,	namely	one,	two,	and	itself.		

Fundamental Theorem of Arithmetic 

The	critical	importance	of	primality	to	mathematics	and	number	theory	in	particular	
stems	from	the	arithmetic	fundamental	theorem.	The	conception	asserts	that	integers	larger	
than	one	may	be	expressed	as	prime	products	in	ways	that	are	unique	with	regards	to	the	
order	of	the	factors	of	primality.		For	instance,	23244	is	equivalents	to	149	·	13	·	3	·	22.	In	the	
example,	 it	 is	 evident	 that	 similar	 prime	 factors	may	 transpire	multiple	 times.	 It	may	be	
decomposed	 as	 follows:	 n	 =	 p1	 •	 p2	 •	 p3•	 p4•	 p5•	 p6...	 •	 pt.	 The	 concept	 implies	 that	
factorization	of	prime	numbers	is	identical	except	in	the	ordering	of	the	constituent	factors.	
Therefore,	despite	the	numerous	algorithms	as	far	as	prime	factorization	is	concerned,	the	
results	are	identical.		The	early	Greeks	did	not	consider	one	as	a	number,	as	well	as	prime.	
However,	by	the	Renaissance	and	Middle	Age,	most	mathematicians	began	to	regard	one	as	
a	 prime	 number.	 Derrick	Norman	 included	 one	 in	 his	 list	 of	 prime	 numbers.	 During	 the	
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twentieth	century,	however,	that	has	changed	because	one	has	assumed	a	special	category	
referred	to	as	a	unit.		

Prime Factorization Proof 

The	 prime	 factors,	 in	 the	 number	 theory,	 are	 prime	 numbers	 that	 divide	 integers	
precisely	without	a	remainder.	The	prime	factorization	of	integers	is	a	list	of	prime	factor	
numbers	and	their	resulting	multiplicities,	which	are	often	in	powers.	For	instance,	420	is	
equivalent	to	2*2*3*5*7,	also	expressed	as	22*3*5*7,	whereby	5,	3	and	2	have	multiplicities	
of	one,	two	and	three,	respectively.	The	concept	of	gcd	of	two	integers	will	used	in	proving	
that	when	p	is	a	prime	and	p	|	mb,	then	p	|	m	or	p	|	n.		The	key	step	in	the	theorem	is	proving	
the	above	statement.		

Let	gcd	(r,	n)	=	max	{d	|	r	and	d	|	n},	unless	both	r	and	n	are	zero	whereby	gcd	(0,	0)	
is	equivalent	to	zero.	For	instance,	gcd	(1,	2)	is	equivalent	to	one,	gcd	(6,	27)	is	equivalent	to	
three	and	gcd	(0,	m)	is	equivalent	to	m.	When	m	is	not	equivalent	to	zero,	the	gcd	is	existent	
primarily	because	when	d	|m	then	d	is	less	than	or	equivalent	to	|	m|,	and	|	m|	is	the	only	
existing	positive	integer	less	than	or	equivalent	to	|	r	|.	Additionally,	gcd	will	exist	when	n	is	
not	equivalent	to	zero.	For	any	numbers	r	and	n,	the	gcd	(r,	n)	will	be	equivalent	to	gcd	(n,	
r),	gcd	(±r,	±n),	gcd	(r,	n	–	r),	and	gcd	(r,	n	+	r).	It	proves	that	gcd	(r,	n)	is	equivalent	to	gcd	
(r,	n	–r)	because	other	cases	are	already	proved	using	a	similar	approach.		

Euclid’s Proof 

The	tenets	of	Euclid’s	theorem	is	that	the	two,	there,	 five,	seven,	eleven,	thirteen	…	
series	of	prime	number	succession	or	sequence	never	ends.	The	statement	 is	 in	honor	of	
Euclid,	a	mathematician	of	the	ancient	Greek.	The	proof	considers	any	predetermined	set	of	
S	prime	numbers.	The	idea	is	to	take	into	consideration	the	product	of	numbers	concerned	
plus	one.		
N ≡1+ П pєS p• 

Just	as	other	integers,	the	term	N	is	certainly	divisible	by,	at	minimum,	one	prime	and	
itself.	Of	 the	prime	divisors	of	N,	none	 is	a	member	of	 the	predetermined	set,	S,	of	prime	
numbers	because	of	the	remainder	left	behind.	Consequently,	the	fixed	sets	of	prime	extend	
to	larger	predetermined	set	of	prime	numbers.	Most	often	it	is	erroneously	suggested	that	
Euclid’s	proof	is	grounded	on	the	supposition	that	the	initial	set	comprises	solely	of	prime	
numbers,	 resulting	 to	 contradictions,	 or	 that	 it	 consists	 of	 smaller	 primes	 as	 opposed	 to	
arbitrary	 fixed	sets	of	prime	numbers.	 	Today,	nth	Euclid	number	 is	considered	to	be	the	
multiple	of	the	least	n	prime	numbers	plus	one.		

Euler's Proof 

The	Euler’s	proof	makes	use	of	the	sum	of	the	reciprocals	of	prime	numbers:	S	=	½	+	
1/3	+	 1/5	+	 1/7…1/p.	The	 sum	becomes	bigger	 than	arbitrary	 real	numbers	as	 long	as	p	 is	
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significantly	 big.	 The	 scenario	 demonstrates	 that	 primes	 are	 infinitely	 many,	 because	
otherwise	the	sum	would	only	grow	up	to	the	point	where	the	ultimate	prime	is	achieved.	
The	S	(p)	growth	is	quantified	in	the	second	theorem	of	Mertens.	For	comparison	purposes,	
the	sum	S	=	½2	+	1/	(32)	+	1/	(52)	+	1/	(72…1/	(n2)	does	not	lead	to	infinity	as	n	approaches	
infinity.	In	that	case,	the	frequency	of	occurrence	of	primes	is	higher	compared	to	the	squares	
of	 ordinary	 numbers.	 The	 Brun’s	 theorem	 asserts	 that	 the	 sum	 of	 the	 twin	 primes’	
reciprocals,	(1/3	+	1/5)	+	(1/5	+	1/7)	+	(1/7	+	1/11)	+	(1/11	+	1/13)	is	finite.		

Applications 

For	 years,	 the	 number	 theory	 and	 the	 concept	 of	 primality	 are	 considered	 as	 the	
canonical	illustrations	of	pure	mathematics.	These	concepts	can	be	used	in	the	development	
of	cryptography	algorithms,	and	most	notably	in	the	generation	of	pseudorandom	numbers	
and	hash	tables.	Modulo	arithmetic	alters	arithmetic	using	numbers	{0,	1,	2,	3……n-1},	with	
modulus	 being	 a	 fixed	 natural	 integer.	 Calculating	 products,	 sums,	 and	 differences	 is	
executed	as	usual.	However,	when	handling	a	negative	integer	or	numbers	greater	than	n-1,	
the	modulus	is	substituted	by	the	remainder	after	being	divided	by	n.	For	example,	when	n	
is	equivalent	to	seven,	the	sum	of	five	and	three	is	one	rather	than	eight	because	eight	divided	
by	seven	has	one	as	its	remainder.	Therefore,	it	can	be	said	that	the	sum	of	five	and	seven	is	
congruent	to	one	modulo	eleven.	The	statement	is	denoted	as	5	+	7	=	1(mod	11).	At	the	
same	time	the	sum	of	six	and	one	is	0	(mod	7).	The	standard	properties	of	multiplication	and	
addition	are	still	applicable	in	modular	arithmetic.		

A	range	of	mathematical	domains	apply	prime	numbers,	with	Sylow	theorems	being	
some	of	the	areas	of	application.	According	to	the	conception,	when	G	is	a	predetermined	set	
and	pn	is	the	greatest	power	of	p,	a	prime	that	subdivides	the	ordering	of	G,	then	the	finite	
group	has	a	subset	of	order	pn.	In	addition,	group	consisting	of	prime	order	are	considered	
as	cyclic.	Several	algorithms	of	public-key	cryptography,	including	the	RSA,	are	founded	on	
big	prime	numbers.	This	is	based	on	the	assumption	that	it	is	relatively	easier	and	efficient	
to	multiply	two	large	integers	(m	and	an)	than	to	calculate	m	and	n	when	only	the	product	
(mn)	is	predetermined.	The	evolutionary	strategy	applied	by	the	cicadas	uses	the	concept	of	
primality.				

Conclusion  

As	 it	 has	 been	 demonstrated,	 the	 concept	 of	 primality	 is	 profound	 in	 the	 number	
theory.		

Prime	numbers	find	many	uses	in	different	scientific	areas	including	cryptography.	
One	of	the	most	interesting	assertions	around	prime	numbers	is	that	every	positive	integer	
can	 be	 uniquely	 expressed	 as	 a	 product	 of	 prime	 numbers,	 although	 the	 assertion	 is	
extremely	difficult	to	prove.	Prime	numbers	exhibit	unique	characteristics,	as	they	seem	to	
grow,	just	like	weed	grows,	among	natural	numbers,	obeying	no	other	law	other	than	that	of	
chance.		
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Practical Implementations of ECC in the 
Blockchain  

By Yeonji Seo 
Deerfield High School 

Abstract 

Elliptic	 curve	 cryptography	 is	 a	 useful	 tool	 in	 the	 implementation	 of	 various	
blockchain	 applications,	 including	 cryptocurrency	 like	 BitCoin,	 Secure	 Shell	 (SSH),	 and	
Transport	Layer	Security	(TLS).	As	technologies	like	BitCoin	cryptocurrency	become	more	
mainstream	 in	 their	 acceptance,	 the	 security	 of	 these	 encryption	 protocols	 have	 become	
paramount	to	the	public’s	trust	in	their	value	and	the	evolution	of	their	encryption	protocols	
will	ultimately	determine	their	success.	This	project	attempts	to	delineate	and	explain	the	
basic	maths	of	 how	elliptic	 curve	 cryptography	works,	 implement	 a	 simple	ECC	protocol	
using	 Mathematica,	 and	 then	 compare	 and	 contrast	 the	 usefulness	 of	 ECC	 not	 only	 in	
cryptocurrency	like	BitCoin,	but	also	within	other	current	applications	of	the	technology.		

1. Introduction 

Elliptic	 curve	 cryptography	 (ECC)	 [1]	 is	 progressively	 utilized	 as	 a	 practical	
application	 in	 developing	 open	 key	 cryptography	 conventions,	 for	 instance	 actualizing	
computerized	marks	and	key	understanding.	Encryption	has	been	advanced	to	a	point	where	
digital	 security	 is	 becoming	 a	 high	 concern.	 Over	 25	 years	 after	 first	 experience	 with	
cryptography,	there	are	obvious	advantages	to	using	Elliptic	curves:	they	provide	littler	key	
sizes	[2]	and	more	productive	usage	[3]	at	a	similar	security	level	as	other	broadly	conveyed	
methods,	 such	 as	 the	 RSA	 algorithm.	 This	 system	 allows	 for	 digital	 information	 to	 be	
distributed	 but	 not	 copied,	 lessening	 the	 risks	 of	 individual	 identities	 and	 other	 private	
information	being	publicized.	

In	 this	 document,	 several	 contributions	 are	 given.	 First,	 we	 examine	 the	 present	
condition	of	existing	Elliptic	curve	installments	in	a	few	extraordinary	applications.	Certicom	
discharged	 the	main	 record	giving	principles	 to	Elliptic	 curve	 cryptography	 in	2000,	 and	
NIST	 institutionalized	 ECDSA	 in	 2006.	 Therefore,	 cryptographic	 information	 is	 gathered	
from	various	diverse	certifiable	installments	of	Elliptic	curve	cryptography:	Bitcoin,	secure	
shell	 [4],	 transport	 layer	 security	 [5].	 Several	 remarks	 on	 the	 information	 is	 provided,	
specifically	on	the	open	keys,	key	trade	information,	and	computerized	marks,	keeping	in	
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mind	the	end	goal	to	recognize	execution	issues	that	may	flag	the	existence	of	cryptographic	
vulnerabilities.		

A	 decentralized	 digital	 currency	 is	 a	 complicated	 network	 that	 uses	 public-key	
cryptography	to	process	and	verify	payments.	Simultaneously,	it	requires	a	private-key	to	
actually	access	the	fund	on	the	other	side.	The	security	of	applied	cryptographic	methods	
depends	 on	 the	 trusted	 hardness	 of	 several	 theoretic	 issues,	 such	 as	 whole	 number	
factorization	and	the	calculation	of	discrete	logarithms	in	limited	fields	or	in	gatherings	of	
points	on	elliptic	curve.	In	spite	of	that,	most	real-world	cryptographic	vulnerabilities	do	not	
originate	 from	a	shortcoming	in	the	basic	hardness	suspicion,	but	 instead	from	execution	
issues	like	side-channel	assaults,	programming	bugs	or	configuration	blemishes.	One	such	
illustration	is	supposed	reserve	assaults	(see	[6]	for	an	application	to	the	uneven	setting)	
that	endeavor	 the	memory	 to	get	a	design	with	cryptographic	plans	utilizing	 information	
subordinate	table	queries.	Another	class	of	issues	is	identified	with	usage,	which	doesn’t	give	
adequate	arbitrariness	and	consequently	create	uncertain	cryptographic	keys.	Late	cases	of	
ECC	appliances	experiencing	an	absence	of	arbitrariness	are	the	Debian	OpenSSL,	the	finding	
of	far	reaching	powerless	RSA	and	DSA	keys	utilized	for	TLS,	SSH,	and	PGP	as	explained	in	
[7]	and	 later	 in	 [4]	 that	demonstrate	 the	way	 to	break	RSA	keys	acquired	 from	Taiwan's	
national	Resident	Digital	Certificate	database.		

Keeping	 in	 mind	 the	 end	 goal	 to	 study	 the	 application	 range	 for	 Elliptic	 curve	
cryptography,	there	are	a	few	vast	cryptographic	data	sets:		
• The	initial	data	set	is	acquired	from	Bitcoin	block-chain.	Bitcoin	is	a	digital	currency,	

and	Elliptic	curve	cryptography	is	fundamental	to	its	operation:		Bitcoin	addresses	
are	directly	from	elliptic-bend	open	keys,	and	exchanges	are	verified	utilizing	
advanced	marks.	People	in	general	keys	and	marks	are	distributed	as	some	portion	
of	the	freely	accessible	and	auditable	piece	affix	to	counteract	twofold	spending.		

• The	second	biggest	dataset	is	extracted	from	an	all-inclusive	output	of	HTTPS	
servers.	Elliptic-bend	figure	suites	that	offer	forward	mystery	by	building	up	a	
session	key	utilizing	elliptic-bend	Diffie-Hellman	key	trade	[8]	were	presented	in	
2006	and	are	developing	in	notoriety	for	TLS.	This	dataset	incorporates	the	Diffie-
Hellman	server	key	trade	messages,	and	in	addition	open	keys	and	marks	from	
servers	utilizing	ECDSA.		

• Elliptic-bend	figure	suites	for	SSH	were	presented	in	2009,	and	are	likewise	
developing	more	typical	as	programming	support	increments.	This	dataset	
incorporates	Elliptic	curve	Diffie-Hellman	server	key	trade	messages,	elliptic-bend	
open	host	keys,	and	ECDSA	marks.		
Elliptic	 curve	 cryptography	 is	 a	 long	 way	 from	 being	 supported	 as	 a	 standard	

alternative	 in	most	cryptographic	appliances.	Regardless	of	 three	NIST	bends	which	have	
been	institutionalized,	at	the	128-piece	security	level	or	higher,	the	littlest	bend	measure,	
secp256r1,	is	by	a	wide	margin	the	most	commonly	used.	Numerous	servers	appear	to	favor	
the	bends	characterized	over	littler	fields.		

Critical	quantities	of	non-related	clients	sharing	open	(and	thus	private)	enters	in	the	
TLS	 and	 SSH,	 are	 observed.	 Some	 of	 these	 cases	 were	 because	 of	 virtual	 machine	
arrangements	that	evidently	copied	keys	crosswise	over	unmistakable	examples;	others	we	
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could	credit	to	default	or	low-entropy	keys	created	by	installed	gadgets,	such	as	a	system	
firewall	item.		

ECDSA,	such	as	DSA,	has	the	property	that	poor	irregularity	utilized	amid	signature	
era	can	bargain	the	long	haul	marking	key.	We	found	a	few	cases	of	poor	mark	arbitrariness	
utilized	as	a	part	of	Bitcoin,	which	can	permit	(and	has	permitted)	aggressors	to	take	cash	
from	 these	 customers.	 There	 seems,	 by	 all	 accounts,	 to	 be	 various	 reasons	 for	 the	 poor	
irregularity,	counting	test	esteems	for	extraordinarily	utilized	usage,	and	most	noticeably	an	
Android	Java	bug	that	was	found	recently.		

2. Explanation of ECC   

This	section	talks	about	the	standard	Elliptic	curves,	which	are	essential	in	practical	
applications	of	ECC.	 It	also	provides	documentation	 for	Elliptic	 curve	public	key	sets	and	
presents	some	essential	ideas	for	key	foundation	and	computerized	signatures	in	the	Elliptic	
curve	initialization.		

To	 start	 with,	 we	 quickly	 recap	 standard	 Elliptic	 curves	 that	 are	 utilized	 most	
normally	in	genuine	applications.	Each	one	of	these	curves	are	given	using	the	Weierstrass	
shape.		

𝐸 ∶ 	 𝑦� = 	𝑥° 	+ 𝑎𝑥 + 𝑏		

They	are	characterized	over	a	limited	field	𝐹𝑝,	where	p	>	3	is	prime	and	𝑎, 𝑏	 ∈ 	𝐹𝑝.	
Given	 such	 a	 bend	 𝐸,	 the	 cryptographic	 gathering	 that	 is	 utilized	 in	 conventions	 is	 a	
substantial	prime-arrange	subgroup	of	the	aggregate	𝐸(𝐹𝑝)	of	𝐹𝑝-reasonable	focuses	on	E.	
The	 gathering	 of	 sane	 focuses	 comprises	 of	 all	 arrangements	 (𝑥, 𝑦) 	∈ 	𝐹³�	 to	 the	 bend	
condition	 together	with	a	point	at	endlessness.	The	number	of	𝐹𝑝-levelheaded	 focuses	 is	
meant	by	#𝐸(𝐹𝑝)	and	the	prime	request	of	 the	subgroup	by	n.	A	settled	generator	of	 the	
cyclic	subgroup	is	normally	called	the	base	point	and	meant	by	G	∈	𝐸(𝐹𝑝).		

Regarding	the	FIPS	186-4	standard,	NIST	suggests	five	Elliptic	curves	for	usage	in	the	
Elliptic	 curve	 advanced	 calculation	 focusing	 on	 five	 diverse	 security	 levels.	 Each	 bend	 is	
characterized	 over	 a	 prime	 field	 characterized	 by	 a	 summed	 up	 Mersenne	 prime.	 Such	
primes	 permit	 quick	 diminishment	 in	 light	 of	 the	 paper	 [9].	 All	 bends	 have	 a	 similar	
coefficient	𝑎	 = 	−3,	probably	decided	for	proficiency	reasons,	and	their	gathering	orders	are	
largely	prime,	implying	that	𝑛	 = 	#𝐸(𝐹𝑝).	The	five	prescribed	primes	are	2192	−	264	−	1,	2224	
−	296	+	1,	2256	−	2224	+	2192	+	296	−	1,	2384	−	2128	−	296	+	232	–	1	and	2521	−	1.		

These	 alongside	 some	 different	 curves	 are	 likewise	 suggested	 by	 Certicom	 in	 the	
measures	for	productive	cryptography	SEC2	[10],	in	which	the	bends	are	named	secp192r1,	
secp224r1,	 secp256r1,	 secp384r1,	 secp521r1.	For	256-piece	primes,	notwithstanding	 the	
NIST	curve,	SEC2	likewise	proposes	a	bend	named	secp256k1	over	𝐹𝑝	where	p	=	2256	−	232	
−	977.	This	curve	is	utilized	as	a	part	of	Bitcoin.	It	has	a	256-piece	prime	request.	Curiously,	
this	decision	goes	astray	from	those	made	in	FIPS	186-4	in	that	the	bend	coefficients	are	a	=	
0	and	b	=	7.	This	implies	secp256k1	has	j-invariant	0	and	in	this	manner	has	an	exceptionally	
unique	structure.		

Since	for	secp256k1	p	≡	1	(mod	6),	there	exists	a	primitive	sixth	base	of	ζ	∈	Fp	and	a	
relating	curve	auto-morphism.	
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𝜓 ∶ 	𝐸	 → 	𝐸, (𝑥, 𝑦) 	→ 	 (𝜁𝑥, −𝑦).		

This	guide	permits	the	quick	calculation	of	specific	products	of	any	point	𝑃	 ∈ 	𝐸(𝐹𝑝),	
in	particular	𝜓(𝑃) 	= 	𝜆𝑃	for	a	number	λ	with	λ6	≡	1	(mod	n).	In	any	case,	proficient	endo-
morphisms	 not	 just	 accelerate	 scalar	 duplication,	 they	 likewise	 accelerate	 Pollard's	 rho	
calculation	 for	 registering	 discrete	 logarithms.	 The	 auto-morphism	 gathering	 of	 E	 has	
arrange	 6	 and	 is	 produced	 by	 the	 guide	 ψ	 above.	 Interestingly,	 an	 Elliptic	 curve	with	 j-
invariant	not	the	same	as	0	and	1728	just	has	an	auto-morphism	gathering	of	request	2,	to	
such	an	extent	that	accelerate	in	Pollard's	rho	calculation	is	a	consistent	factor.		

Another	outcome	of	the	bigger	auto-morphism	aggregate	is	the	presence	of	six	turns	
(counting	 the	 bend	 itself	 and	 the	 standard	 quadratic	 contort).	 An	 execution	 utilizing	 x-
coordinate	 just	 number	 juggling,	 (for	 example,	 the	 equations	 in	 [11])	must	 focus	 on	 the	
contort	security	(see	[2,	3]).	This	implies	its	quadratic	wind	needs	a	sufficiently	huge	prime	
divisor	for	the	discrete	logarithm	issue	on	the	bend	to	be	sufficiently	hard.	This	anticipates	
an	invalid-bend	assault	in	which	an	aggressor	gets	products	with	mystery	scalars	of	a	point	
on	 the	 quadratic	 contort,	 e.g.	 by	 means	 of	 fault	 infusion	 [13].	 The	 quadratic	 spot	 of	
secp256k1	has	a	220-piece	prime	factor	and	in	this	way	can	be	considered	bend	secure	(e.g.	
as	in	[5]).	A	non-laddering	usage	(utilizing	both	x-and	y-facilitates)	can	be	traded	off	by	an	
invalid-bend	assault	 if	 the	usage	does	not	 check	whether	 the	point	 fulfills	 the	 right	bend	
condition	[7].	This	could	prompt	a	more	genuine	assault	on	secp256k14	since	an	assailant	
may	get	scalar	products	with	mystery	scalars	of	a	point	on	any	bend	over	𝐹𝑝	with	coefficient		
a	=	0,	i.e.	on	any	of	secp256k1's	turns.	The	biggest	prime	divisors	of	the	staying	four	turns'	
gathering	orders	are	of	size	133,	188,	135,	and	161	bits,	separately,	however	there	are	a	few	
other	littler	prime	factors	that	offer	more	decisions	for	an	invalid-bend	assault.		

Elliptic	 curve	 public-key	 pair	 comprises	 of	 a	 private	 key	 d,	which	 is	 an	 arbitrarily	
chosen	non-zero	number	modulo	the	gathering	request	n,	and	an	open	key	𝑄	 = 	𝑑𝐺,	the	𝑑-
numerous	of	the	base	point	G.	In	this	way	the	point	Q	is	an	arbitrarily	chosen	point	in	the	
gathering	produced	by	G,	where	p	is	a	base	field	prime,	𝐸/𝐹𝑝	is	an	elliptic	curve,	and	G	is	a	
base	point	G.	

There	are	a	 few	diverse	standard	key	trade	conventions	(see	[14])	broadening	the	
fundamental	Elliptic	curve	Diffie-Hellman	convention,	which	acts	as	takes	after.	To	concur	
on	a	mutual	key,	let	us	suppose	that	two	individuals	separately	produce	key	sets	(𝑑𝑎, 𝑄𝑎)	
and	(𝑑𝑏, 𝑄𝑏).	At	that	point,	they	trade	the	open	keys	𝑄𝑎	and	𝑄𝑏,	with	the	end	goal	that	each	
can	register	the	point	𝑃	 = 	𝑑𝑎𝑄𝑏	 = 	𝑑𝑏𝑄𝑎	utilizing	their	particular	private	keys.	The	mutual	
mystery	key	is	gotten	from	𝑃	by	a	key	inference	work,	for	the	most	part	being	connected	to	
its	x-organize.		

The	algorithm	for	Elliptic	curve	digital	signature	was	institutionalized	in	FIPS	186-4.	
The	underwriter	creates	a	key	match	(d,	Q)	comprising	of	a	private	marking	key	d	and	an	
open	confirmation	key	𝑄	 = 	𝑑𝐺.	To	sign	a	message	m,	the	underwriter	initially	picks	a	for	
every	message	irregular	number	k	with	the	end	goal	that	1	 ≤ 	𝑘	 ≤ 	𝑛	 − 	1,	figures	the	point	
(𝑥1, 𝑦1) 	= 	𝑘𝐺,	changes	x1	to	a	number	and	figures	𝑟	 = 	𝑥1	𝑚𝑜𝑑	𝑛.	The	message	m	is	hashed	
to	a	bitstring	of	length	no	more	than	the	bit	length	of	n,	which	is	then	changed	to	a	whole	
number	e.	The	mark	of	m	is	the	combine	(r,	s)	of	numbers	modulo	n,	where	s	=	k−1(e	+	dr)	
mod	n.	Note	that	r	and	s	require	to	be	not	the	same	as	0,	and	k	must	not	be	uncovered	and	
should	be	a	for	every	message	mystery,	which	implies	that	it	must	not	be	utilized	for	more	
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than	one	message.	 It	 is	 essential	 that	 the	per-message	mystery	k	 is	not	uncovered,	 since	
generally	the	mystery	marking	key	d	can	be	figured	by		

𝑑	 ≡ 	 𝑟À (𝑘𝑠	 − 	𝑒)	(𝑚𝑜𝑑	𝑛)	

since	r	and	s	are	given	in	the	mark	and	e	can	be	figured	from	the	marked	message.	
Regardless	of	the	possibility	that	lone	a	few	continuous	bits	of	the	per-message	mysteries	for	
a	specific	number	of	marks	are	known,	it	is	conceivable	to	register	the	private	key	(see	[15]).		

2.1 Encoding Sanity Check  

There	is	long	history	of	commonsense	issues	in	cryptography	identified	with	lacking	
haphazardness.	The	most	infamous	case	in	late	history	is	the	OpenSSL	vulnerability,	a	2006	
change	in	the	code	kept	any	entropy	from	being	fused	into	the	OpenSSL	entropy	pool,	with	
the	goal	that	the	condition	of	the	pool	was	reliant	just	on	the	procedure	ID	and	engineering	
of	the	host	machine.	A	settled	number	of	cryptographic	keys	or	other	irregular	estimations	
of	a	given	size	would	ever	be	produced	by	these	usage.	The	issue	was	found	in	2008.		

In	2012	two	distinct	groups	of	scientists	indicated	freely	that	a	critical	number	of	RSA	
keys	(not	considering	 the	keys	 influenced	due	to	 the	Debian	OpenSSL	bug)	are	uncertain	
because	of	deficient	irregularity	[7].	The	last	paper	likewise	inspected	prime-arrange	DSA	
SSH	have	keys	and	marks,	and	found	countless	host	keys	could	be	traded	off	because	of	poor	
irregularity	amid	signature	era.	The	greater	part	of	the	powerless	keys	were	credited	to	poor	
entropy	 accessible	 at	 first	 boot	 on	 asset	 constrained	 installed	 and	 headless	 gadgets,	 for	
example,	switches.		

In	2013,	another	paper	demonstrated	 that	various	RSA	keys	gotten	 from	Taiwan's	
national	Citizen	Digital	Certificate	database	could	be	considered	[4]	due	to	a	breaking	down	
equipment	 irregular	 number	 generator	 on	 cryptographic	 keen	 cards.	 So	 as	 to	 check	 if	
comparative	 vulnerabilities	 happen	 in	 the	 setting	 of	 elliptic	 bend	 cryptography,	 we	
assembled	as	much	elliptic	bend	information	as	we	could	discover	and	played	out	various	
cryptographic	once-overs	to	verify	everything	is	correct.	

An	elliptic	curve	open	key	is	a	point	𝑄	 = 	𝑑𝐺	which	is	a	numerous	of	the	generator	G	
for	 1	 ≤	 d	 <	 n.	 Numbers	 that	 are	 pseudo-random	 may	 show	 themselves	 as	 rehashed	
estimations	of	d,	 and	accordingly	 rehashed	open	keys	 saw	 in	nature.	As	opposed	 to	RSA,	
where	 poor	 irregular	 number	 generators	 and	 bugs	 have	 brought	 about	 particular	 RSA	
moduli	 that	 can	 be	 considered	 utilizing	 the	most	 noteworthy	 normal	 divisor	 calculation	
when	they	share	precisely	one	prime	factor	in	like	manner,	an	elliptic	bend	open	key	seems	
to	have	no	practically	equivalent	to	property.	We	are	ignorant	of	any	comparative	numerical	
properties	of	 the	general	population	keys	alone	that	may	bring	about	total	bargain	of	 the	
private	 keys,	 and	 they	 are	 probably	 not	 going	 to	 exist	 in	 light	 of	 the	 fact	 that	 discrete	
logarithms	have	solid	no-nonsense	properties	[10,	16].		

These	issues	are	usually	checked	by	searching	for	crashes	of	elliptic	bend	focuses	gave	
out	in	the	open	keys.	It	is	normal	to	experience	a	similar	open	key	numerous	circumstances:	
people	can	utilize	a	similar	key	for	different	exchanges	in	Bitcoin	or	the	same	key	match	can	
be	utilized	to	ensure	distinctive	servers	possessed	by	a	similar	element.	



Analysis	of	Applied	Mathematics	½Volume	10	
	
	
	

48	

	
2.2. Mathematica Implementation of ECC	

From	the	given	definition	of	ECC,	the	Mathematica	implementation	of	elliptic	addition	
can	be	given	as	

ECAddition[p_,a_,b_,c_,P_List,Q_List]:=Module[ {var,x3,y3,P3}, 

  Which[ 

   P=={O},Q, 

   Q=={O} ,P, 

   P[[1]]!=Q[[1]], 

   var=Mod[(Q[[2]]−P[[2]]) PowerMod[Q[[1]]−P[[1]],p−2,p],p]; 

   x3=Mod[var^2−a−P[[1]]−Q[[1]],p]; 

   y3=Mod[−(var(x3−P[[1]])+P[[2]]),p]; 

   {x3,y3}  

   , 

   (P==Q)&& (P!={O}), 

   var=Mod[(3* P[[1]]^2+2 a* P[[1]]+b) PowerMod[2 

P[[2]],p−2,p],p]; 

   x3=Mod[var^2−a−P[[1]]−Q[[1]],p]; 

   y3=Mod[−(var (x3−P[[1]])+P[[2]]),p]; 

   {x3,y3}  

]] 

There	 are	 several	 cases	 for	 elliptic	 curve	 scalar	 multiplication,	 which	 can	 be	
implemented	as	follows:	

ECMul[p_, a_, b_, c_, n_, P_List] := 

 Which[ 

  n == 0, {O}, 

  n == 1, Mod[P, p], 

  EvenQ[n], ECAdd[p, a, b, c, pn = ECMul[p, a, b, c, n/2, P], 

pn], 

  OddQ[n], ECAdd[p, a, b, c, pn = ECMul[p, a, b, c, n - 1, P], P] 

  ] 
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Now,	observe	the	elliptic	curve	E	over	Z863	defined	by	y^2	=	x^3	+	100	x^2	+	10	x	
+	1.	The	point	P	=	{121,	517}	lies	on	it	as	can	be	proved	with	the	Mathematica	function	Mod:	

p = 863; x = 121; y = 517; 

Mod[y^2 – (x^3 + 100 ∗ x^2 + 10 ∗ x + 1) , p] == 0 

The	order	of	P	is	432,	as	it	can	be	checked	from	the	factorization	of	432	and	use	the	
ECMul	function:	

FactorInteger@432 

P = {121, 517}; 

R = ECMul[p, 100, 10, 1, 432, P] 

Suppose	that	one	has	chosen	mA	=	130	and	the	other	person	has	chosen	mB	=	258.	
Then	QA	=	{162,	663}	and	QB	=	{307,	674},	as	can	be	checked	with	the	ECMul	function.	

QA = ECMul[p, 100, 10, 1, 130, P] 

QB = ECMul[p, 100, 10, 1, 258, P] 

The	person	A	can	compute	the	common	key	KA,B		with	the	calculation	KA,B	=	mA	QB	
,	where	mA	=	130	is	the	first	secret	key.	It	finds	

ECMul[p, 100, 10, 1, 130, QB] 

Similarly,	the	second	person	can	calculate	the	mutual	key	KA,B	using	the	evaluation	
KA,B	=	mB	QA	,	where	mB	=	258	is	his	secret	key.	He	also	finds	

ECMul[p, 100, 10, 1, 258, QA] 

Now	 that	 the	Diffie-Hellman	 key	 interchange	 system	over	 elliptic	 curves	 has	 been	
designated,	the	procedure	and	the	other	schemes	can	be	rewritten	in	the	language	of	elliptic	
curves.	

3.	Applications of ECC  

In	this	chapter,	several	arrangements	of	Elliptic	curve	cryptography	in	practice	are	
reviewed	and	measurements	are	given	on	their	utilization.		

3.1 Application in Bitcoin  

The	cryptographic	currency	Bitcoin	is	a	conveyed	shared	advanced	currency	which	
permits	"on	the	web	installments	to	be	sent	specifically	starting	with	one	gathering	then	onto	
the	next	without	experiencing	a	monetary	organization"	[17].	Bitcoin	block-chain	is	a	diary	
of	the	considerable	number	of	exchanges	ever	executed.	Each	piece	in	this	diary	contains	the	
SHA-256	hash	of	the	past	square,	thusly	tying	the	pieces	together	beginning	from	the	alleged	
beginning	 square.	 In	Bitcoin,	 an	ECDSA	private	key	ordinarily	 fills	 in	 as	 a	 client's	 record.	
Exchanging	 responsibility	 from	 client	 A	 to	 client	 B	 is	 acknowledged	 by	 appending	 an	
advanced	mark	(utilizing	client	A's	private	key)	of	the	hash	of	the	past	exchange	and	data	
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about	general	society	key	of	client	B	at	the	end	of	another	exchange.	The	mark	can	be	checked	
with	the	assistance	of	client's	open	key	from	the	past	exchange.	Different	issues,	for	example,	
maintaining	a	strategic	distance	from	twofold	spending,	are	talked	about	in	the	first	report	
[17].	The	cryptographic	marks	utilized	as	a	part	of	Bitcoin	are	ECDSA	marks	and	utilize	the	
bend	 secp256k1.	 Given	 an	 ECDSA	 (packed)	 open	 key	 K,	 a	 Bitcoin	 address	 is	 produced	
utilizing	the	cryptographic	hash	capacities	SHA-256	and	RIPEMD-160.		

Public	 key	 is	 being	 hashed	 twice:	 HASH160	=	 RIPEMD-160	 and	 SHA-256(K).	 The	
Bitcoin	 address	 is	 figured	 specifically	 from	 this	HASH160	 estimate.	 Since	 it	 is	 difficult	 to	
discern	whether	address	reuse	is	because	of	a	similar	client	reusing	their	key	in	Bitcoin	(with	
respect	to	protection	and	namelessness	in	Bitcoin),	there	is	no	straightforward	approach	to	
check	if	these	copy	open	keys	belong	to	the	same	or	distinctive	proprietors.	Right	now,	there	
are	approximately	12	million	Bitcoins	available	for	use	with	an	expected	estimation	of	more	
than	2	billion	USD.	Bitcoin	has	been	examined	before	in	various	settings	(e.g.	[1]),	yet	the	
principal	cryptographic	"rational	soundness"	check	is	performed.			

Some	researchers	were	able	to	distinguish	three	keys	belonging	to	Bitcoincard	[8],	an	
embedded	 gadget	 that	 goes	 about	 as	 an	 independent	 Bitcoin	 customer.	 We	 likewise	
distinguished	a	few	Blockchain.info	air	conditioning	checks	that	copied	nonces	because	of	a	
bug	 in	 a	 JavaScript-customer's	 irregular	 number	 generator	 not	 being	 seeded	 effectively.	
These	assets	were	then	in	this	manner	exchanged	to	the	same	address.	Note	that	there	exists	
a	timestamping	scheme	for	Bitcoin	that	purposely	releases	the	private	key	of	an	exchange	by	
deliberately	utilizing	a	similar	arbitrary	nonce	[18].		

In	the	event	that	this	plan	is	executed	and	tried,	at	that	point	this	may	clarify	marked	
exchanges	with	copied	nonces	containing	a	little	sum.		

Regarding	 the	 non-spendable	 Bitcoins,	 it	 is	 conceivable	 to	 exchange	 Bitcoins	 to	 a	
record	 for	 which	 (most	 likely)	 no	 comparing	 cryptographic	 key-combine	 exists.	 These	
Bitcoins	 stay	 stuck	 at	 these	 accounts	 everlastingly	 and	 are	 basically	 expelled	 from	
dissemination.	 This	 may	 bring	 about	 flattening:	 expanding	 the	 estimation	 of	 the	 other	
(spendable)	Bitcoins.	This	circumstance	is	not	Bitcoin	particular;	physical	cash	can	likewise	
be	harmed	or	damaged.	The	U.S.	Bureau	of	the	Treasury	reclaims	disfigured	money	esteemed	
at	more	than	30	million	USD	every	year	[14].	We	were	not	able	discover	data	with	respect	to	
the	measure	of	cash	that	is	withdrawn	forever	from	course	because	of	harm,	in	spite	of	the	
fact	that	there	are	known	situations	where	individuals	have	copied	significant	measures	of	
cash.	

There	 are	 also	 some	 intriguing	 ECDSA	public	 keys.	 Following	 an	 indistinguishable	
thinking	from	in	the	HASH160	setting,	one	could	utilize	"fascinating"	qualities	for	general	
society	key	itself.	Before	we	plot	our	look	for	such	esteems,	let	us	review	the	organization	of	
ECDSA	open	keys	as	determined	 in	[14]	where	we	accept	 the	keys	are	spoken	to	 in	 their	
hexadecimal	esteem	(this	is	the	setting	utilized	in	Bitcoin).	A	point	𝑃	 = 	 (𝑥, 𝑦)	can	be	spoken	
to	as	takes	after	where	p	=	2256	−	232	−	977	is	the	prime	utilized	as	a	part	of	Bitcoin.		
• If	P	is	the	point	at	endlessness,	at	that	point	it	is	spoken	to	by	the	single	byte	00.		
• An	uncompressed	point	begins	with	the	byte	04	took	after	by	the	256-piece	x-and	

256-piece	y-arrange	of	the	point.	Henceforth	65	bytes	are	utilized	to	speak	to	a	
point.		
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• A	point	is	packed	by	first	figuring	an	equality	bit	b	of	the	y-facilitate	as	𝑏	 =
	(𝑦	𝑚𝑜𝑑	2) 	+ 	2	and	changing	over	this	to	a	byte	esteem	(b	∈	{02,	03}).	The	33-byte	
packed	point	is	composed	as	𝑏	||	𝑥.		
Like	 the	 HASH160	 seek,	 searching	 for	 focuses	 that	 encode	 a	 little	 whole	 number	

esteem	 is	 the	 starting	 point.	 All	 the	 Bitcoin	 delivers	 are	 created	 relating	 to	 the	 general	
population	keys	with	values	the	initial	256	numbers	I	(0	 ≤ 	𝐼	 < 	256)	and	different	esteems	
for	the	equality	bit.	We	utilized	a	solitary	byte	containing	𝐼,	a	33-byte	esteem	and	a	65-byte	
esteem	for	b	∈	{00,	04}.	Three	locations	were	discovered	with	a	non-zero	adjust:	the	single	
byte	00,	and	the	65-byte	b	k	0	...124	0	k	I	for	I	=	00	and	b	∈	{00,	04}.	This	initially	point	is	the	
point	at	boundlessness,	which	is	an	accurately	encoded	and	substantial	point	on	the	bend.	
Note,	notwithstanding,	that	this	esteem	is	unequivocally	precluded	as	an	open	key	[14]	since	
it	can	happen	for	the	private	key	d	=	0,	which	is	not	permitted.		

The	65-byte	esteems	both	appear	to	attempt	and	encode	the	point	at	interminability:	
for	 the	situation	where	b	=	00	 the	encoding	 is	 invalid	while	 for	 the	situation	b	=	04	 the	
encoding	is	substantial	in	any	case,	the	point	(𝑥, 𝑦) 	= 	 (0, 0)	is	not	on	the	curve.	

When	searching	for	different	esteems,	we	likewise	attempted	the	void	open	key	(∅).	
This	 address	 contains	 a	 lot	 of	 bitcoins	 (more	 than	 68	 BTC).	We	 presume	 cash	 has	 been	
exchanged	to	this	record	because	of	programming	bugs.	In	all	out	we	found	that	no	less	than	
75	BTC	has	been	exchanged	 to	accounts	which	have	(most	 likely)	no	substantial	 relating	
ECDSA	 private	 key.	 Note	 this	 is	 entirely	 a	 lower	 bound	 on	 the	 quantity	 of	 unspendable	
bitcoins,	as	we	don't	guarantee	that	this	rundown	is	finished.	
	

3.2 Application in Secure Shell (SSH)  

Elliptic	curve	cryptography	would	be	able	to	be	utilized	as	a	part	of	three	positions	in	
the	 SSH	 proto	 col.	 In	 SSH-2,	 session	 keys	 are	 arranged	 utilizing	 a	 Diffie-Hellman	 key	
exchange.	RFC	5656	[4]	specifies	the	fleeting	Elliptic	Curve	Diffie-Hellman	key	trade	method	
used	 in	 SSH,	 following	SEC1	 [14].	Every	 server	has	 a	host	 key	 that	 enables	 the	 server	 to	
validate	itself	to	the	customer.	The	server	sends	its	host	key	to	the	customer	amid	the	key	
trade,	and	the	client	confirms	that	the	key	unique	finger	impression	coordinates	their	spared	
esteem.	The	server	then	verifies	itself	by	marking	a	transcript	of	the	key	trade.	This	host	key	
may	be	 an	ECDSA	open	key	 [4].	 At	 long	 last,	 customers	 can	utilize	ECDSA	open	keys	 for	
customer	confirmation.		

In	2013,	a	SSH	check	gathered	1	353	151	legitimate	elliptic	curve	open	keys,	of	which	
63%	are	interesting.	There	were	more	than	a	million	substantial	elliptic	curve	open	enters	
sweep	information,	of	which	68%	are	one	of	a	kind.		

Huge	 numbers	 of	 the	 most	 ordinarily	 repeated	 keys	 are	 from	 cloud	 facilitating	
suppliers.	For	these	types	of	hosts,	repeated	keys	could	be	due	to	shared	SSH	framework	
through	different	IP	addresses,	in	which	case	the	repeated	keys	would	not	be	a	helplessness,	
or	 they	 could	 be	 because	 of	 oversights	 amid	 virtual	 machine	 arrangement	 that	 instate	
numerous	VMs	 for	various	clients	 from	a	depiction	 that	already	contains	a	SSH	have	key	
match.	It	application	ears	that	both	cases	are	spoken	to	in	our	dataset.	A	security	admonitory	
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in	 July	 2013	 suggesting	 that	 clients	 should	 recover	 SSH	 keys	 because	 of	 repeated	 keys	
deployed	on	VM	depictions;	there	were	5	614	discovered	hosts	that	had	served	people	in	
general	key	whose	unique	mark	application	ears	in	Digital	Ocean's	setup	manage.		

A	 few	 types	 of	 system	 gadgets	 were	 distinguished	 that	 application	 eared	 to	 be	
responsible	for	repeated	keys,	either	because	of	default	keys	show	in	the	equipment	or	poor	
entropy	on	boot.	However,	a	clarification	for	the	greater	part	of	the	repeated	keys	was	not	
given,	as	huge	numbers	of	 the	bunches	of	repeated	keys	application	eared	to	have	nearly	
nothing	in	 like	manner:	diverse	SSH	variants	and	operating	frameworks,	distinctive	ports	
operation,	 distinctive	 outcomes	 utilizing	 nmap	 have	 recognizable	 proof,	 distinctive	
substance	served	over	HTTP	and	HTTPS,	furthermore,	IP	blocks	belonging	to	a	wide	range	
of	 facilitating	 suppliers	or	home/little	business	 Internet	 suppliers.	We	can	 speculate	 that	
some	of	these	may	be	VM	pictures,	yet	as	a	rule	we	have	no	clarification	whatsoever.	We	can	
preclude	Debian	 frail	 keys	 as	 a	 clarification	 for	 these	hosts,	 because	 the	Debian	bug	was	
reported	and	settled	 in	2008,	while	OpenSSH	(which	 is	universally	given	 in	the	customer	
rendition	 strings	 for	 the	 elliptic	 bend	 comes	 about)	 introduced	 support	 for	 elliptic	 bend	
cryptography	in	2011.		

Several	 checks	 for	 repeated	 signature	 nonces	 ended	 up	 with	 not	 discovering	 any	
repeat.	 Cryptographic	 sanity	 checks	 on	 several	 datasets	 affirmed	 that	 elliptic	 curve	
cryptography	is	not	immune	to	deficient	entropy	and	programming	bugs.	

	

3.3 Application in Transport Layer Security (TLS)  

In	TLS,	 Elliptic	 curves	 can	 emerge	 in	 a	 few	 areas	 in	 the	 convention.	RFC	4492	 [5]	
determines	Elliptic	curve	figure	suites	for	TLS.	The	majority	of	the	figure	suites	determined	
in	this	RFC	utilize	the	Elliptic	curve	Diffie-Hellman	(ECDH)	key	trade.	The	ECDH	keys	may	
either	be	long	haul	(in	which	case	they	are	reuse	d	for	various	key	trades)	or	fleeting	(in	
which	case	they	are	recovered	for	each	key	trade).	TLS	declarations	likewise	contain	an	open	
key	that	the	server	uses	to	confirm	itself;	with	ECDH	key	trades,	this	open	key	may	be	either	
ECDSA	or	RSA.	ECC	support	was	added	to	TLS	[5]	through	an	extra	arrangement	of	figure	
suites	and	three	augmentations	in	the	customer	and	server	hi	messages.	The	figure	suites	
demonstrate	support	for	a	specific	choice	of	key	trade,	personality	check,	encryption,	and	
message	authenticity	calculations.	For	instance,	the	figure	suite	TLS	ECDHE	RSA	WITH	AES	
128	 CBC	 SHA	 employments	 fleeting	 ECDH	 for	 a	 key	 trade,	 marked	 with	 a	 RSA	 key	 for	
personality	confirmation,	and	utilizes	AES-128	[19]	in	CBC	mode	for	encryption	and	the	SHA-
1	hash	work	in	a	HMAC	for	message	verification.	What's	more,	if	a	figure	suite	that	includes	
ECC	is	wanted,	the	customer	must	incorporate	an	arrangement	of	upheld	Elliptic	curves	in	a	
TLS	expansion	in	its	customer	hi	message.		

The	server	used	 for	Transport	 layer	security	does	not	 submit	 its	 full	 inclination	of	
figure	suites	or	curves	that	it	underpins,	unlike	in	SSH.	Perhaps,	the	customer	may	send	its	
rundown	of	bolstered	Elliptic	curves,	also,	the	server	either	answers	with	a	solitary	figure	
suite	 from	 that	 rundown	or	 shuts	 the	association	 in	 the	event	 that	 it	doesn't	bolster	 any	
figure	suites	in	the	same	manner	as	the	customer.	On	the	off	chance	that	the	suite	requires	
ECC,	 the	server	comparatively	 incorporates	 just	a	solitary	bend	sort	alongside	 the	key	or	
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mark.	This	makes	realizing	which	bends	a	server	underpins	more	troublesome;	a	customer	
must	utilize	numerous	TLS	associations	with	offer	a	 fluctuating	arrangement	of	curves	to	
take	in	a	server's	help	and	requested	inclination.		

4. Conclusion 

	Thus,	elliptic	curve	cryptography	has	been	explored	through	its	utilization	in	Bitcoin,	
SSH	and	Transport	Layer	Security.	Over	10	years	after	the	initial	standardizing	of	ECC,	this	
application	of	open	key	cryptography	is	picking	up	in	acceptance.	In	spite	of	the	fact	that	ECC	
is	 still	 a	 long	 way	 from	 the	 predominant	 choice	 for	 cryptography,	 the	 elliptic	 curve	
cryptographic	 protocol	 demonstrates	 impressive	 organization.	 The	 entire	 asymmetric	
encoding	within	Bitcoin	depends	on	ECC.		

Cryptographic	 sanity	 checks	 on	 several	 datasets	 affirmed	 that	 elliptic	 curve	
cryptography	 is	 not	 insusceptible	 to	 deficient	 entropy	 and	 programming	 bugs.	 Many	
occurrences	of	repeated	open	SSH	and	TLS	keys	were	discovered,	corresponding	to	various	
applications.	For	 the	Bitcoin	data	collection,	 there	are	numerous	marks	sharing	 transient	
nonces,	enabling	attacks	to	process	the	corresponding	private	keys	and	take	coins.		

Further	research	and	development	is	required	to	track	down	these	execution	issues,	
eventually	 benefiting	 the	 security	 of	 the	 cryptographic	 algorithms	 used	 in	 practical	
applications.	If	given	more	time,	other	areas	of	interest	for	research	would	be	post-quantum	
encryption	 schemes	 and	 the	 possible	 application	 of	 these	 schemes	 to	 a	 new	 blockchain	
model.		
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