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A Comprehensive Study of Hashing 
Algorithms 

 
By Jaejun Ku 

  
 

Abstract 
The world continues to develop rapidly in the digital realm, and it is crucial for the 

everyday citizen to understand the function of the various cryptographic systems that protect his 
or her agency. After careful examination and research on various aspects of data encryption, I 
decided to focus on hashing algorithms due to the variety of algorithms included within the 
category as well as their key role in modern computing systems. With the Wolfram Mathematica 
computing language I was able to code the structure for basic hashing algorithms and explore the 
steps of the hashing process to get a deeper understanding of how they work. 

 

Introduction 
Insofar as humans live in a society with a central government that exerts some degree of 

influence over the private lives of citizens, there will always exist a fundamental debate on the 
extent of power that the government should be able to hold, and the circumstances under which 
that power can increase or decrease. From the Hobbesian ideal of an absolutist government and 
Locke’s counter-argument of autonomy and liberty, to the Federalist paradigm of a centralized 
regime and the individual agency propounded by the Jeffersonian Republicans, the issue of 
agency versus security has been a hotspot of political discourse for centuries. As the world 
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transitions into the Information Age, the general pattern of discussion has remained much the 
same- yet the debate now takes place in an entirely different context.  

In the status quo, the discussion that surrounds the age-old contention of liberty versus 
national security regards the increasing capacity of governments to monitor the lives of private 
citizens, especially in a world where the digitalization of data is becoming the norm. A recent 
example is the court case between technology conglomerate Apple and the FBI, in which the 
government requested Apple to create a backdoor to their encryption system in order to unlock 
data from the terrorist responsible for the San Bernardino shooting. Apple refused to comply 
with the FBI’s orders, arguing that it would set a “dangerous precedent” that would “expand the 
powers of the government.” Thus, the role of encryption in modern society is profoundly huge; it 
serves not only as a protective measure against cyber-criminals and hackers, but also as a 
preemptive safeguard against a government that continues to develop technologically. 

In the past, the use of encryption was generally restricted to governments for military 
purposes- inventions such as Nazi Germany’s Enigma and Japan’s JN-25 are among the gamut 
of cryptographic innovations that arose during WWII. It was only with the advent of the Internet 
that encryption started becoming a key component in the lives of ordinary citizens; cryptographic 
mechanisms such as RSA algorithms became widely popular as the public demand for a method 
of protecting private digital data increased. Today, encryption can be found almost everywhere- 
technology ranging from banking networks to SIM cards all use some form of encryption, 
whether that be elliptic curve cryptography, SSH, or hash algorithms. 

From a broader point of view, encryption can be divided into three types: private 
encryption, public encryption, and hashing. In private key encryption, also known as a 
symmetric cipher, a pre-established key is communicated before usage, and a single key is used 
for both encryption and decryption. Some of the most common algorithms include AES and 
3DES, most commonly used for establishing a virtual private network, and RC4, a common 
algorithm used in wireless networks. The relative simplicity and speed of symmetric ciphers 
allows for flexible implementation among different systems. In public key encryption, or an 
asymmetric cipher, the message is generated with a public encryption key but is decrypted with a 
private decryption key. This is a more computationally complex form of encryption, but is harder 
to decrypt as a third party without knowledge of the private key.  

The third type of encryption, hashing, is particularly interesting. A hash algorithm takes a 
certain piece of data and produces a hash- an irreversible string of a fixed length. Because the 
hash cannot be reversed back into the original message, it is used to verify data, rather than 
decoding it. Thus, hashing is an essential part of password protection. If a system uses a hashing 
algorithm for verification rather than dealing with the actual data directly, security is enhanced as 
there is only a brief window of time when the original data is being used. 
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Hash Functions 

The term “hash function” is often confused with other similar cryptographic functions 
that are subsets of a hash function, but have differences in application or context. As such, we 
will first define what a “hash function” is, and distinguish between similar functions that are 
colloquially misused. 

A hash function is a function that maps some data of variable length into a predefined 
range of values- for instance, a function that maps every integer into itself can be defined as a 
“hash function”. The string that is produced when a hash function is applied is usually called a 
hash value or digest. Within the broader topic of hash functions, there are three main types of 
functions that entail special purposes: checksums, fingerprint functions, and cryptographic hash 
functions.  

A checksum is a hash function that is used for validating the integrity of the data. For 
instance, if an error occurred during data transfer, a checksum function would be able to detect 
the change. A checksum is neither designed to be a “hard-to-reverse” function nor collision 
resistant. As such, checksums are usually the most basic cryptographic component of a larger 
authentication program. 

Fingerprint functions are used to uniquely identify some piece of data (usually just files), 
akin to the way that a human’s fingerprint is used to identify unique individuals. These functions 
usually have more restrictions on their output compared to checksums, as they must be collision 
resistant and require more combinations to produce a truly unique hash. Some fingerprint 
functions are also designed to be resistant against special kinds of attacks. 

Cryptographic hash functions have the most stringent requirements, and will be the main 
focus of this paper. Note also that because our attention will be concentrated only on 
cryptographic hash functions, cryptographic hash functions will just be referenced as “hash 
functions”. 

 

1.  Usage of cryptographic hash functions 

By far, the most common use of cryptographic hash is password protection. Storing a 
database with unencoded, plain text user passwords would cause severe problems in the event of 
a data breach. Thus, in most cryptographic systems, a “sophisticated” developer stores unique 
hash values of the passwords- when a user enters their password, its hash is compared to the 
saved one, eliminating the process where his or her actual password is exposed to a potential 
hacker. Using solely hashed values, however, is not enough protection in most cases, as the 
hacker may possess a precomputed table of hashes for frequent passwords. As such, during the 
password storage process, webmasters generate random data called salt, append salt to the real 
password, and then hash the salted password. The database stores the hash of both the salted 
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password and the salt itself. This ensures that hackers cannot retrieve the password, as they are 
unaware of the data that is needed to append the salt.  

Similar to fingerprint functions, cryptographic hash functions are also used to verify the 
integrity of data. Hash functions, however, can protect the output not only from random errors in 
the process, but also from an intentional corruption of the data. Hash functions can also be used 
to validate message authenticity. Because algorithms used for digital signatures usually cannot 
be applied to arbitrary data, a message is initially hashed, and is signed afterwards.Verifying the 
authenticity of a hashed digest of the message is considered proof that the message itself is 
authentic. 

Cryptographic hash functions are also a key component in proof-of-work systems (or 
protocol, or function). This is an economic measure to deter denial of service attacks (DDOS) 
and other service abuses such as spam on a network by requiring some work from the service 
requester, usually meaning processing time by a computer. A key feature of these schemes is 
their asymmetry: the work must be moderately hard (but feasible) on the requester side but easy 
to check for the service provider. 

 

2.  Requirements for hash functions 

A “good” cryptographic function must meet three criteria; it must be hard to reverse, 
collision-resistant, and have an avalanche effect. While these are the general requirements for 
any hash function, some special-purpose cryptographic hash functions entail several other 
requirements. For instance, some functions require a uniform output length, while others mask 
input information. It is also important to note that a hash function does not necessarily have to be 
“random”, but a good “random“ function can be used as a “strong” cryptographic hash function. 
Let us then examine three requirements more thoroughly. 

“Hard to reverse” means that it should be computationally difficult to obtain a message 
whose hash is equal to the given one. In application to password hashing that means that is 
impossible to retrieve a plaintext password by its hash value. The term “computationally 
difficult” can vary depending on the context; usually, considerations of the computing potential 
of hackers will be taken into account when choosing a hash function of an appropriate strength. 
For instance, the most efficient attack reverting SHA-2 needs about 2128 operations- the modern 
computing power of the whole humanity would need thousands of years to perform it. Every 
hash has predefined range of values, usually as a fixed length string- for example, SHA-256 
outputs 256 bits. Thus, there are no greater than 2256 different SHA-256 hashes. This number is 
too big to perform a brute force attack. 

Collision resistance means that it is difficult to find two messages that produce the exact 
same hash value. In application to digital signatures that means that it is impossible to change the 
document without changing its signature. Usually it is achieved by the aforementioned third 
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requirement of a strong hash function- the avalanche effect. In cryptographic systems, this means 
that a small change in input data would cause significant change in the output. Consider the 
following example: 

 

SHA224(“The quick brown fox jumps over the lazy dog”) 

>0x730e109bd7a8a32b1cb9d9a09aa2325d2430587ddbc0c38bad911525 

SHA224(“The quick brown fox jumps over the lazy dog.”) 

>0x619cba8e8e05826e9b8c519c0a5c68f4fb653e8a3d8aa04bb2c8cd4c 

  

The only difference between messages is trailing period in the second one, but their 
hashes are completely different. 

 

SHA-2 
 

1. Description 
This section will focus on the specification of SHA-2 functions and their implementation 

using the Wolfram Mathematica computing language. SHA-2 (Secure Hash Algorithm 2) is a 
family of cryptographic hash functions that are distinguished by the varying lengths of their 
produced digest: SHA-224, SHA-256, SHA-384, SHA-512, SHA-512/224, SHA-512/256. SHA-
224 and SHA-384 are truncated versions of SHA-256 and SHA-512 respectively. While SHA-2 
is defined in terms of low-level operations, Mathematica is a high-level language- thus, 
implementation can be bulky and slow. However, even though its basic nature can hinder SHA-
2’s Mathematica implementation, it can also allow extremely fast implementations to be built-in 
in modern processors.  

Operations of SHA-2 are defined in terms of 32-bit words for SHA-256 and 64-bit words 
for SHA-512- here, we will use a list of 4 bytes to represent a 32-bit word. Further, we will use 
numbers written in hexadecimal notation; for example, 170 is “0xaa” or aa16 or just “aa”, if 
there is no confusion. Two-digit hexadecimal number represents a byte in a natural way, as its 
value is between 0 and 255- for instance, ff16 = 255 = 111111112. The data to encrypt we will 
simply denote as the message. Its length should not be bigger than 264−1 bits (around 2 million 
terabytes). Implementation will be explicit and mimic low-level data structures, and another 
approach will be used for MD5 code. 
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2. Padding 
The message should be divided into 512-bit blocks, and so arbitrarily long messages 

should be padded with some random data to have a length equal to a multiple of 512 bits. 

Suppose we have message M, and its length is l bit. Padding is done in the following 
way: 

1. Append bit 1. 
2. Append k zero bits, where k is the smallest non-negative solution to the equation 

l+k+1≡448 mod 512 . 
3. Append length of the original message l as a 64-bit binary number. 

First of all we need to load the message into Wolfram Mathematica. Mathematica allows 
to load file as list of bytes using the command: 

msg=Import["~/path/to/file", "Binary"] 

Another option is to manually import the file: 

ImportString["abc", "Binary"] 

This code outputs list{97,98,99}. These 3 bytes represent ASCII codes for the message 
“abc”. Note that usually operating systems put a newline character at the end of the file, so the 
message “abc” is read as a file has length of 4 bytes and its hash differs from the hash of just 
“abc”. 

l=Length[msg]*8; 

Though the specification allows the encryption of a message of (almost) any length, 
computer files are usually stored as a collection of bytes and our implementation will work only 
for that case. That means it cannot be used to hash data of, for example, 15 bits length; it works 
just for data with length in bits that are multiples of 8. 

We need to append “1” bit to the end of the message. As we consider the message a 
multiple of bytes, adding a bit will result in adding byte 1000000, the binary form of the number 
128. 

AppendTo[msg,128]; 

Then we add zero bytes of padding: 

For[i=0,i<(k-7)/8,i++,AppendTo[msg,0]]; 

bitLength=IntegerDigits[l,2,64]; 

length=ImportString[ExportString[bitLength,"Bit"],"Byte"]; 

message=msg~Join~length; 
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At first this code adds k−7 zero bits as we already added 7 by adding byte 10000000. 
bitLength is the length l written in binary as a 64 -bit long integer. Variable length is bitLength 
written as 8 bytes. message is the padded message. 

Note that a single 1 bit padding is vital, because otherwise messages ending with zeros 
would be the same after padding: 

1 ---> 10…0 

 

10 ---> 10…0. 

This means that both of them would produce the same hash, which is unacceptable, as the 
digest must be unique. 

3. Partition 
Next we need to divide message into 512-bit blocks M0,M1,…,MN-1, where each of the 

blocks partition into 32 -bit words. 

The following code does this: 

M[i_,j_]:=message[[64*i+1+4*j ;; 64*i+4*(j+1)]] 

So M[i,j] will produce jth word from ith block with 0≤i≤n−1 and 0≤j≤15. This word is 
written as a list of 4 bytes. 

 

For example, M[0,0] produces {97,98,99,128}. Now we need to convert a list of 4 bytes 
into a 32-bit word. 

Exercise 1 

Implement a function bytesTo32Word converting a list of 4 bytes into a list of 32 bits 
representing these bytes. 

 
Answer 

bytesTo32Word[list_] := Flatten[IntegerDigits[list, 2, 8]] 

For example, the code 

bytesTo32Word[M[0,0]] 

outputs list  

{0,1,1,0,0,0,0,1,0,1,1,0,0,0,1,0,0,1,1,0,0,0,1,1,1,0,0,0,0,
0,0,0}. 
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4. Constants 
SHA-2 has sixty-four 32-bit round constants R[i] with 1≤i≤64 and eight 32-bit initial 

values  

H10,...,H08. 

 

H0iis equal to first 32 bits of fractional parts of ith prime number for i from 1 to 8 . 
Written in hexadecimal these values are: 

 

H10=6a09e667, H20=bb67ae85, H03=3c6ef372 H04=a54ff53a 

H50=510e527f, H60=9b05688c, H07=1f83d9ab H08=5be0cd19 

 

We will use variables H[0,i] for H0i . Mathematica allows to input hexadecimal numbers 
in the following way: 

 

H[0,1]:=bytesTo32Word@IntegerDigits[16^^6a09e667,256] 

  ... 

H[0,8]:=bytesTo32Word@IntegerDigits[16^^5be0cd19,256] 

 

These eight values are the initial state of the hash. 

Next we need 64 constants for 64 rounds of hashing. These constants are the first 32 bits 
of fractional parts of cube roots of the first sixty-four primes. 

 

Exercise 2 

Implement function to input these values. 
 

Answer 

R=Table[bytesTo32Word@IntegerDigits[ 

 Floor[2^32*FractionalPart[(Prime@i)^(1/3)]],256],{i,1,64}]; 
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Their values in hexadecimal are: 

428a2f98 71374491 b5c0fbcf e9b5dba5 3956c25b 59f111f1 923f82a4 ab1c5ed5 

d807aa98 12835b01 243185be 550c7dc3 72be5d74 80deb1fe 9bdc06a7 c19bf174 

e49b69c1 efbe4786 0fc19dc6 240ca1cc 2de92c6f 4a7484aa 5cb0a9dc 76f988da 

983e5152 a831c66d b00327c8 bf597fc7 c6e00bf3 d5a79147 06ca6351 14292967 

27b70a85 2e1b2138 4d2c6dfc 53380d13 650a7354 766a0abb 81c2c92e 92722c85 

a2bfe8a1 a81a664b c24b8b70 c76c51a3 d192e819 d6990624 f40e3585 106aa070 

19a4c116 1e376c08 2748774c 34b0bcb5 391c0cb3 4ed8aa4a 5b9cca4f 682e6ff3 

748f82ee 78a5636f 84c87814 8cc70208 90befffa a4506ceb bef9a3f7 c67178f2 

 

5. Functions 
Hashing uses 6 operations: bitwise XOR (⊕); bitwise AND (∧); bitwise NOT (¬); 

addition modulo 232 (+); right shift by n bits (Sn); and right rotation by n bits (Rn). Each of 
these operations is meant to act on 32 -bit words. Let’s define all of them. For the first three we 
can use built-in Mathematica functions: BitXor, BitAnd, BitNot. Next we define a function for 
summing words modulo 232. First we translate 32 -bit words into decimal integers and after we 
just sum them modulo 32 and transform the result back to a 32-bit word:  

wordToInteger[word_]:=FromDigits[word,2]; 

plus[word1_,word2_]:=IntegerDigits[ 

 Mod[wordToInteger@word1+wordToInteger@word2,2^32],2,32] 
 

Function plus can also be used in infix form: word1~plus~word2=plus[word1,word2]. 

Exercise 3 

Define a function shift32Word that takes 2 parameters: 32-bit word x and a non-negative 
integer n and returns word x shifted by n positions to the right. 

 
Answer 

shift32Word[x_,n_]:=PadRight[x,32,0,n] 

Right rotation can be done by using built-in Mathematica function RotateRight. 

Next we define 6 functions that are used in every round: 
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Ch(x,y,z)=(x∧y)⊕(¬x∧z) 

Maj(x,y,z)=(x∧y)⊕(x∧z)⊕(y∧z)  

Σ0(x)=R2(x)⊕R13(x)⊕R22(x) 

Σ1(x)=R6(x)⊕R11(x)⊕R25(x) 

σ0(x)=R7(x)⊕R18(x)⊕S3(x) 

σ1(x)=R17(x)⊕R19(x)⊕S10(x). 

Exercise 4 

Implement all these functions. 

 
Answer 
 

Ch[x_,y_,z_]:=BitXor[BitAnd[x,y],BitAnd[BitNot[x],z]] 

Maj[x_,y_,z_]:=BitXor[BitAnd[x,y],BitAnd[x,z],BitAnd[y,z]] 

0[x_]:=BitXor[RotateRight[x,2],RotateRight[x,13],RotateRight[x,2
2]] 

1:=BitXor[RotateRight[x,6],RotateRight[x,11],RotateRight[x,25]] 

0:=BitXor[RotateRight[x,7],RotateRight[x,18],shift32Word[x,3]] 

1:=BitXor[RotateRight[x,17],RotateRight[x,19],shift32Word[x,10]] 

 

Next we need a function to expand the 512 -bit block (16 words) into 2048 -bit (64 
words). These 64 words are needed for 64 round of hashing. 

 

W(i,j)=M(i,j) for j from 0 to 15     

W(i,j)=1(W(i,j-2)+W(i,j-7)+0(W(i,j-15))+W(i,j-16) for j greater 
than 15 

 

Exercise 5 

Define function W[i,j] . 
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Answer 
 

W[i_,j_]:=If[j<=15,bytesTo32Word[M[i,j]], 

   1[W[i,j-2]]~plus~W[i,j-7]~plus~ 

   0[W[i,j-15]]~plus~W[i,j-16]] 

6. Rounds 
For every 512-bit block Mi SHA-256 hashing involves 64 rounds. Each round operates 

on eight 32-bit variables a,b,c,d,e,f,g,h. At the start of each round the values of these variables 
are set to the intermediate hash values from the previous round. 

For the first round the values are set to be constants Hi0. Then after 64 rounds final 
values for the variables are found and the new intermediate hash value is obtained by adding the 
previous intermediate hash value to the variables a,b,d,e,f,g,h (modulo 232). Round actions are 
done by using defined above functions and combining intermediate hash values. It can be done 
by the following Mathematica code: 

n =Length[message]/64; 

For[i=1,i<=n,i++, 

a = H[i-1,1]; 

b = H[i-1,2]; 

c = H[i-1,3]; 

d = H[i-1,4]; 

e = H[i-1,5]; 

f = H[i-1,6]; 

g = H[i-1,7]; 

h = H[i-1,8]; 

Do[ 

 T1=h~plus~1[e]~plus~Ch[e,f,g]~plus~R[[j+1]]~plus~W[i-1,j]; 

 T2=0[a]~plus~Maj[a,b,c]; 

 h=g; 

 g=f; 

 f=e; 

 e=d~plus~T1; 
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 d=c; 

 c=b; 

 b=a; 

 a=T1~plus~T2,{j,0,63}]; 

H[i,1]=a~plus~H[i-1,1]; 

H[i,2]=b~plus~H[i-1,2]; 

H[i,3]=c~plus~H[i-1,3]; 

H[i,4]=d~plus~H[i-1,4]; 

H[i,5]=e~plus~H[i-1,5]; 

H[i,6]=f~plus~H[i-1,6]; 

H[i,7]=g~plus~H[i-1,7]; 

H[i,8]=h~plus~H[i-1,8];] 

 

7. Testing 
One of the most obvious and useful ways to validate the implementation of the algorithm is 

to test on some data. Let’s see the hash of the message “abc”. 

Table[BaseForm[FromDigits[H[n,j],2],16],{j,1,8}] 

  

Outputs this: 

>ba7816bf , 8f01cfea , 414140de , 5dae2223 , b00361a3 , 96177a9c 
, b410ff61 , f20015ad 
 

Which is the needed result.  

Let’s change our message to the empty one and rerun the code. 

>e3b0c442 , 98fc1c14 , 9afbf4c8 , 996fb924 , 27ae41e4 , 649b934c 
, a495991b , 7852b855 
 

Which is also the correct value. 
 

SHA-2 Family 
Other functions from the family, such as SHA-512, have similar structure, but with other 

constants, block and word lengths, number of rounds and slightly different functions Σ and σ. 
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SHA-224 and SHA-384 are just truncated SHA-256 and SHA-512 with other initial vectors. 
SHA-512/224 and SHA-512/256 are also truncated versions of SHA-256 and SHA-512, but their 
initial vectors are defined by a special algorithm; for instance, SHA-512 has a 512-bit output, 80 
rounds and operations defined for 64 -bit words. 

Other values can be seen in the following table (all length values are in bits). 

MD5 (Message Digest Algorithm 5) is a hashing algorithm developed in April 1992 by 
Ronald Rivest as an improvement to MD4. Nowadays MD5 is considered insecure, as collisions 
have been found and its usage as a cryptographic hash function is deprecated, although it still can 
be used as a checksum function. As a contrast to SHA-2 implementation, the following function 
(MD5) will use features of Wolfram Mathematica language and will not explicitly use low-level 
operations and treat words as integer numbers. 

1. Description 
MD5 is similar to SHA-2. Both of them are based on Merkle–Damgård construction, 

which is a quite general method of creating hash functions. Briefly its idea may be described as 
follows: 

1. Divide the message into blocks of equal length,; 

2. Construct a function (or a collection of functions) that takes as inputs intermediate 
hash value (the result from the previous block) and the next block of the message; 

3. Iteratively apply the function to the blocks of the message starting with some 
predefined values called initial vector or initial values(IV). 

1.1 Padding 
Padding is almost the same as that of SHA-2. 

Suppose we have message M , it length is l bits. Padding is done in the following way: 

1. Append bit 1 . 

2. Append k zero bits, where k is the smallest non-negative solution to the equation 
l+k+1≡448 mod 512 . 

3. Append length of the original message l as a 64-bit little-endian integer. 

1.2 Partition 
MD5 has the same block length of 512 bits. Partition the padded message into n 

consecutive 512-bit blocks M0,...Mn-1 

Next we need to partition the message and pad it. As we’ve already done these steps for 
SHA-2 we won’t examine it step-by-step: 
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data=Partition[ 

Join[FromDigits[Reverse@#,256]&/@ 

  Partition[PadRight[Append[#,128],Mod[56,64,Length@#+1]], 

    4],Reverse@IntegerDigits[8Length@#,2^32,2]]&@ 

  ImportString["abc","Binary"],16] 

This code does both partitioning and padding. 

1.3 Constants and functions 
MD5 involves 64 rounds. For each round there is a rotation constant and an addition 

constant. 

Rotation constants: 

r = {7,12,17,22,7,12,17,22,7,12,17,22,7,12,17,22,5,9, 

    14,20,5,9,14,20,5,9,14,20,5,9,14,20,4,11,16,23,4, 

    11,16,23,4,11,16,23,4,11,16,23,6,10,15,21,6,10,15, 

    21,6,10,15,21,6,10,15,21} 

Addition constant for ith round is 32 -bit fractional part of |sin(i)| 

k = Table[Floor[2^32*Abs@Sin@i],{i,1,64}] 

 

MD5 operates on a 128 -bit state that is represented by four 32 -bit words. Their initial values 
are: 

h0 = 16^^67452301; 

h1 = 16^^efcdab89; 

h2 = 16^^98badcfe; 

h3 = 16^^10325476; 

MD5 uses 4 different functions for round computations, where i is the number of rounds: 

for 1i16   f(x,y,z)=(xy)(xz),  g=i-1   

for 17i32   f(x,y,z)=(zy)(zy),  g=5i-4 mod 16   

for 33i48   f(x,y,z)=(xyz),  g=3i+2 mod 16   

for 49i64   f(x,y,z)=y(zx),  g=7i-7 mod 16   
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We will define f and g in the body of the round loop. 

We also need a left rotation of a word, but as we represent words as numbers we can’t use 
RotateLeft 

 
Exercise 7 
 

Implement a left-rotate function that can operate on32 -bit integers (not list of bits). 
 

Answer 
 

rotateLeft[i_,p_]:=BitOr[BitShiftLeft[i,p],BitShiftRight[i,32-p] 

i stands for “integer”, p for “positions”. 
 

1.4 Rounds 
Now we have all ingredients to construct the main loop: 

Do[{a,b,c,d}={h0,h1,h2,h3}; 

Do[Which[1<=i<=16, 

 f=BitOr[BitAnd[b,c],BitAnd[BitNot[b],d]]; 

 g=i-1, 

 17<=i<=32, 

 f=BitOr[BitAnd[d,b],BitAnd[BitNot[d],c]]; 

 g=Mod[5i-4,16], 

 33<=i<=48, 

 f=BitXor[b,c,d]; 

 g=Mod[3i+2,16], 

 49<=i<=64, 

 f=BitXor[c,BitOr[b,BitNot[d]+2^32]]; 

 g=Mod[7i-7,16]]; 

 {a,b,c,d}={d,rotateLeft[#1,#2]&[ 

  Mod[a+f+k[[i]]+w[[g+1]],2^32],r[[i]]]+b,b,c},{i, 
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 1,64}];{h0,h1,h2,h3}= 

Mod[{h0,h1,h2,h3}+{a,b,c,d},2^32],{w,data}]; 

    

As you can see, for every round we compute and and combine the intermediate hash 
values. 

Finally, let’s write a function that takes a string and returns its hash: 

md5[string_String]:= 

Module[{r={7,12,17,22,7,12,17,22,7,12,17,22,7,12,17, 

 22,5,9,14,20,5,9,14,20,5,9,14,20,5,9,14,20,4, 

 11,16,23,4,11,16,23,4,11,16,23,4,11,16,23,6,10, 

 15,21,6,10,15,21,6,10,15,21,6,10,15, 

 21}, 

k=Table[Floor[2^32*Abs@Sin@i],{i,1,64}],h0=16^^67452301, 

h1=16^^efcdab89,h2=16^^98badcfe,h3=16^^10325476, 

data=Partition[ 

 Join[FromDigits[Reverse@#,256]&/@ 

   Partition[ 

    PadRight[Append[#,128],Mod[56,64,Length@#+1]],4], 

   Reverse@IntegerDigits[8Length@#,2^32,2]]&@ 

  ImportString[string,"Binary"],16],a,b,c,d,f,g}, 

Do[{a,b,c,d}={h0,h1,h2,h3}; 

Do[Which[1<=i<=16, 

 f=BitOr[BitAnd[b,c],BitAnd[BitNot[b],d]];g=i-1, 

 17<=i<=32,f=BitOr[BitAnd[d,b],BitAnd[BitNot[d],c]]; 

 g=Mod[5i-4,16],33<=i<=48,f=BitXor[b,c,d]; 

 g=Mod[3i+2,16],49<=i<=64, 

 f=BitXor[c,BitOr[b,BitNot[d]+2^32]]; 

 g=Mod[7i-7,16]];{a,b,c,d}={d, 

  BitOr[BitShiftLeft[#1,#2],BitShiftRight[#1,32-#2]]&[ 
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   Mod[a+f+k[[i]]+w[[g+1]],2^32],r[[i]]]+b,b, 

  c},{i,1,64}];{h0,h1,h2,h3}= 

 Mod[{h0,h1,h2,h3}+{a,b,c,d},2^32],{w,data}]; 

"0x"~~ 

IntegerString[ 

 FromDigits[ 

 Flatten[Reverse@IntegerDigits[#,256,4]&/@{h0,h1,h2,h3}], 

 256],16,32]] 

 

1.5 Testing 
Let’s start with the empty string. 

md5[""] 

Outputs “0xd41d8cd98f00b204e9800998ecf8427e”. That’s correct! 

md5["abc"] 

Outputs “0x900150983cd24fb0d6963f7d28e17f72” which is also the right value. Other test 
vectors can be found here. 
 

Security 

1. Collision attacks 

1.1 Birthday paradox 

For this subsection we need to have a shallow dive into mathematics. 

There is a known problem called “birthday paradox”. It can be stated as follows: 

What is the probability that in a set of 23 randomly chosen people at least two people 
have birthday on the same day of the year? 

By intuition probability is not expected to be very large, as for a particular person the 
probability of him having birthday on a given day is 1/365. Therefore the probability for a person 
to have the same birthday as another person is 23⋅1/365≈6.3%. 

However, that is false. Let’s have more accurate computations. We denote the probability 
of all people from the group having different birthdays as p . 

http://www.nsrl.nist.gov/testdata/
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Obviously, 

p=1−p, 

Where p is the probability of (at least) two people having the same birthday. 

Let’s take a random person from the group and remember his birthday. Take another 
person, the probability he has different birthday is 

1−1/365. 

Let’s take third person, the probability of him having the birthday distinct from the 
previous two persons is 

1−2/365. 

Proceeding this deduction we come up with the final formula: 

p=(1−1/365)⋅(1−2/365)⋅…⋅(1−22/365)≈49.27%. 

Therefore 

p=1−p=50.73%. 

So a group of 23 people more likely has two people with the same birthday than not 
having. 

Generalizing that idea leads to the conclusion that for a “good” hash function that outputs 
n bits we need only 2n tries to find a pair of inputs that produce the same hash (instead of 
expected 2n ). 

1.2 Comparison 

A modern PC can find collision for MD5 in few seconds, but breaking SHA-1 is not 
possible using desktop computer. However, an attack is feasible with large amounts of 
computation power like a cluster or a supercomputer. 

Example of two different messages with the same hash (in hexadecimal): 

 
4dc968ff0ee35c209572d4777b721587d36fa7b21bdc56b74a3dc0783e7b9518
afbfa200 

a8284bf36e8e4b55b35f427593d849676da0d1555d8360fb5f07fea2 

4dc968ff0ee35c209572d4777b721587d36fa7b21bdc56b74a3dc0783e7b9518
afbfa202 

a8284bf36e8e4b55b35f427593d849676da0d1d55d8360fb5f07fea2 
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1.3 Preimage attacks 

A preimage attack is a process of finding the message that has hash digest equal to the 
specific one. The birthday paradox is not applicable for this attack, therefore performing a 
successful preimage attack is much harder than performing a collision attack. For example, both 
SHA-256 and MD5 are considered strong against this attack today (2016). 

 

Conclusion 

As we segue into a technologically advanced era, the issue of preserving individual 
agency and privacy becomes ever more pertinent. Cryptographic hash functions, then, can be 
seen as the protective vanguard of liberty in the face of digital intrusion. This paper aimed to 
examine the development, structure, and application of various hash functions as used in modern 
society; among them are SHA-2 family and the MD5 family, as they are most commonly used 
today.  

The investigation accompanying this paper allowed me to experiment with the Wolfram 
Mathematica computing language, and I was able to explore the multiple facets of coding that 
constitute a hash function. Moreover, I gained a better understanding of the near-ubiquity of even 
simple hashing algorithms in the modern world, and the importance of understanding their 
structures.  

Future investigations that I am interested in doing include pseudorandom generators 
(deterministic random bit generators), a concept that I found quite interesting during my 
investigation, and elliptic curve cryptography, especially with regard to its application in public 
systems. 
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Appendices 

Mathematica Code 

1. SHA-256  
(* Constants *) 

H[0,1]:=bytesTo32Word@IntegerDigits[16^^6a09e667,256]; 

H[0,2]:=bytesTo32Word@IntegerDigits[16^^bb67ae85,256]; 

H[0,3]:=bytesTo32Word@IntegerDigits[16^^3c6ef372,256]; 

H[0,4]:=bytesTo32Word@IntegerDigits[16^^a54ff53a,256]; 

H[0,5]:=bytesTo32Word@IntegerDigits[16^^510e527f,256]; 

H[0,6]:=bytesTo32Word@IntegerDigits[16^^9b05688c,256]; 

H[0,7]:=bytesTo32Word@IntegerDigits[16^^1f83d9ab,256]; 

H[0,8]:=bytesTo32Word@IntegerDigits[16^^5be0cd19,256]; 

R=Table[bytesTo32Word@IntegerDigits[Floor[232*FractionalPart[
]],256],{i,1,64}]; 

 

(* Blocks schedule *) 

W[i_,j_]:=If[j<=15,bytesTo32Word[M[i,j]],σ1[W[i,j-2]]~plus~W[i,j-
7]~plus~σ0[W[i,j-15]]~plus~W[i,j-16]] 

(* Preparing the message *) 

msg=ImportString["abc","Binary"];(* Import message as binary *) 

l=Length[msg]*8;(* length of the message in bits *) 

Prime i
1
3

https://eprint.iacr.org/2013/170.pdf
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k=Mod[447-l,512];(* number of zero bits to append *) 

AppendTo[msg,128]; (* appending one bit with value 1 to the end of the 
message *) 

For[i=0,i<(k-7)/8,i++,AppendTo[msg,0]]; (* appending zero bits to the 
message *) 

bitLength=IntegerDigits[l,2,64]; (* length of the message in binary *) 

length=ImportString[ExportString[bitLength,"Bit"],"Byte"];(* 8 bytes 
representing 64-bit number bitLength in binary *) 

message=msg~Join~length ;(* appending these 4 bytes of bitLength and 
obtaining padded message *) 

 

(* defining words operations *) 

Ch[x_,y_,z_]:=BitXor[BitAnd[x,y],BitAnd[BitNot[x],z]] 

Maj[x_,y_,z_]:=BitXor[BitAnd[x,y],BitAnd[x,z],BitAnd[y,z]] 

Σ0[x_]:=BitXor[RotateRight[x,2],RotateRight[x,13],RotateRight[x,22]] 

Σ1[x_]:=BitXor[RotateRight[x,6],RotateRight[x,11],RotateRight[x,25]] 

σ0[x_]:=BitXor[RotateRight[x,7],RotateRight[x,18],shift32Word[x,3]] 

σ1[x_]:=BitXor[RotateRight[x,17],RotateRight[x,19],shift32Word[x,10]] 

M[i_,j_]:=message[[64i+1+4j;;64*i+4(j+1)]](* 4 bytes of Subscript[M^i, 
j] *) 

bytesTo32Word[list_]:=Flatten@IntegerDigits[list,2,8](* takes 4 bytes 
and creates a 32-bit word *) 

wordToInteger[word_]:=FromDigits[word,2](* translates 32-bit binary 
word into an integer *) 

plus[word1_,word2_]:=IntegerDigits[Mod[wordToInteger@word1+wordToInteg
er@word2,232],2,32] 

 

(* summing two words modulo 2^32 *) 

shift32Word[x_,n_]:=PadRight[x,32,0,n] (* shifts 32-bit word to the 
right for n positions *) 

 

(* Main loop *) 

n=Length[message]/64;(* Number of 512-bit blocks *) 

For[i=1,i<=n,i++, 

 a=H[i-1,1]; 
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 b=H[i-1,2]; 

 c=H[i-1,3]; 

 d=H[i-1,4]; 

 e=H[i-1,5]; 

 f=H[i-1,6]; 

 g=H[i-1,7]; 

 h=H[i-1,8]; 

 Do[ 

  T1=h~plus~Σ1[e]~plus~Ch[e,f,g]~plus~R[[j+1]]~plus~W[i-1,j]; 

  T2=Σ0[a]~plus~Maj[a,b,c]; 

  h=g; 

  g=f; 

  f=e; 

  e=d~plus~T1; 

  d=c; 

  c=b; 

  b=a; 

  a=T1~plus~T2,{j,0,63}]; 

 H[i,1]=a~plus~H[i-1,1]; 

 H[i,2]=b~plus~H[i-1,2]; 

 H[i,3]=c~plus~H[i-1,3]; 

 H[i,4]=d~plus~H[i-1,4]; 

 H[i,5]=e~plus~H[i-1,5]; 

 H[i,6]=f~plus~H[i-1,6]; 

 H[i,7]=g~plus~H[i-1,7]; 

 H[i,8]=h~plus~H[i-1,8];] 

Table[BaseForm[FromDigits[H[n,j],2],16],{j,1,8}] 

{ba7816bf16,8f01cfea16,414140de16,5dae222316,b00361a316,96177a9c16,b410ff61
16,f20015ad16} 
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2. MD5 

md5[string_String]:= 

Module[{r={7,12,17,22,7,12,17,22,7,12,17,22,7,12,17,22,5,9,14,20,5,9,1
4,20,5,9,14,20,5,9,14,20,4,11,16,23,4,11,16,23,4,11,16,23,4,11,16,23,6
,10,15,21,6,10,15,21,6,10,15,21,6,10,15,21},(*rotation values*) 
k=Table[Floor[2^32*Abs@Sin@i], 
{i,1,64}],h0=16^^67452301,h1=16^^efcdab89,h2=16^^98badcfe,h3=16^^10325
476, 

data= 

Partition[Join[FromDigits[Reverse@#,256]&/@Partition[PadRight[Append[#
,128],Mod[56,64,Length@#+1]],4],Reverse@IntegerDigits[8 
Length@#,2^32,2]]&@ImportString[string,"Binary"],16],a,b,c,d,f,g},Do[{
a,b,c,d}={h0,h1,h2,h3}; 

   Do[Which[1<=i<=16,f=BitOr[BitAnd[b,c],BitAnd[BitNot[b],d]];g=i-
1,17<=i<=32,f=BitOr[BitAnd[d,b],BitAnd[BitNot[d],c]]; 

     g=Mod[5 i-4,16],33<=i<=48,f=BitXor[b,c,d]; 

     g=Mod[3 i+2,16],49<=i<=64,f=BitXor[c,BitOr[b,BitNot[d]+2^32]]; 

     g=Mod[7 i-
7,16]];{a,b,c,d}={d,rotateLeft[#1,#2]&[Mod[a+f+k[[i]]+w[[g+1]],2^32],r
[[i]]]+b,b,c},{i,1,64}];{h0,h1,h2,h3}=Mod[{h0,h1,h2,h3}+{a,b,c,d},2^32
],{w,data}]; 

  
"0x"~~IntegerString[FromDigits[Flatten[Reverse@IntegerDigits[#,256,4]&
/@{h0,h1,h2,h3}],256],16,32]] 

 

rotateLeft[a_,b_]:=BitOr[BitShiftLeft[a,b],BitShiftRight[a,32-b]] 

md5[""] 

0xd41d8cd98f00b204e9800998ecf8427e 
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Some Algorithms of Matrix Game 
Solutions 

Version II (Without Use of Saddle Point) 

 
 

By Jane Friedkin and Hans Johnson 

  
 

Introduction 
In practice we often deal with the problems which need to make decisions under 

conditions of uncertainty, i.e. there are situations when two (or more) sides have different 
purposes, and the results of any actions of each side depend on the activities of the partner. Such 
situations arise in a game of chess, checkers, dominoes, etc., refer to the conflict. The result of 
each player's stroke is dependent on a reciprocal course of the enemy, the goal - winning one of 
the partners. Conflict situations, arising in the economy are very frequent and have a diverse 
nature. These include, for example, the relationship between the supplier and the consumer, 
buyer and seller, the bank and the client. In all these examples, a conflict situation is generated 
by the difference between the interests of the partners and the desire of each of them to make 
optimal decisions that implement the goals the most. At the same time everyone has to reckon 
not only with their objectives but also with the objectives of the partner, and take into account 
the unknown in advance decisions that these partners will take. 

For the literate solving conflict situations need scientifically sound methods. Such 
methods are developed the mathematical theory of conflict, which is called game theory [1]. 



Some Algorithms Of Matrix Game Solutions 

Analysis of Applied Mathematics | Volume 8               Page 29  

In previous paper we were considered simple matrix games with two strategies of each 
player [2]. Here we try to explain how to solve matrix game of higher dimension without saddle 
points. 

 

Preliminaries 
Game theory provides a mathematical framework for analyzing the decision-making 

processes and strategies of adversaries (or players) in different types of competitive situations. 
The simplest type of competitive situations are two-person, zero-sum games. These games 
involve only two players; they are called zero-sum games because one player wins whatever the 
other player loses [3].  

Suppose that player A has m strategies A1,A2,…, Am and player B has n strategies 
B1,B2,…, Bn. This game has mxn dimension. As a result of selecting any pair of strategies by the 
players 

Ai  и Bj ( i=1, 2 ,… m; j=1, 2, …, n ) is uniquely determined the outcome of the game, i.e. 
Player A winning aij (positive or negative) and Player B losing (-aij). Assume that the values of 
aij are known for every pair of strategies (Ai, Bj). Then payoff matrix has the form. 

 

 

 

 

 

 

 

Table 1. Payoff matrix for mxn game 

 

The rows of the matrix correspond to the strategies of Player A, and columns - to the 
strategies of Player B. 

 

Example 1 

Director of the Transport company A, provides transportation services for passengers in 
the regional center, plans to open one or several routes: А1, А2,А3 and A4. For this purpose it was 
purchased 100 vans. It can supply all the traffic on one of the routes (most favorable) or spread 

𝐴𝑗 
𝐵𝑖 𝐵1 

 
𝐵2 

 … 𝐵𝑛 
 

𝐴1 
 

𝑎11 
 

𝑎12 
 … 𝑎1𝑛 

 
𝐴2 

 
𝑎21 

 
𝑎22 

 … 𝑎2𝑛 
 

… … … … … 
𝐴𝑚 

 
𝑎𝑚1 

 
𝑎𝑚2 

 … 𝑎𝑚𝑛 
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over several routes. Demand for transport and, consequently, the company's profit depends on 
what routes in the near future will open by the main competitor - the company B. Its 
management fully controls the situation and can open some of the five routes В1, В2, В3, В4 и and 
В5. Estimates of company A profit (th. Dollars) for any answer of company B provided by the 
payoff matrix: 

𝑃 = �

5 6 4 6 9
6 5 3 4 8
7 6 6 7 5
6 7 5 4 3

� 

 

Let’s define “cautious” strategies for player A. Choosing optimal strategy Ai player A 
should rely on the fact that the player B response to this one of his strategies Bj for which the 
payoff for player A is minimal (player B seeks to " disserve" the player A). 

Let’s denote the smallest winning of player A as αi when he choices strategy Ai for all 
possible strategies of the Player B. It is the smallest number in the i-th line of payoff matrix: 

𝛼𝑖= 𝑚𝑖𝑛𝑗 𝑎𝑖𝑗.Then guaranteed winning of the player A for any strategy of the player B is 
equal to 

𝛼 = 𝑚𝑎𝑥𝑖 𝑚𝑖𝑛𝑗 𝑎𝑖𝑗. 

The value of 𝛼 is called lower value of the game.  

The player B is interested in reducing of the player A winning. Choosing a strategy Bj he 
considers the greatest possible gain for the A  (𝛽𝑗 = max𝑖 𝑎𝑖𝑗). It the largest number in the j-th 
column of the payoff matrix. 

Then a guaranteed losing Player B is equal to 

𝛽 = min𝑗 max𝑖 𝑎𝑖𝑗. 

The value of 𝛽 is called upper value of the game. 

A pair of strategies Ai and Bj gives an optimal solution if and only if the corresponding 
element aij is the largest in its column and the smallest in its row at the same time. Such a 
situation, if it exists, is called saddle point (similar to a saddle surface, which is curved upward in 
the same direction and curved down - in the other) [4]. 

If the game does not have a saddle point, the use of standard (pure) strategies does not 
give the optimal solution of the game. The search for such solutions makes it necessary to apply 
equalizing strategies: pure strategies alternate with some frequency [3]. 

Mixed strategies assume that each player will be randomly selected from valid possible 
pure strategies (but choose them with a certain probability), or partially implemented his pure 
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strategies with defined proportions. Finding these probabilities (or ratios) is the solution of the 
game. Thus, in general terms, the decision of the game is a mixed strategy of players: 

 

 SA=�𝐴1 𝐴2 … 𝐴𝑚
𝑝1 𝑝2 … 𝑝𝑚

�, SB=�𝐵1 𝐵2 … 𝐵𝑛
𝑞1 𝑞2 … 𝑞𝑛

� 

 

Here pi is probability of selecting pure strategy Ai by the player A; qj - probability of 
selecting pure strategy Bj by the player B (see example below). Obviously ∑ 𝑝𝑖𝑖 = ∑ 𝑞𝑗𝑗 =1. 

 

Domination 
 

The difficulty of the matrix games solution increases together with the dimension of the 
payoff matrix. Therefore games with large dimension of the payoff matrix can be simplified to 
reduce their dimension by eliminating duplicate and obviously unfavorable (dominated) 
strategies. 

Definition 1. If all elements of the row (column) of game’s payoff matrix equal to the 
corresponding elements of another row (column), the strategies, corresponding these lines 
(columns) called redundant. 

Definition 2. If all the elements of the game’s payoff matrix row , defining the strategy Ai 
of the player A, is not greater than the relevant elements of the other row, the strategy Ai is called 
dominated (obviously unfavorable). 

Definition 3. If all the elements of the game’s payoff matrix column, defining the strategy 
Bi of the player B, is not less than of the respective elements of another column, the strategy Bi is 
called dominated (obviously unfavorable). 

Rule. The solution of the  matrix game will not change if we deleted the rows and the 
columns of the payoff matrix, corresponding to the redundant and dominated strategies. 

 

Example 2 
 

Simplify payoff matrix of the game: 
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Bj 

Ai 

 

B1 

 

B2 

 

B3 

 

B4 

 

B5 

A1 5 9 3 4 5 

A2 4 7 7 9 10 

A3 4 6 3 3 9 

A4 4 8 3 4 5 

A5 4 7 7 9 10 

 

Table 2. Payoff matrix 5x5 dimension 

 
Solution 
 

One can see from the payoff matrix that the strategy A5 doubles A2 strategy, so any of 
them can be discarded (we discard strategy A5). Comparing term by term strategy of A1 and A4, 
we see that each line item of A4 is not greater than the corresponding line item of A1. Therefore, 
the use by the player A dominating of over A4 strategy A1 always provides winnings,  not less, 
than that which would be obtained when using the strategy A4. Therefore, the strategy A4 can be 
discarded. Thus, we have simplified game with the next payoff matrix: 

 

 

Bj 

Ai 

 

B1 

 

B2 

 

B3 

 

B4 

 

B5 

A1 5 9 3 4 5 

A2 4 7 7 9 10 

A3 4 6 3 3 9 

 

Table 3. Reduced payoff matrix 3x5 dimension 
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From this matrix it can be seen that there are some strategies of the player B which are 
dominant over the other:  B2 is dominant over B3, B4 and B5. Discarding dominated strategies B2, 
B4 and B5, we get the game 3x2, which has the payoff matrix of the form: 

 

Bj 

Ai 

 

B1 

 

B3 

A1 5 3 

A2 4 7 

A3 4 3 

 

Table 4. Reduced payoff matrix 3x2 dimension 

 

In this matrix strategy A3 is dominated by strategies A1 and A2. Discarding strategy A3, 
we finally get a game with the payoff matrix 2x2 (see Tab.4). This game cannot be simplified, it 
should be solved discussed in [1] algebraic method. 

 

Bj 

Ai 

 

B1 

 

B3 

A1 5 3 

A2 4 7 

 

Table 5. Finally reduced payoff matrix 2x2 dimension 

 

Exercise 1 
 

Find the optimal distribution of profits on the routes and the expected profits of transport 
companies in Example 1, making dimensionality reduction. 

Solution 
 

A3>A4 ⇒ A4 can be discarded. Reduced P takes a view 
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𝑃1 = �
5 6 4 6 9
6 5 3 4 8
7 6 6 7 5

�. 

For this matrix B2≥B3 and B1≥B3  ⇒ B1 and  B2  can be discarded. Reduced P1 takes a view 

𝑃2 = �
4 6 9
3 4 8
6 7 5

�. 

For this matrix A1≥A2 ⇒  A2  can be discarded. Reduced P2 takes a view 

𝑃3 = �4 6 9
6 7 5�. 

For this matrix B4≥B3 ⇒ B4  can be discarded. Finally reducing matrix has a view 

𝑃4 = �4 9
6 5�. 

To solve the game with payoff matrix P4 let’s check is it have saddle point first. 

Recall formulas p = 
𝑐−𝑖

𝑎 − 𝑏 + 𝑐 −𝑖
 , q = 

𝑐 − 𝑏
𝑎−𝑏+𝑐−𝑖

, v= 𝑎𝑐 − 𝑏𝑖
𝑎−𝑏+𝑐−𝑖

 for payoff matrix P= 

�𝑎 𝑎
 𝑑 𝑐�  [1]. 

So, p1=
5−6

4−9+5−6
= 1

6
; p3=

5
6

; q3=
5−9

4−9+5−6
= 2

3
; q5= 1

3
 ; v=

20−54
4−9+5−6

= 17
3

.  

 

It means, that company A’s optimal strategy is to allocate about 17% (1/6) to the route A1 
and about 83% (5/6) - to the route A3. In turn, company B’s optimal strategy is to allocate about 
67% (2/3) to the route B3 and about 33% (1/3) – to the route B5. The expected profit of the 
company A is about $5666. 

Exercise 2 
 

Generate Mathematica code, which allow to reduce the dimension of payoff matrix, if 
there is dominate strategies in the game. Use interactive input of data with help of 
InputField command. 

Solution 
 

See file Dimension reduct.nb 

The solution of mxn games. Equivalent problems of Linear Programming 

Theorem 1 If we add (subtract) to all elements of payment matrix the same number C, 
then the optimal mixed strategies of the players do not change, but the price of the game will 
increase (decrease) to the number C. [4] 
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Let’s we have a matrix game mxn dimension without a saddle point which has payoff  
matrix with elements aij. Assume that all winnings aij are positive (this can always be achieved 
due to the theorem 1 by adding to all the elements of the matrix sufficiently large number of C). 

If all the aij are positive, so the value of the game for the optimal strategies is also 
positive, because βνα ≤≤ . 

According to the fundamental theorem of matrix games [3], if payoff matrix has no 
saddle point, there is a pair of optimal mixed strategies SA=(p1, p2, ..., pm) and SB=(q1, q2, ..., qn), 
the use of which provides players receive the win equals value of the game. 

Let us find SA first. For this we assume that player B declined to its optimum mixed 
strategy SB and uses only pure strategies. In each of these cases, the winning player A will not be 
less than v: 
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Dividing the left and right side of each of the inequalities (1) by the positive value of v 
and introducing the notations: 
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we rewrite inequalities (1) in the next view 
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Here x1, x2, ... xm - non-negative variables.  

By the fact that 

          p1+p2+...+pm=1 ,  
 

variables x1, x2, ... xm satisfy the condition  

v
xxx m

1...21 =+++ .      (4) 
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Taking into account that player A seeks to maximize his winning v, we obtain so called 
linear programming problem [5] : find a non-negative values of the variables x1, x2, ... xm such 
that they satisfy the linear constraints - inequalities (3) and minimize a linear function of these 
variables:  

L(x)=x1+x2+ .. .  +xm→ min      (5)  
 

Using the solution of linear programming problem we find the value of the game v and 
the optimal strategy for SA by the formulas 

∑
=

= m

i
ix

v

1

1
,   (6) 

vx
x

xp in

i
i

i
i ⋅==

∑
=1

, mi ,1= .                (7) 

 

Similarly we find the optimal strategy SB of the Player B. Suppose that player A 
renounced his optimal strategy SA and applies only pure strategies. Then losing of the player B in 
each of these cases, will be no greater than v: 
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Dividing the left and right side of each of the inequalities (8) by the positive value of v 
and introducing the notations: 

v
q

y
v
qy

v
qy n

n === ...,;; 2
2

1
1 ,    (9) 

we rewrite inequalities (8) in the view (10) with non-negative variables y1, y2, ..., yn. 
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Basing on the fact, that q1+q2+...+qn=1, one can see that variables y1, y2, ..., yn satisfy 
condition  

v
yyy n

1...21 =+++ .      (11) 

 

Taking into account that player B tries to minimize positive price of v (his loss), we 
obtain the linear programming problem: to find a non-negative values of the variables y1, y2, ..., 
yn such that they satisfy the linear constraints - inequalities (10) and maximize linear function of 
these variables: 

G(y)=y 1+y 2+ . . .  +yn → max  .     (12) 
y1, y2, ..., yn≥0       (13) 

 
The Player B’s optimal strategy SB=(q1, q2, ..., qn) is determined by using the solution of 

the linear programming problem (10), (12)-(13) by the formulas: 

vy
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y
q jn

j
j

j
j ⋅==

∑
=1

,  nj ,1= .     (14) 

 
Thus, the optimal strategies SA=(p1, p2, ..., pm) and SB=(q1, q2, ..., qn) of mxn matrix 

game with the payoff matrix P={aij} can be found by solving a pair of dual linear programming  
 

Problems [5] 
 

Direct (default) problem                                                 Dual problem 
 

( ) ∑
=

=
m

i
ixxL

1
min ,     ∑

=

=
n

j
jyyG

1
)(max , 

            
∑
=

≥
m

i
iij xa

1
1, nj ,1= ;     ∑

=

≤
n

j
jij ya

1
1, mi ,1= ; 

              0≥ix , mi ,1= .      0≥jy , ni ,1= . 

Wherein 

)(max
1

)(min
111

11

yGxLyx
v n

j
j

m

i
i

====

∑∑
==            

njvyqmivxp jjii ,1;;,1; =⋅==⋅=  



Some Algorithms Of Matrix Game Solutions 

Analysis of Applied Mathematics | Volume 8               Page 38  

Example 3 
 

Flatten the next matrix game to the linear programming problem 

 

Bj 

Ai 

 

B1 

 

B2 

 

B3 

A1 1 2 3 

A2 3 1 1 

A3 1 3 1 

 
Solution 
 

1. Since α = 1  is not equal to β=3, then the game has no saddle point. 

2. There is no duplication and dominated strategies in this game. 

3. Mathematical models of a pair of dual problems of linear programming will be as 
follows: 

Initial (direct) problem: 

Find non-negative variables  

х1,х2,х3, 

minimizing function  

L (x)=х1+х2+х3→ min ,  

with restrictions: 

х1+3х2+х3≥ 1; 

2х1+х2+3х3 1; 

3х1+х2+х3 1; 

xi 0, 3,1=i . 

Dual problem: 

Find non-negative variables  

у1,у2,у3,  

maximizing function  

G(y)=y1+y2+y3→ max , 

 with restrictions: 

 y1+2y2+3y3≤ 1; 

3y1+y2+y3 1; 

y1+3y2+y3 1; 

yj 0, 3,1=j . 

 
 

Example 4 
 

Solve the game, given in the previous example with help of Mathematica using 
LinearProgramming, Minimize, FindArgMax , FindMaxValue embedded functions. 

≥

≥

≥

≤

≤

≥
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Solution 
 

See file Lin. prog.nb 

 Exercise 3 
 

Two businessman A and B wish to conclude a tenancy agreement. Businessman A put 4 
rental conditions А1, А2, А3, А4. At the same time, a businessman B may submit 5 variants of his 
claims for payment В1, В2, В3, В4, В5. Results of the expected profit for the company A (thous. 
Dollars) are presented in the matrix (see Table 5). 

Find optimal strategies for both players and the profit estimates for the player A with help 
of Mathematica. 

 

Аi \Bj В1 В2 В3 В4 В5 

А1 10 43 65 34 71 

А2 51 22 88 65 59 

А3 73 48 27 54 53 

А4 72 93 78 70 69 

 

Table 6. Payoff matrix for the game “Rental of premises” 

Solution 
 

1. Since α = 69  is not equal to β=70, so the game has no saddle point. 

2. There is no duplication and dominated strategies in this game. 

3. Mathematical models of a pair of dual problems of linear programming will be as 
follows: 

 
Initial (direct) problem: 

Find non-negative variables  

х1,х2,х3,x4 

minimizing function  

L (x)=х1+х2+х3+х4→ min ,  

 

Dual problem: 

Find non-negative variables  

у1,у2,у3, у4,у5 

maximizing function  

G(y)=y1+y2+y3+y4+y5→ max , 
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with restrictions: 

10х1+51х2+73х3+72х4≥ 1; 

43х1+22х2+48х3+93х4 1; 

65х1+88х2+27х3+78х4 1; 

34х1+65х2+54х3+70х4 1; 

71х1+59х2+53х3+69х4 1; 

xi 0, 4,1=i . 

 with restrictions: 

 10y1+43y2+65y3+34y4+71y5≤ 1; 

51y1+22y2+88y3+65y4+59y5≤ 1; 

73y1+48y2+27y3+54y4+53y5≤ 1; 

72y1+93y2+78y3+70y4+69y5≤ 1; 

yj 0, 5,1=j . 

 

To solve these problems we use the code, generated for the previous exercise (see file Ex. 
3.nb) 
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Introduction 
Cryptography is a science of using mathematics to encrypt and decrypt data. 

Cryptography enables you to store sensitive information or transmit it across insecure network. 
So that it cannot read by anyone except the intended recipient. Cryptography provide the 
confidentiality, integrity, authentication, non-repudiation. Confidentiality is the process of 
maintaining the secrecy of information and data. Confidentiality can be achieved by encryption 
and decryption. The method of disguising plaintext result in such a way as to hide its substance is 
called encryption. Encryption plaintext result in unreadable gibberish called ciphertext. The 
process of reverting ciphertext to its original plaintext is called decryption. Encryption and 
decryption process used mathematical calculation with some shifting and rotating operation with 
or without a key. Cryptography can be divided into three types of algorithm Symmetric key 
algorithm, asymmetric key algorithm and hash function. 
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The primary objective of using cryptography is to provide the following four fundamental 
information security services. Let us now see the possible goals intended to be fulfilled by 
cryptography. 

Confidentiality: Confidentiality is the fundamental security service provided by 
cryptography. It is a security service that keeps the information from an unauthorized person. It 
is sometimes referred to as privacy or secrecy. Confidentiality can be achieved through 
numerous means starting from physical securing to the use of mathematical algorithms for data 
encryption. 

Data Integrity: It is security service that deals with identifying any alteration to the data. 
The data may get modified by an unauthorized entity intentionally or accidently. Integrity service 
confirms that whether data is intact or not since it was last created, transmitted, or stored by an 
authorized user. Data integrity cannot prevent the alteration of data, but provides a means for 
detecting whether data has been manipulated in an unauthorized manner. 

Authentication: Authentication provides the identification of the originator. It confirms 
to the receiver that the data received has been sent only by an identified and verified sender. 
Authentication service has two variants − 

Message authentication identifies the originator of the message without any regard router 
or system that has sent the message. 

Entity authentication is assurance that data has been received from a specific entity, say a 
particular website. 

Apart from the originator, authentication may also provide assurance about other 
parameters related to data such as the date and time of creation/transmission. 

Non-repudiation: It is a security service that ensures that an entity cannot refuse the 
ownership of a previous commitment or an action. It is an assurance that the original creator of 
the data cannot deny the creation or transmission of the said data to a recipient or third party. 
Non-repudiation is a property that is most desirable in situations where there are chances of a 
dispute over the exchange of data. For example, once an order is placed electronically, a 
purchaser cannot deny the purchase order, if non-repudiation service was enabled in this 
transaction. 

Encryption is a process of encoding a message so that only authorized individuals can see 
it. This process is used, not only among businesses and governments, but also by individuals that 
desire to protect personal information from identity theft. Businesses often employ this method 
to secure their corporate secrets and governments utilize it to guard national private information. 
Since only the authorized recipient can easily decode the message, many agencies and 
individuals welcome this method to protect their confidential matters.   



An In-Depth Mathematica Analysis of the Rjindael Cipher and the American Encryption Standard 

Analysis of Applied Mathematics | Volume 8               Page 43  

Recently, Apple received a request from federal judges to help FBI unlock an IPhone 
used by Syed Farook, who was involved in the shootings in San Bernardino. The judges asked 
Apple for technical guidance to help unlock Farook’s iPhone which was disabled after 10 
incorrect password attempts. While Farook’s iPhone was disabled, the data inside his phone was 
completely inaccessible. Apple declined this request. Tim Cook argued that if the Federal Bureau 
of Investigation (FBI) is able to access Farook’s iPhone, the FBI could access other iPhones 
using the same method. The FBI refutes this accusation by saying this is a one- time request. 

This development emphasizes the importance of internet security. Apple, one of the 
largest electronics companies, denied the request from a federal judge in order to protect their 
customer’s private information. This case eventually went to court and Apple steadfastly 
maintained its position, regardless of the possible consequences. In doing this, Apple showed 
how the company values the privacy of their customers and works to secure their data. This 
event can help explain why Rijendel, or AES Encryption, is so important in modern society.  

The AES Encryption Method was created by Joan Daeman and Vincent Rijmen. It was 
labelled as the “Encryption of Electronic Data” by the National Institute of Standards and 
Technology (NIST). The NIST, sensing the DES encryption system was not sufficient enough to 
secure data, held opportunities for the public to create a new encryption system. Rijndael, made 
by Belgian technicians, was selected as the new standard encryption method. It is a symmetric 
key algorithm with very safe and secretive traffics. The algorithm bit sizes vary between 128 bits 
up to 192 and 256 bits. In order to decode the 128 bit AES algorithm, it requires 2^126 
operations which shows the high level of security of this encryption. 

 

History of AES Encryption 

On the second of January 1997, the NIST announced an open, public competition to 
develop the new standard encryption system of the world. Before the NIST made this 
announcement, the Data Encryption Standard (DES) was globally used. This encryption system 
was developed in 1970’s and was chosen as the standard encryption algorithm in 1977.  

For the following nine months after the announcement, there was a total of 15 algorithms 
which were nominated as the candidates for the new encryption system. The 15 candidates were 
CAST-256, CRYPTON, DEAL, DFC, E2, FROG, HPC, LOKI97, MAGENTA, MARS, RC6, 
Rijndael, SAFER+, Serpent, and Twofish. The NIST requested help from the cryptographic 
research community to decide which algorithm was the most suitable for the next encryption 
algorithm.  

The Advanced Encryption Standard (AES) is a symmetric-key block cipher published by 
the National Institute of Standards and Technology (NIST) in December 2001. The minimum 
requirements for the new algorithm was a block cipher that would support a block size of 128 
bits and key sizes of 128, 192, and 256 bits. After holding two AES Candidate Conferences, the 
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NIST along with the cryptographic research community eliminated all the unsuitable candidates 
for the competition. The NIST announced the five final candidates for the new algorithm: 
MARS, RC6, Rijndael, Serpent, and Twofish. The evaluations for these final applicants were 
divided into three categories: security, cost, and algorithm and implementation characteristics.  

Security was the most critical section in the evaluation. It sought safety features such as 
the resistance of the algorithm to cryptanalysis, soundness of it mathematical basis, randomness 
of the algorithm output, and relative security as compared to other candidates. Having the most 
secure algorithm was crucial for the new algorithm system because the fundamental purpose of 
the encryption system is to secure the stored information. Moreover, many of the users will not 
be able to trust the system if the security is not qualified. 

The next evaluation to be considered was cost. The cost was a significant factor in the 
evaluation process because the NIST wanted to provide the new AES algorithm worldwide on a 
royalty- free basis. Algorithms that create too much of an economic burden were deemed 
unsuitable by the NIST and were removed from the final selection.  

Lastly, the algorithm characteristics were taken into consideration during the final 
evaluation conducted by the NIST. First, the speed of the encryption system when using diverse 
platforms was considered. In the first round, the emphasis was on the speed in 128- bit keys and 
much money it would cost in regards to the amount of memory used. The next round was judged 
on the hardware implementations as well as the speed in the 192 and 256 bits’ key sizes. The 
ability to handle key and block sizes as well as the implementation capability in stream cipher 
was also part of the final consideration. The algorithms must be applied both in hardware and 
software. Therefore, the solution would be considered meritorious if the firmware 
implementations were efficient.  

After having considered all of these features necessary for the new encryption system, 
Rijndael was chosen as the Advanced Encryption Standard. 

 

Mathematical Preliminaries 
 

In this section we will discuss mathematical terms and concepts used in Rijndael. The 
reader confident in his/her own mathematics knowledge can skip this section and return here 
when necessary [3]: 

Definition 3.1 Commutative ring is a non-empty set A endowed with two binary operations: + 
(addition), ⋅ (multiplication), that obey following laws: 

Ring is an abelian group with respect to addition: 
1. (a+b)+c=a+(b+c)    ∀a,b,c∈A—associativity of addition. 

2. a+b=b+a    ∀a,b∈A—commutativity of addition. 
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3. There exists an identity element of A called zero (0), such that addition of any 
element a with zero produces a: ∀a∈A    a+0=a 

4. For any element a there exists inverse element: ∀a∈A ∃(−a):a+(−a)=0. 

Ring is a monoid with respect to multiplication: 
1. (a⋅b)⋅c=a⋅(b⋅c)    ∀a,b,c∈A—associativity of multiplication. 

2. a⋅b=b⋅a    ∀a,b∈A—commutativity of multiplication. 

3. There exists an identity element of A called unit (1), such that multiplication of 
any element a with unit produces a: ∀a∈A    a⋅1=a 

Multiplication is distributive with respect to addition: 

 a⋅(b+c)=(b+c)⋅a=(a⋅b)+(a⋅c)    ∀a,b,c∈A. 

Binary operations:  

 

are the functions that operate by combining two elements of A to produce an element of 
A. They are often written in infix form of a+b, not + (a,b), which is used in most of the function. 

Moreover, in this piece, the word “ring” will represent “commutative ring” and 
symbol of multiplication will be omitted. For instance, a⋅b will be described as ab. 

Some examples of rings are Z (integer numbers), Q (rational numbers), R (real numbers), 
n (rings of integers modulo), K[x] (polynomial rings), K[[x]] (formal power series), etc.  

In addition, readers should note that –a represents the whole symbol. This symbol is not 
doing “minus” operation to element a. The concept of subtraction is symbolized in terms of 
inverse elements. Subtracting b from a means adding (-b) to a, which can be drawn as a-b = a+ (-
b). 

 

Definition 3.2 An element a of ring A is called invertible, if it has multiplicative inverse: 
∃b∈A:a⋅b=1. Multiplicative inverse of a is denoted as . For instance, there are two invertible 
elements, 1 and -1, in ring Z. 

Definition 3.3 Field is a commutative ring where 0≠1 and every nonzero element is invertible. 

Illustrations of fields: Q (rational numbers), R (real numbers), C (complex numbers). 
Integer numbers do not form a field. Elements of fields act like usual numbers, for instance 
rational numbers or real numbers. For example, these facts are true: 
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1.  a⋅0=0 for any element a. 

2.  Fields have no zero divisors: from ab=0 it follows, that a=0 or b=0. 

Theorem 3.1.  

Let a,b be elements of a field F. If ab=0, then a=0 or b=0 (or both). 

Proof: If both a and b are not invertible, then both of them are equal to zero. Suppose one 
of them is invertible, for example a. 

Then multiply identity ab=0 by 𝑎−1: 

 

𝑎−1 · 𝑎𝑎 = 𝑎−1 · 0 
(𝑎−1𝑎)𝑎 = 0 

1 · 𝑎 = 0 
𝑎 = 0 

 

Proving the first statement from above. 

Using properties we get: 0a = (0+0)a=0a+0a, therefore 0a-0a=0a, that is equivalent to 
0a=0. 

Fields are often categorized by the number of elements they have. When a field has finite 
number of elements, it is often referred as finite or Galois field, while when a field has infinitely 
many number of elements, it is addressed as an infinite field. However, occasionally there are 
fields that does not act in usual way. For instance, in a field GF(3), 1+1+1 is 0. 

Definition 3.4 Characteristic of a field is the smallest positive number n, such that 

  
If there is no such number n, then characteristic is defined to be zero. 
 
Theorem 3.2 If a field has finite characteristic n, then n is necessarily a prime number. 

One can easily prove the theorem oneself.  

Any finite field, which has finite number of elements, has 𝑝𝑛 number of elements, where 
p represents a prime number and n is a some integer that is greater than zero. This field can be 
written as GF(𝑝𝑛). It has characteristic p. Finite fields that contain same number of elements are 
isomorphic, which is distinct in their appearance but formulates algebraic complex.  
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Since the modular arithmetic of 𝑍𝑛 will appear a lot, one should be accustomed to this 
ring. Elements of this ring are “remainders” after the integers were divided by n. If n is a 
prime number, then the field can be interchangeably written as 𝑍𝑛, GF(n), 𝐹𝑛. Moreover, one can 
identify a structure of a field on some of the set A by stating its multiplication and addition table. 
For instance, in GF(3), there are three elements that are described by a, b, c:  

  

+ A B C 

A A B C 

B B C A 

C C A B 

 

· a b C 

a a a A 

b a b C 

c a c B 

 

 

Since one can ascertain that the field laws are fulfilled, A with these operations is 
certainly a field. This field is isomorphic, which is aforementioned above, to any other field that 
contains 3 elements. This field can also be written with 0, 1, 2, instead of a, b, c, and GF(3) 
becomes a field of integers modulo 3. The table looks like:  

You can ensure, that the field laws are satisfied, so A with these operations is indeed a 
field. As it’s been already said, that field is isomorphic to any other field with 3 elements. 
Actually instead of symbols a, b, c we could use 0, 1, 2 and GF(3) is just a field  of integers 
modulo 3 where the tables look like: 

 

+ 0 1 2 

0 0 1 2 

1 1 2 0 

2 2 0 1 

 

· 0 1 2 

0 0 0 0 

1 0 1 2 

2 0 2 1 
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Definition 3.5 Polynomial over field F is an expression 𝑎0 + 𝑎1𝑥 + 𝑎2𝑥2+. . . +𝑎𝑛𝑥𝑛, where all 
coefficients 𝑎𝑖are from field F. Addition and multiplication of polynomials are defined as usual, 
you expand the parentheses and reduce the common terms. 

For instance: (2𝑥 + 3𝑥2) · (1 + 𝑥) = 2𝑥 + 3𝑥2 + 2𝑥2 + 3𝑥3 = 2𝑥 + 5𝑥2 + 3𝑥3. 
 

Theorem 3.3 Polynomials over a field form a ring. 

When determining the degree of a polynomial equation, it is identified by the highest 
degree of its nonzero terms. For example, the degree of 𝑥2 + 𝑥5 is 5 and the degree of 3 + 0𝑥2is 
0. Also, the degree of a polynomial f can be referred as deg f. 

Just like as integers, it is possible for one to identify modulo operation on polynomial 
ring. For two polynomials f and g, there are unique polynomials q and r, such that:  

         f=gq+r, 

where deg r < deg g. Polynomial q is a quotient and r is a remainder. 

In the modulo ring, a ring of “remainders” of division can be defined by a given 
polynomial f, which can also be referred as reduction polynomial. Since all of the ring is 
composed of polynomials that are in lower degree than f, therefore choosing f as the degree, this 
ring becomes a field.   

 

Definition 3.6 Polynomial f over field F is said to be irreducible, if there are no polynomials g, h 
over F with degrees greater than zero, such that f=gh. 

For example, 𝑥2 + 1is irreducible over R, but it is reducible over C, as we can decompose 
it as (𝑥 + 𝑖)(𝑥 − 𝑖). 

 
Theorem 3.4 If f is an irreducible polynomial, then the ring of “remainders” of division by f is a 

field. 

For a finite field GF(𝑝𝑛), field of polynomials modulo some polynomial f  is determined 
as a canonical representation of the field.  

Now, consider the field as a field of polynomials over GF(2) modulo f=𝑥2 + 2𝑥 +
1Wrting out all the polynomials from this field by 0, 1, x, x+1, the table for this field is created 
like this: 
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+ 0 1 x x+1 

0 0 1 x x+1 

1 1 0 x+1 X 

x X x+1 0 1 

x+1 x+1 X 1 0 

 

· 0 1 x x+1 

0 0 0 0 0 

1 0 1 x x+1 

x 0 x x+1 1 

x+1 0 x+1 1 x 

 

 

For example: (𝑥 + 1)(𝑥 + 1) = 𝑥2 + 2𝑥 + 1 = 𝑥2 + 1. One should not forget that 
coefficients are derived from GF(2), where 2=0).  

Therefore, 𝑥2 + 1 equals x modulo 𝑥2 + 𝑥 + 1.  

For instance, (𝑥 + 1)(𝑥 + 1) = 𝑥2 + 2𝑥 + 1 = 𝑥2 + 1. (Don’t forget, coefficients are 
from GF(2), where 2=0). And  𝑥2 + 1equals x modulo 𝑥2 + 𝑥 + 1. 

Further we will need to consider polynomials representing field  GF(28) modulo 𝑥8 +
𝑥4 + 𝑥3 + 𝑥 + 1. They are just polynomials of   not greater than 7 with coefficients either 1 or 0. 

 

Description of Rijndael 

1. Background 
This section will depict the specification of Rijndael and how it would be administered in 

Wolfram Mathematica language. Even though Mathematica is a high- level language that was 
originally not formulated for low-level operations, Rijndael description often utilizes them. 
Many of the users will be able to experience the advantages of Mathematica and its built in 
packages. 

 The codes written on this paper is not an efficacious way for implementing Rijndael, but 
rather as an educational purpose. Do not copy verbatim code from the codes snippets, since some 
characters couldn’t be copied right to the Wolfram notebook. In addition, we will use CamelCase 
for functions in the Wolfram notebook and decimal representation of bytes. For instance, integer 
255 represents byte 11111111. 
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2. AES Rijndeal Algorithm 
Rijndael is a key-iterated block cipher, which is a type that the input for the cipher is 

divided into blocks of predefined size via the repeated application of an invertible transformation 
known as the round function.  

Unencrypted data is called plaintext and the encrypted data is called ciphertext. The data 
does not always have to be in the form of text; it just has to be anything translatable into series of 
bytes.  

In Rijndael, the input and output data are one-dimensional arrays of bytes. During 
encryption, the input is a plaintext block and a master key: it can also be referred as cipher key, 
or just key, if there is no confusion with “round key”.  The output is called a ciphertext block. 
During decryption, the input would be a ciphertext block and a master key, while the output is a 
cipher text block, which is the opposite of encryption. 

Number of rounds the encryption system can have depends on the key length. The 
number of rounds can be 10 for 128-bit key, 12 for 196-bit key, and 14 for 256-bit key. 
Originally, the block length developed by Advanced Encryption Standard was always 128 bits 
long, however, in early specification of Rijndael algorithm block size, it could vary. 

AES is a symmetric block cipher. This means that it uses the same key for both 
encryption and decryption. The Rijndael algorithm allows the block and key size of 128, 160, 
192, 224, 256 bits. However, the AES standard states that the algorithm can only accept a block 
size of 128 bits and a choice of three keys - 128,192,256 bits. Rijndael was designed to have the 
following characteristics:  

 Resistance against all known attacks.  

 Speed and code compactness on a wide range of platforms.  

 Design Simplicity.  
 

3. Encryption 
Workings of a Round  

The algorithm begins with an Add round key stage followed by 9 rounds of four stages 
and a tenth round of three stages. This applies for both encryption and decryption with the 
exception that each stage of a round the decryption algorithm is the inverse of its counterpart in 
the encryption algorithm.  

The four stages are as follows: 

 Substitute bytes  
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 Shift rows  

 Mix Columns  

 Add Round Key 

Core steps for encryption can be written as: 

1. Obtaining the state 

2. Key schedule 

3. Initial round 

  (a) AddRoundKey(state, round key) 

4. Ordinary rounds 

  (a) SubBytes(state) 

  (b) ShiftRows(state) 

  (c) MixColumns(state) 

  (d) AddRoundKey(state, round key) 

5. Final round 

  (a) SubBytes(state) 

  (b) ShiftRows(state) 

  (c) AddRoundKey(state, round key) 

We will discuss the steps of algorithm, but not in the order listed above.  

It would be easy detect that the difference between “ordinary” round and the final round 
is the absence of MixColumn step. 

 

4. Obtaining the State 
A total of 16 bytes (4 by 4 array) are called Rijndael operations and they are arranged in 

to a matrix form. Rijndael operations are defined to act on a “state” which is 4 by 4 array of 
bytes. 

Let’s denote 16 bytes of the plaintext by 𝑎1𝑎2 …𝑎16. These bytes arranged into a matrix 
(further the word matrix will be used to denote a two-dimensional array) in a following way: 
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𝐴 = [

𝑎1 𝑎5 𝑎9 𝑎13
𝑎2 𝑎6 𝑎10 𝑎14
𝑎3 𝑎7 𝑎11 𝑎15
𝑎4 𝑎8 𝑎12 𝑎16

]. 

The following is a rule according to 𝑎𝑖𝑗 an element of A in ith row and jth column. 

𝑎𝑖𝑗 = 𝑎𝑖+4𝑗, where 1≤i≤4 and 0≤j≤3 

Wolfram Mathematica code arranges first 16 elements of a list into a matrix. 

State[list_] := Table[list[[i + 4*j]], {i, 1, 4}, {j, 0, 3}] 

After the final encryption, the resulting state a has a following order: 

𝑐𝑖 = 𝑎𝑖𝑚𝑖𝑖4,𝑖 4⁄   

5. Ordinary rounds 
5.1. SubBytes 
The Subytes step is the only non-linear transformation that treats every byte as a 

polynomial with the finite field GF(28) element with  𝑥8 + 𝑥4 + 𝑥3 + 𝑥 + 1 polynomial used for 
modulo reduction. 

SubBytes consists of taking a multiplicative inverse of a polynomial and an affine 
transformation where an inverse of a byte b with coefficients are used1. 

So, we take a byte b, treat it as polynomial, find its inverse 𝑐 = 𝑎−1with coefficients 
𝑐0, 𝑐1, . . . , 𝑐7, afterwards affine transformation is used as follows: 

 

SubBytes(b)=[

1 0 0 0 1 1 1 1
1 1 0 0 0 1 1 1
1 1 1 0 0 0 1 1
1 1 1 1 0 0 0 1
1 1 1 1 1 0 0 0
0 1 1 1 1 1 0 0
0 0 1 1 1 1 1 0
0 0 0 1 1 1 1 1

][

𝑐0
𝑐1
𝑐2
𝑐3
𝑐4
𝑐5
𝑐6
𝑐7

]+[

1
1
0
0
0
1
1
0

]. 

                                                           
1 Affine transformation F of a vector v (in our case it’s just polynomial over finite field) is a 
composition of a linear transformation with an addition of some vector b: F(v)=A(v)+b. This 
equation indicates a multiplication of the vector v with matrix A and results with some vector b. 
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Extended Euclidean algorithm is used to fine multiplicative inverses for Wolfram 
Mathematica. 

Wolfram code: 

The function computes the multiplicative inverse of the polynomial p(x) modulo chosen 
polynomial 𝑥8 + 𝑥4 + 𝑥3 + 𝑥 + 1. For instance, the inverse of the polynomial 𝑥4 + 𝑥 + 1is the 
polynomial 𝑥6 + 𝑥3 + 𝑥 + 1. One can ensure by multiplying: 

(𝑥4 + 𝑥 + 1) · (𝑥6 + 𝑥3 + 𝑥 + 1) = 1 + 2𝑥 + 𝑥2 + 𝑥3 + 2𝑥4 + 𝑥5 + 𝑥6 + 2𝑥7 + 𝑥10 =
= 1 + 𝑥2 + 𝑥3 + 𝑥5 + 𝑥6 + 𝑥10 = 1(𝑚𝑜𝑑𝑥8 + 𝑥4 + 𝑥3 + 𝑥 + 1)

 

CoefficientList indicates a list of coefficients of a polynomial and the 
InversePolynomial function expects the input to be a polynomial. 

Creating PolynomialFromByte, which takes a byte and returns a polynomial. 

PolynomialFromByte[byte_] := 
 x^Range[0,7].Reverse[PadLeft[IntegerDigits[byte,2],8]] 
 

So, SubBytes function looks as follows: 

 

SubBytes[p_]:=Part[FromDigits[Mod[( 

[

1 0 0 0 1 1 1 1
1 1 0 0 0 1 1 1
1 1 1 0 0 0 1 1
1 1 1 1 0 0 0 1
1 1 1 1 1 0 0 0
0 1 1 1 1 1 0 0
0 0 1 1 1 1 1 0
0 0 0 1 1 1 1 1

].  

Reverse[CoefficientList[InversePolynomial[p],x,8]]+([

1
1
0
0
0
1
1
0

]),2],2],1] 

Composing SubBytes with PolynomialFromByte together provides a function that takes 
byte, returns and produces its inverse.   

For instance, SubBytes[PolynomialFromByte[3]] produces 123. 
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In further text function SubBytes is exactly the composition from above, so it takes bytes 
and returns bytes. 

Rather than writing the inverse and affine transformation functions for every process, a 
precomputed substitution table (called S- box) can be applied for all bytes. 

Creating such a table. 

Table[SubBytes[PolynomialFromByte[i+j]],{i,0,15},{j,0,15}] 

Usually that table is represented in hexadecimal and it looks like: 

 

 

5.2. ShiftRows 
At the step ShiftRows, every row is shifted 0to the left with a following rule: 

Schematically the transformation could be viewed as: 

 [

𝑎 𝑎 𝑐 𝑑
𝑒 𝑓 𝑔 ℎ
𝑖 𝑗 𝑘 𝑙
𝑚 𝑛 𝑜 𝑝

] → [

𝑎 𝑎 𝑐 𝑑
𝑓 𝑔 ℎ 𝑒
𝑘 𝑙 𝑖 𝑗
𝑝 𝑚 𝑛 𝑜

] 

Implementing ShiftRows function in Wolfram Mathematica. 
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ShiftRows[state_] := Module[{m = state}, 

  m[[2]] = RotateLeft[state[[2]],1]; 

  m[[3]] = RotateLeft[state[[3]],2]; 

m[[4]] = RotateLeft[state[[4]],3]; m] 

 

5.3. MixColumns 
In the MixColumns, the column with four bytes is treated as a polynomial over GF(28)2 

and it can be multiplied by a fixed polynomial, 𝑐(𝑥) = 0𝑥03 · 𝑥3 + 𝑥2 + 𝑥 + 0𝑥02, where the 
coefficients are treated as elements of GF and multiplication is reduced modulo 𝑥4 + 1..  

Polynomial c(x) ensures that MixColumns operation is also invertable by the fact that it is 
coprime to 𝑥4 + 1. It ensures that MixColumns operation is invertible and ciphertext can be 
decrypted in the only right way. 

Multiplication can be written as matrix multiplication. Let’s denote 

𝑎(𝑥) = 𝑐(𝑥) · 𝑎(𝑥)𝑚𝑜𝑑(𝑥4 + 1), 

Then 

[

𝑎0
𝑎1
𝑎2
𝑎3

] = [

0𝑥02 0𝑥03 0𝑥01 0𝑥01
0𝑥01 0𝑥02 0𝑥03 0𝑥01
0𝑥01 0𝑥01 0𝑥02 0𝑥03
0𝑥03 0𝑥01 0𝑥01 0𝑥02

][

𝑎0
𝑎1
𝑎2
𝑎3

]. 

For this step Mathematica’s package “FiniteFields” fits perfectly. An element of GF(28), 
for example the polynomial  𝑥5 + 𝑥3 + 𝑥in this package is defined as: 

GF[2,{1,1,0,1,1,0,0,0,1}][{0,1,0,1,0,1,0,0}]. 

In this package, 2 denotes the characteristic of the field and two lists, {1,1,0,1,1,0,0,0,1} 
and {0,1,0,1,0,1,0,0}, denote the coefficients of the reducing polynomials and list of coefficients 
of considered polynomials, respectively.  

To implement this step, translating hexadecimal values 0x02, 0x03, 0x01 to 
Mathematica’s finite field elements and doing the same job with values 𝑎0,𝑎1,𝑎2,𝑎3 is required. 
After this translation of the ordinary matrix multiplication, it would produce the result we 
desired.  

Implementing ShiftRows function  

                                                           
2 Don’t mix up with polynomials over GF(2), coefficients of a polynomial over GF(28) can be 
themselves treated as polynomials over GF(2). 
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ShiftRows function can be done by using ToElementCode and FromElementCode 
functions, which are the package from FiniteFields. 

SetFieldFormat[GF[2,{1,1,0,1,1,0,0,0,1}], FormatType -> FullForm]; 

one = GF[2,{1,1,0,1,1,0,0,0,1}][{1}]; 

two = GF[2,{1,1,0,1,1,0,0,0,1}][{0,1}]; 

three = GF[2,{1,1,0,1,1,0,0,0,1}][{1,1}]; 

MixColumn[column_] := ( { 

    {two, three, one, one}, 

    {one, two, three, one}, 

    {one, one, two, three}, 

    {three, one, one, two}}) 

    .(FromElementCode[GF[2, {1,1,0,1,1,0,0,0,1}],#]&/@column) 

MixColumns[state_] := Module[{m = state}, 

  m[[All, 1]] = ToElementCode[#] & /@ MixColumn[state[[All, 1]]]; 

  m[[All, 2]] = ToElementCode[#] & /@ MixColumn[state[[All, 2]]]; 

  m[[All, 3]] = ToElementCode[#] & /@ MixColumn[state[[All, 3]]]; 

  m[[All, 4]] = ToElementCode[#] & /@ MixColumn[state[[All, 4]]]; m] 

 

Expand (𝑐0 + 𝑐1𝑥 + 𝑐2𝑥2 + 𝑐3𝑥3 ) · (𝑎0 + 𝑎1𝑥 + 𝑎2𝑥2 + 𝑎3𝑥3)and reduce the result modulo 
𝑥4 + 1. The answer should be wrriten as a matrix form. 

Expanding gives us following: 

(𝑐0 + 𝑐1𝑥 + 𝑐2𝑥2 + 𝑐3𝑥3) · (𝑎0 + 𝑎1𝑥 + 𝑎2𝑥2 + 𝑎3𝑥3) =
𝑎3𝑐3𝑥6 + 𝑥5(𝑎3𝑐2 + 𝑎2𝑐3) + 𝑥4(𝑎3𝑐1 + 𝑎2𝑐2 + 𝑎1𝑐3) + 𝑥3(𝑎3𝑐0 + 𝑎2𝑐1 + 𝑎1𝑐2 + 𝑎0𝑐3) +

+𝑥2(𝑎2𝑐0 + 𝑎1𝑐1 + 𝑎0𝑐2) + 𝑥(𝑎1𝑐0 + 𝑎0𝑐1) + 𝑎0𝑐0
. 

Modulo 𝑥4 + 1it's the same as: 

𝑥3(𝑎3𝑐0 + 𝑎2𝑐1 + 𝑎1𝑐2 + 𝑎0𝑐3) + 𝑥2(𝑎2𝑐0 + 𝑎1𝑐1 + 𝑎0𝑐2 − 𝑎3𝑐3) +
+𝑥(𝑎1𝑐0 + 𝑎0𝑐1 − 𝑎3𝑐2 − 𝑎2𝑐3) + 𝑎0𝑐0 − 𝑎3𝑐1 − 𝑎2𝑐2 − 𝑎1𝑐3

 

Remind yourself that adding and subtracting produces same results for characteristic 2. 
Finally we get:  

𝑥3(𝑎3𝑐0 + 𝑎2𝑐1 + 𝑎1𝑐2 + 𝑎0𝑐3) + 𝑥2(𝑎2𝑐0 + 𝑎1𝑐1 + 𝑎0𝑐2 + 𝑎3𝑐3) +
+𝑥(𝑎1𝑐0 + 𝑎0𝑐1 + 𝑎3𝑐2 + 𝑎2𝑐3) + 𝑎0𝑐0 + 𝑎3𝑐1 + 𝑎2𝑐2 + 𝑎1𝑐3

 

On the other hand, let's compute the result of matrix multiplication: 
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[

𝑐0 𝑐3 𝑐2 𝑐1
𝑐1 𝑐0 𝑐3 𝑐2
𝑐2 𝑐1 𝑐0 𝑐3
𝑐3 𝑐2 𝑐1 𝑐0

][

𝑎0
𝑎1
𝑎2
𝑎3

] = [

𝑎0𝑐0 + 𝑎3𝑐1 + 𝑎2𝑐2 + 𝑎1 + 𝑐3
𝑎1𝑐0 + 𝑎0𝑐1 + 𝑎3𝑐2 + 𝑎2𝑐3
𝑎2𝑐0 + 𝑎1𝑐1 + 𝑎0𝑐2 + 𝑎3𝑐3
𝑎3𝑐0 + 𝑎2𝑐1 + 𝑎1𝑐2 + 𝑎0𝑐3

] 

It is apparent to observe that coefficients of the resulting polynomial equal to the 
elements of the resulting matrix multiplication. 

 

5.4. AddRoundKey 
This step is the simplest one. For every round, a round key obtained from the master key 

during key schedule process is present. This process will be discussed in the next section of the 
paper 

For right now, assuming that researchers got the 128- bit round key, the action of 
AddRoundKey is the state combined with round key using bitwise XOR operation. If the 
researchers have the state of matrix B with entries 𝑎𝑖𝑗, and the round key has matrix R with 
entries 𝑟𝑖𝑗, the resulting state is is matrix A with entries 𝑎𝑖𝑗 = 𝑎𝑖𝑗 ⊕ 𝑟𝑖𝑗 that denotes XOR 
operation. 

AddRoundKey=[

𝑎11 𝑎12 𝑎13 𝑎14
𝑎21 𝑎22 𝑎23 𝑎24
𝑎31 𝑎32 𝑎33 𝑎34
𝑎41 𝑎42 𝑎43 𝑎44

] ⊕ [

𝑟11 𝑟12 𝑟13 𝑟14
𝑟21 𝑟22 𝑟23 𝑟24
𝑟31 𝑟32 𝑟33 𝑟34
𝑟41 𝑟42 𝑟43 𝑟44

] = 𝐵 ⊕𝑅 

In Wolfram language that operation is named BitXor. 
 

6. Key Schedule 
For ease, we will depict the case of 128- bit key, therefore the number of rounds is 10. 

The other cases are similar to this, but have slight differences. For the encryption of one block, 
there needs to be 11 round keys: 1 for initial round, 9 for “ordinary” rounds and 1 for the final 
round. Each round key’s length is 128 bits.  

The master key bytes 𝑧1, 𝑧2, . . . , 𝑧16should be arranged into a square matrix in the same 
way as bytes of the plaintext form the initial state: 

𝑍 = [

𝑧1 𝑧5 𝑧9 𝑧13
𝑧2 𝑧6 𝑧10 𝑧14
𝑧3 𝑧7 𝑧11 𝑧15
𝑧4 𝑧8 𝑧12 𝑧16

]. 
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Since key schedule additional columns are added to the matrix, the resulting matrix has 
44 columns. The columns that are added are recursively defined in terms of previously defined 
columns. Individual column all depends on the former column, on column 4 positions earlier, 
and on the round constants. ith column will be denoted as  𝑐𝑖 and initiate the counting columns 
from zero. 

Column 𝑐𝑖with number that is not a multiple of 4 is obtained by XORing columns 
𝑐𝑖−1and 𝑐𝑖−4. For example, 

𝑐9 = 𝑐8 ⊕ 𝑐5 

Column 𝑐4𝑗with number being the multiple of 4 is obtained by XOR’ing the column 
𝑐4(𝑗−1)and the modified previous column 𝑓(𝑐4𝑗−1). Function f at first modifies all bytes of the 
column by SubBytes function: 

[

𝑎
𝑎
𝑐
𝑑

] → [

𝑆𝑆𝑎𝐵𝑆𝑆𝑒𝑆(𝑎)
𝑆𝑆𝑎𝐵𝑆𝑆𝑒𝑆(𝑎)
𝑆𝑆𝑎𝐵𝑆𝑆𝑒𝑆(𝑐)
𝑆𝑆𝑎𝐵𝑆𝑆𝑒𝑆(𝑑)

]. 

After the previous step, the column is vertically rotated by one position down: 

[

𝑆𝑆𝑎𝐵𝑆𝑆𝑒𝑆(𝑎)
𝑆𝑆𝑎𝐵𝑆𝑆𝑒𝑆(𝑎)
𝑆𝑆𝑎𝐵𝑆𝑆𝑒𝑆(𝑐)
𝑆𝑆𝑎𝐵𝑆𝑆𝑒𝑆(𝑑)

] → [

𝑆𝑆𝑎𝐵𝑆𝑆𝑒𝑆(𝑎)
𝑆𝑆𝑎𝐵𝑆𝑆𝑒𝑆(𝑐)
𝑆𝑆𝑎𝐵𝑆𝑆𝑒𝑆(𝑑)
𝑆𝑆𝑎𝐵𝑆𝑆𝑒𝑆(𝑎)

] 

After the rotation, the resulting column is XORed with round constant column, which is 
also referred as RCC. Its entries are written as:  

[

𝑅𝑅(𝑗)
0𝑥00
0𝑥00
0𝑥00

]. 

The first byte is the only non- zero one in the column. The value of RC(j) can be found 
through defining recursively. It looks like: 

RC(1)=0x01 

RC(2)=0x02 

RC(j)=0x02⋅RC(j−1). 
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After summing up all the modifications, the researchers can write: 

 𝑐4𝑗 = 𝑐4(𝑗−1) ⊕𝑅𝑜𝑆𝑎𝑆𝑒(𝑆𝑆𝑎𝐵𝑆𝑆𝑒𝑆(𝑐4𝑗−1)) ⊕𝑅𝑅𝑅(𝑗) 

The round key for the ith round is obtained by taking 𝑐4𝑖, 𝑐4𝑖+1, 𝑐4𝑖+2, 𝑐4𝑖+3columns. The 
index of the initial round is 0, while the index of a final round is 10. 

Now, if we want to create the function that makes the expanded keys, consisting of 44 
columns, then we will need a function to insert columns to a matrix: 
 

InsertColumn[matrix_, position_, column_] := 

Transpose[Insert[Transpose[matrix], column, position]] 

 

Next we need RCC function. 

Creating RCC function. 

RC[i_] := 

 If[i == 1, GF[2,{1,1,0,1,1,0,0,0,1}][{1}], 

  If[i == 2, GF[2,{1,1,0,1,1,0,0,0,1}][{0,1}], RC[2]*RC[i-1]]] 

RCC[i_] := {ToElementCode[RC[i]], 0, 0, 0} 

 

After that is done, we will create function ModifyKeystate to insert a single column into 
expanded key. It may be done like this: 

 

ModifyKeystate[keystate_, i_] := 

 InsertColumn[keystate,i, 

  If[Mod[i(*@-@*)1,4] != 0, 

   BitXor[keystate[[All,i-1]],keystate[[All,i-4]]], 

   Flatten[ 

    BitXor[keystate[[All,i-4]], 

     RotateLeft[ 

      Map[SubBytes, Map[PolynomialFromByte,keystate[[All,i-1]]]]], 

      RCC[Quotient[i-1,4]]]]]] 

 

Finally, we get ExpandKey function: 

ExpandKey[keystate_]:=Fold[ModifyKeystate,keystate,Range[5,44]] 

Round keys are successively taken 4 columns of the expanded key. 
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7. Final Round 

As it was stated earlier, the only difference between final and “ordinary” round is the 
absence of MixColumn step. 

8. Encryption 

Now, the researchers got all prerequisites for the encryption. The experiments will 
proceed by encrypting one of the test values provided by authors of algorithm. 

 Key (in hexadecimal): “ffffffffffffffffffffffffffffffff”. 

 Data to encrypt: "00000000000000000000000000000000" 

Encrypt data with given key. 

At first, let's define some helper functions: 

DoRound[state_,roundkey_] := 

 BitXor[MixColumns[ShiftRows[Map[SubBytes,state,{2}]]],roundkey] 

FinalRound[state_,roundkey_] := 

 BitXor[ShiftRows[Map[SubBytes,state,{2}]],roundkey] 

Input data and key: 

key = Interpreter["HexInteger"] /@ Table["ff", {i, 16}]; 
data = Interpreter["HexInteger"] /@ Table["00", {i, 16}]; 
keystate = State[key]; 
datastate = State[data]; 

The process of encryption: 

expanded = ExpandKey[keystate]; 

initstate = BitXor[datastate, keystate]; 

state = Fold[DoRound, initstate, 

   Table[expanded[[All,4*i+1;;4*i+4]],{i,1,9}]]; 

finalkey = 

  Table[expanded[[All,4*i+1;;4*i+4]],{i,0,10}][[11]]; 

  BaseForm[FinalRound[state, finalkey] // MatrixForm, 16] 

That gives us output (displayed in decimal): 

[

161 135 137 56
246 125 100 191
37 95 72 201

140 205 69 44

] 
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9. Decryption 

A short overview of decryption process. Decryption is done by similar steps in reverse 
order: 

1. Key schedule 

2. Inverse final round 

  (a) InvAddRoundKey(state, round key) 

  (b) InvShiftRows(state) 

  (c) InvSubBytes(state) 

3. Inverse ordinary rounds 

  (a) InvAddRoundKey(state, round key) 

  (b) InvMixColumns(state) 

  (c) InvShiftRows(state) 

  (d) InvSubBytes(state) 

4. Inverse initial round 

  (a) InvAddRoundKey(state, round key) 
 

 

9.1. Key Schedule 

As the algorithm is symmetric, same round keys are used in reversed order for 
decryption. This means, inverse initial round that is done last uses the master key. 

9.2. InvAddRoundKey 

This step is identical to AddRoundKey, as XOR operation is inverse to itself. 

9.3. InvAddRoundKey 

At that step rows shifting is reversed: 

 

[

𝑎 𝑎 𝑐 𝑑
𝑓 𝑔 ℎ 𝑒
𝑘 𝑙 𝑖 𝑗
𝑝 𝑚 𝑛 𝑜

] → [

𝑎 𝑎 𝑐 𝑑
𝑒 𝑓 𝑔 ℎ
𝑖 𝑗 𝑘 𝑙
𝑚 𝑛 𝑜 𝑝

] 
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9.4. InvSubBytes 

For this step, the researchers need to do the inverse affine transformation and take a 
multiplicative inverse. It is usually done by incorporating precomputed inverse S- Box, like 
given below: 

 
 

9.5. InvMixColumns 

This step is done just like the direct MixColumns with the multiplication matrix 
changed to this: 

[

0𝑥0𝑒 0𝑥0𝑎 0𝑥0𝑑 0𝑥09
0𝑥09 0𝑥0𝑒 0𝑥0𝑎 0𝑥0𝑑
0𝑥0𝑑 0𝑥09 0𝑥0𝑒 0𝑥0𝑎
0𝑥0𝑎 0𝑥0𝑑 0𝑥09 0𝑥0𝑒

]. 

Security 

1. Modes of Block Ciphers 

There is a vast number of block ciphers schemes that are in use. Many of them are 
publicly known. Most popular and prominent block ciphers are listed below. 

Digital Encryption Standard (DES) − The popular block cipher of the 1990s. It is now 
considered as a ‘broken’ block cipher, due primarily to its small key size. 

Triple DES − It is a variant scheme based on repeated DES applications. It is still a 
respected block ciphers but inefficient compared to the new faster block ciphers available. 

Advanced Encryption Standard (AES) − It is a relatively new block cipher based on 
the encryption algorithm Rijndael that won the AES design competition. 
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IDEA − It is a sufficiently strong block cipher with a block size of 64 and a key size of 
128 bits. A number of applications use IDEA encryption, including early versions of Pretty Good 
Privacy (PGP) protocol. The use of IDEA scheme has a restricted adoption due to patent issues. 

Twofish − This scheme of block cipher uses block size of 128 bits and a key of variable 
length. It was one of the AES finalists. It is based on the earlier block cipher Blowfish with a 
block size of 64 bits. 

Serpent − A block cipher with a block size of 128 bits and key lengths of 128, 192, or 
256 bits, which was also an AES competition finalist. It is a slower but has more secure design 
than other block cipher. 

Block ciphers are defined to encipher the blocks, however the data the user desires to 
encrypt usually are not equal to the size of the block, therefore there are different methods to use 
block ciphers to encrypt data that is longer than a block. These methods are often referred as 
modes of operations. There will be a brief overview on two of these operations. 

1.1. Electronic Codebook (ECB) 

This operation is the simplest one. During this operation, the data is divided into blocks 
and each of the block is encrypted with the same key.  

 

The flaw of this system is that it cannot be considered secure, since after the encryption 
blocks, there are same plain texts that have same ciphertext. To depict this concept, one is 
capable of encrypting bytes of the image: 
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 Even though one cannot decipher a single block to gain a plaintext, one is able to see the 
pattern of blocks of the original plaintext. If the same image is encrypted with another mode 
(CBC), one is able to compare the differences. The image looks like: 

 

 

 

1.2. Cipher Block Chaining (CBC) 

In this mode, each block of plaintext is XORed with the previous ciphertext block before 
getting encrypted. By doing this way, each ciphertext block all depends on the plaintext blocks, 
which are processed up to that point.  

 

 
 

This mode is most used by people for encryption. Its weakness is that it is slower than 
ECB and cannot be done in parallel. By reading this section, one can realize that security of 



An In-Depth Mathematica Analysis of the Rjindael Cipher and the American Encryption Standard 

Analysis of Applied Mathematics | Volume 8               Page 65  

ciphertext is not just regarding to the security of the used algorithm, but also needs to receive 
first attention to be paid to it.  

2. Security of Rijndael  

Cryptographic attacks are created to have a solution for obtaining plaintext that has only 
ciphertext. A cipher is considered “broken” when there is a method that is faster than the brute 
force.  

Brute force is a kind of method to successively check all the possible variants for the 
plaintext. AES key length usually is 128 bits, which means that there are 2128(≈ 1038) different 
keys. Since other modern supercomputers can operate approximately in 1018blocks per second, 
therefore for a supercomputer to break a single block by brute force requires more time than the 
age of the universe (≈ 1017 seconds). 

There are more sophisticated methods to break the ciphers. Two of the methods will be 
discussed in this piece, however these methods will not work in AES. 

2.1. Linear Cryptanalysis 

Linear cryptanalysis was discovered by Mitsuru Matsui in 1992, and its objective was to 
crack DES and FEAL algorithms. This idea is made up of two steps.  

The first step is to construct linear equations involving plain text, key, and cipher text. 
The equations presented here needs to have high probability to be true.  

The second step deals about applying these equations along with given plaintext- 
ciphertext pairs to find the key. 

The purpose for applying linear cryptanalysis to a block cipher is to find the “effective” 
linear expressions. For instance, by letting 𝐴(𝑖1, 𝑖2,. . . , 𝑖𝑎)be the bitwise sum of the bits of A with 
indices in the selection pattern  𝑖1, 𝑖2,. . . , 𝑖𝑎. Then it looks like: 

𝐴(𝑖1, 𝑖2,. . . , 𝑖𝑎) = 𝐴(𝑖1) ⊕𝐴(𝑖2). . .⊕𝐴(𝑖𝑎) 

Let P, C and K denote the plaintext, the ciphertext and the key, respectively. 

The aim is to find linear expressions of the following type: 

𝑃(𝑖1,𝑖2,. . . , 𝑖𝑎) ⊕𝑅(𝑗1,𝑗2,. . . , 𝑗𝑎) = 𝐾(𝑘1,𝑘2,...,𝑘𝑎) 

with indices i, j, k being fixed bit locations. 

The effectiveness, which is also referred as deviation, of a linear expression in linear 
cryptanalysis is provided by the equation |p−1/2|, which p is the probability of the expression. By 
checking the value of left hand side of a large number in plaintext- ciphertext pairs, one is able to 
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guess the right hand side by taking the value that frequently appears. In this principle, one is able 
to capture a small piece of information about the key.  

By this equation, the probability that one is going to make a wrong guess when the 
number of plaintext-ciphertext pairs is larger than |𝑝 − 1 2⁄ |−2. 

The only non- linear step of AES is the incorporation of S box. Analysis is concentrated 
in this section. More information will be founded in [4]. 

2.2. Differential Cryptanalysis 

Differential cryptanalysis is a chosen- plaintext attack that are used with myriad 
plaintext- ciphertext pairs to determine the value of key bits. The difference of plaintext is often 
interpreted as result A' of XOR. After encrypting the plaintext with the given difference, the 
attack will compute the differences of the corresponding cipher texts, attempting to detect the 

statistic patterns in the distribution of the operation. The main work factor of the attack depends 
on the largest probability Prob(B'|A') with B' being a difference at some fixed intermediate stage 
of the block cipher. For instance, the input of the last round is one of the differences.  

In the simple form of the attack, key information is extracted from the output pairs in this 
way. For every pair, it is assumed that the intermediate difference equals to B'. The absolute 
values between the output pair and the intermediate difference, B’, will impose restrictions upon 
a number l of key bits of the last round key. This key suggests the subkey values that matches 
with the restrictions. For some of the pairs, many keys will be suggested. Out of the many keys, 
there are no keys that will be found with other pairs; getting found with other pairs convey how 
the output values are incompatible with B’. For each suggested subkey value, a corresponding 
entry in a frequency table is incremented.  

The attack is successful if the correct value of the subkey is suggested significantly more 
often than any other value. 

Further reading: [5]. 

3. AES Applications 

AES Encryption and Decryption has many applications. It is used in cases where data is 
too sensitive that only the authorized people are supposed to know and not to the rest. The 
following are the various applications  

Secure Communication  

- Smart Cards  

- RFID.  

- ATM networks.  
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- Image encryption  

Secure Storage  

- Confidential Cooperate Documents  

- Government Documents  

- FBI Files  

- Personal Storage Devices  

- Person Information Protection 
 

4. Future Enhancement of AES algorithm 

The proposed system can be extended to standard video coding systems such as those 
using MPEG and other video formats. All the existing costly encryption products will have no 
use in future if the video encryption also invented with royalty free open source software. 
Therefore it will be the most flexible and cheaper solution. 

 

Conclusions 

AES Encryption, also referred to as the Rijindael, is the established specification of 
encryption system in the modern world. Starting as one of the candidates in 2001 for the 
replacement of Data Encryption System (DES), AES Encryption is universally used in all 
countries as an encryption system. Without the work from Joan Daeman and Vincent Daeman 
from Belgium, our data would not be as secured as it is now. The greatest advantage of using 
Rijindael is how security, cost, and algorithms are all in sufficient states. While all of the other 
candidates had one fallacy in one of these evaluations, Rijindael was the exception.  

In modern society, there are many concerns over securing data safely to guard against 
hackers. Currently, there are no computers that have computing power higher than the 
encryption. This implies that the standard encryption is secured for now. The computing power 
of computers are drastically increasing daily and soon this increase could be higher than the 
security system of the encryption and lead to trouble for many users. Thus, improvements in the 
encryption system should be constantly updated in order to help secure our information.  

By doing the research paper on AES Encryption, I started to become more intrigued in 
other types of encryptions. Once I understood the significance of developing safer encryption 
systems due to the exponentially increasing computing power of quantum computers, I was 
fascinated by both the common encryption systems and a new encrypted messaging application 
called Signal which was invented by Moxie Marlinspike. Signal is a free application that 
encrypts all phone calls and messages of the users, protecting their information. This application 
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was able to bring “uncrackable” encryption to normal people and guaranteed full privacy of their 
information.  

I was also very impressed by Marlinspike’s philosophy towards the encryption. He has 
enabled the largest end-to-end encrypted communications in history. Sources like the New York 
Times and fellow workers praise his contributions to the encryption history and praise him as the 
next figure to lead the encryption field. Marlinspike addressed the Farook incident by 
commenting, “What the FBI seems to be saying is that we need this because we might be 
missing something. Obliquely, they’re asking us to take steps toward a world where that isn’t 
possible. And I don’t know if that’s the world we want to live in.3” His comment towards the 
controversy fits his purpose of creating the revolutionary application, Signal, and accurately 
depicts his stance towards the encryption field. 
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Appendix 
Mathematica Code 

 

(* 4.4 Obtaining the state *) 

(* This function takes a list and arranges its elements into 4x4 matrix 

representing the "state" *) 

State[list_]:=Table[list[[i+4*j]],{i,1,4},{j,0,3}] 

 

(* 4.5.1 SubBytes *) 

(* This function computes the multiplicative inverse of polynomial p modulo 

chosen polynomial x^8+x^4+x^3+x+1 *) 

InversePolynomial[p_]:=If[p===0,0,PolynomialExtendedGCD[x8+x4+x3+x+1,p,x, 

Modulus->2][[2,2]]] 

 

(* Exercise 1 *) 

(* This function forms a polynomial from a byte representing it *) 

 

PolynomialFromByte[byte_]:=x^Range[0,7].Reverse[PadLeft[IntegerDigits[byte,2]

,8]] 

 

(* SubBytes function *) 

SubBytes1[r_]:=FromDigits[Mod[({ 

       {1, 1, 1, 1, 1, 0, 0, 0}, 

       {0, 1, 1, 1, 1, 1, 0, 0}, 

       {0, 0, 1, 1, 1, 1, 1, 0}, 
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       {0, 0, 0, 1, 1, 1, 1, 1}, 

       {1, 0, 0, 0, 1, 1, 1, 1}, 

       {1, 1, 0, 0, 0, 1, 1, 1}, 

       {1, 1, 1, 0, 0, 0, 1, 1}, 

       {1, 1, 1, 1, 0, 0, 0, 1} 

      }).Reverse[CoefficientList[InversePolynomial[r],x,8]]+({ 

      {0}, 

      {1}, 

      {1}, 

      {0}, 

      {0}, 

      {0}, 

      {1}, 

      {1} 

     }),2],2] 

(* It expects input to be a polynomial, for example, however, it's more 

useful to have input represented by byte, therefore further we will use this 

version that expects input to be a byte: *) 

 

SubBytes[x_]:=SubBytes1[PolynomialFromByte[x]][[1]] 

 

(* Exercise 2 *) 

Table[SubBytes[i+j],{i,0,15},{j,0,15}] // MatrixForm  

(* Note that these values are decimal, but usually this table is displayed in 

hexadecimal *) 

 

(* 4.5.2 ShiftRows (Exercise 3) *) 
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ShiftRows[state_]:=Module[{m=state}, 

  m[[2]]=RotateLeft[state[[2]],1]; 

  m[[3]]=RotateLeft[state[[3]],2]; 

  m[[4]]=RotateLeft[state[[4]],3];m] 

 

(* 4.5.3 MixColumns *) 

<<FiniteFields` 

SetFieldFormat[GF[2,{1,1,0,1,1,0,0,0,1}],FormatType->FullForm]; 

one=GF[2,{1,1,0,1,1,0,0,0,1}][{1}]; 

two=GF[2,{1,1,0,1,1,0,0,0,1}][{0,1}]; 

three=GF[2,{1,1,0,1,1,0,0,0,1}][{1,1}]; 

MixColumn[column_]:=({ 

    {two, three, one, one}, 

    {one, two, three, one}, 

    {one, one, two, three}, 

    {three, one, one, two} 

   }).(FromElementCode[GF[2,{1,1,0,1,1,0,0,0,1}],#]&/@column) 

MixColumns[state_]:=Module[{m=state}, 

  m[[All,1]]=ToElementCode[#]&/@MixColumn[state[[All,1]]]; 

  m[[All,2]]=ToElementCode[#]&/@MixColumn[state[[All,2]]]; 

  m[[All,3]]=ToElementCode[#]&/@MixColumn[state[[All,3]]]; 

  m[[All,4]]=ToElementCode[#]&/@MixColumn[state[[All,4]]];m] 

 

(* 4.6 Key schedule *) 

(* InsertColumn function inserts a column into a matrix *) 
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InsertColumn[matrix_,position_,column_]:=Transpose[Insert[Transpose[matrix],c

olumn,position]] 

(* RCC function (Exercise 6) *) 

RC[i_]:=If[i==1,GF[2,{1,1,0,1,1,0,0,0,1}][{1}],If[i==2,GF[2,{1,1,0,1,1,0,0,0,

1}][{0,1}],RC[2]*RC[i-1]]] 

RCC[i_]:={ToElementCode[RC[i]],0,0,0} 

(* ModifyKeystate function inserts a single column of the extended key to the 

keystate *) 

ModifyKeystate[keystate_,i_]:=InsertColumn[keystate,i,If[Mod[i-

1,4]!=0,BitXor[keystate[[All,i-1]],keystate[[All,i-4]]], 

   Flatten[BitXor[keystate[[All,i-

4]],RotateLeft[Map[SubBytes,keystate[[All,i-1]]]],RCC[Quotient[i-1,4]]]]]] 

(* ExpandKey creates an expanded key *) 

ExpandKey[keystate_]:=Fold[ModifyKeystate,keystate,Range[5,44]] 

 

(* 4.8 Encryption *) 

(* Performs a round with given round key and state *) 

DoRound[state_,roundkey_]:=BitXor[MixColumns[ShiftRows[Map[SubBytes,state,{2}

]]],roundkey] 

 

(* Performs a final round with given round key and state *) 

FinalRound[state_,roundkey_]:=BitXor[ShiftRows[Map[SubBytes,state,{2}]],round

key] 

 

(* Encrypting some data *) 

key = Interpreter["HexInteger"]/@Table["ff",{i,16}]; 

data=Interpreter["HexInteger"]/@Table["00",{i,16}];  

keystate=State[key]; 
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datastate=State[data]; 

expanded=ExpandKey[keystate]; (* Expanded key *) 

initstate=BitXor[datastate,keystate] ;(* Initial state *) 

finalkey=Table[expanded[[All,4*i+1;;4*i+4]],{i,0,10}][[11]]; 

state=Fold[DoRound,initstate,Table[expanded[[All,4*i+1;;4*i+4]],{i,1,9}]];(* 

State before final round *) 

BaseForm[FinalRound[state,finalkey]//MatrixForm,10] 

 

(* Decryption *) 

(* Inverse functions used in decryption: *) 

InvShiftRows[state_]:=Module[{m=state}, 

  m[[2]]=RotateRight[state[[2]],1]; 

  m[[3]]=RotateRight[state[[3]],2]; 

  m[[4]]=RotateRight[state[[4]],3];m] 

 

(* Inverse SubBytes function is performed by inverting affine transformation 

and taking multiplication inverse. Implementation below is a bit difficult to 

view because of long functions names, but it works. *) 

 

InvSubBytes[b_]:=FromDigits[Reverse[CoefficientList[InversePolynomial[Polynom

ialFromByte[FromDigits[Flatten[Mod[({ 

             {0, 1, 0, 1, 0, 0, 1, 0}, 

             {0, 0, 1, 0, 1, 0, 0, 1}, 

             {1, 0, 0, 1, 0, 1, 0, 0}, 

             {0, 1, 0, 0, 1, 0, 1, 0}, 

             {0, 0, 1, 0, 0, 1, 0, 1}, 

             {1, 0, 0, 1, 0, 0, 1, 0}, 
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             {0, 1, 0, 0, 1, 0, 0, 1}, 

             {1, 0, 1, 0, 0, 1, 0, 0}}).  

PadLeft[IntegerDigits[b,2],8]+({{0},{0},{0},{0},{0},{1},{0},{1}}) 

,2]],2]]],x]],2] 

 

(* Inverse MixColumns is same as just MixColumns, but with other 

multiplication matrix *) 

SetFieldFormat[GF[2,{1,1,0,1,1,0,0,0,1}],FormatType->FullForm]; 

fourteen=GF[2,{1,1,0,1,1,0,0,0,1}][{0,1,1,1}]; (* 0x0e *) 

eleven=GF[2,{1,1,0,1,1,0,0,0,1}][{1,1,0,1}];(* 0x0b *) 

thirteen=GF[2,{1,1,0,1,1,0,0,0,1}][{1,0,1,1}];(* 0x0d *) 

nine=GF[2,{1,1,0,1,1,0,0,0,1}][{1,0,0,1}];(* 0x09 *) 

InvMixColumn[column_]:=({ 

    {fourteen, eleven, thirteen, nine}, 

    {nine, fourteen, eleven, thirteen}, 

    {thirteen, nine, fourteen, eleven}, 

    {eleven, thirteen, nine, fourteen}}). 

(FromElementCode[GF[2,{1,1,0,1,1,0,0,0,1}],#]&/@column) 

InvMixColumns[state_]:=Module[{m=state}, 

  m[[All,1]]=ToElementCode[#]&/@InvMixColumn[state[[All,1]]]; 

  m[[All,2]]=ToElementCode[#]&/@InvMixColumn[state[[All,2]]]; 

  m[[All,3]]=ToElementCode[#]&/@InvMixColumn[state[[All,3]]]; 

  m[[All,4]]=ToElementCode[#]&/@InvMixColumn[state[[All,4]]];m] 

 

(* Performs a final round with given round key and state *) 

InvFinalRound[state_,roundkey_]:=Map[InvSubBytes,InvShiftRows[BitXor[state,ro

undkey]],{2}] 
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(* Performs a round with given round key and state *) 

InvDoRound[state_,roundkey_]:=Map[InvSubBytes,InvShiftRows[InvMixColumns[BitX

or[state,roundkey]]],{2}] 

 

(* Process of decryption *) 

(* Encrypted data *) 

datastate={{"161","135","137","56"},{"246","125","100","191"},{"37","95","72"

,"201"},{"140","205","69","44"}}; 

(* Same master key as in encryption *) 

key = Interpreter["HexInteger"]/@Table["ff",{i,16}]; 

keystate=State[key]; 

finalkey=Table[expanded[[All,4*i+1;;4*i+4]],{i,0,10}][[11]]; 

(* First we apply inverse of the final round *) 

initstate=InvFinalRound[datastate,finalkey]; 

(* Then we perform Inverse of DoRound *) 

state=Fold[InvDoRound,initstate,Table[expanded[[All,4*i+1;;4*i+4]],{i,9,1,-

1}]]; 

(* Finally we XOR state with the master key *) 

BitXor[state ,keystate]//MatrixForm  (* Voilà! *) 
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Deconstructing and Coding the Diffie-
Hellman Key Exchange 

 
By Sung Hee Kim 

  
 

Introduction 
Most of the cryptographic algorithms use some sort of secret information that is used for 

encryption and decryption. That information must be known only to parties involved in 
communication. Even if the eavesdropper manages to understand which encryption algorithm is 
used, this secret information (usually called key or password) prevents him from decrypting the 
message. 

Encryption can therefore be used either to keep communications secret (defensively) or to 
identify people involved in communications (offensively). Encryption provides the following 
security: 

Message Integrity: It provides the assurance that the message has not been altered. 

No Repudiation: It prevents the users from denying he/she sent the message. 

Authentication: It provides verification of the identity of the person (or machine) sending 
the message. 

Confidentiality: It gives assurance that the message was not read by other. 
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The Diffie1-Hellman2 key agreement protocol (published in 1976) was the first practical 
method for establishing a shared secret over an insecure communication channel. 

Prior to that time, all useful modern encryption algorithms had been symmetric key 
algorithms, in which the same cryptographic key is used with the underlying algorithm by both 
the sender and the recipient, who must both keep it secret. All of the electromechanical machines 
used in WWII were of this logical class, as were the Caesar and Atbash ciphers and essentially 
all cipher systems throughout history. The ’key’ for a code is, of course, the codebook, which 
must likewise be distributed and kept secret, and so shares most of the same problems in 
practice. 

Of necessity, the key in every such system had to be exchanged between the 
communicating parties in some secure way prior to any use of the system (the term usually used 
is ’via a secure channel’) such as a trustworthy courier with a briefcase handcuffed to a wrist, or 
face-to-face contact, or a loyal carrier pigeon. This requirement is never trivial and very rapidly 
becomes unmanageable as the number of participants increases, or when secure channels are not 
available for key exchange, or when, as is sensible cryptographic practice, keys are frequently 
changed. In particular, if messages are meant to be secure from other users, a separate key is 
required for each possible pair of users. A system of this kind is known as a secret key, or 
symmetric key cryptosystem. D-H key exchange (and succeeding improvements and variants) 
made operation of these systems much easier, and more secure, than had ever been possible 
before in all of history. 

 

Mathematical Preliminaries 

Perhaps the only mathematical object you need to know is the concept of group. 

Definition 1. A group G is a non-empty set with a defined binary operation () called 
composition that obeys following laws: 

1.  Associativity of composition.  
2. There exists an identity element of G denoted as e, such that composition of any element a with 

identity element produces a:  
3. For any element a there exists inverse element:  

The definition of binary operation means that by taking two elements of group we can 
produce another element of group. So the group is closed under composition operation: the result 
of composition is some element from the group. 

 

                                                           
1 Bailey Whitfield Diffie (born June 5, 1944), an American cryptographer 
2 Martin Edward Hellman (born October 2, 1945), an American cryptologist 
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Notation for an element a of some group G and some integer n means: 

 

For negative n it’s defined as follows: 

 

Element in zeroth power is defined as usual: 

Definition 2. A group G with binary operation  is called commutative or abelian if for 
any two elements a, b of the group holds: 

 

It’s clear, that instead of using symbol  for defined binary operation we can use any 
other symbol, for example +, or . Traditionally symbol + is used for abelian groups and such 
groups are called additive groups, in that case the identity element is denoted as 0 and the inverse 
element of a is denoted as  . 

Symbol  is used for non-abelian groups, these groups are called multiplicative, the 
identity element is sometimes denoted as 1. Often the composition operation in multiplicative 
groups is omitted, so  becomes just . 

For abelian groups power notation transforms as follows:  
becomes  (yes, that may be confusing). 

Examples of groups: integer numbers  with the respect to addition, same for real 
numbers  and complex numbers  . 

When some set has several group structures simultaneously, considered group structure is 
understood from context or explicitly expressed, for instance  shows that we are going to 
view reals numbers as a group with respect to addition. 

Further we will consider only groups with finite number of elements. 

 

Some more definitions: 

Definition 3. Generators  of a group G are elements, such that any other 
element x of a group can be written in form: 
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So generators are sort of constructing blocks for a group. A group is called cyclic, if it 
can be constructed with a single generator g. That means that any element x can be obtained by 
composing g with itself: 

 

Cyclic groups may have more than one generator, for example  has two generators 
1 and . Indeed, any integer can viewed as sum of ones: 

 

We will use group . It consists of nonzero elements of integers modulo some prime 
number p . Composition operation is defined naturally: 

 

This group is called multiplicative group of integers modulo p. Generators of this group 
are integers . 

It’s all mathematical information you need. 

Typical examples of binary operations are the addition (+) and multiplication (×) of 
numbers and matrices as well as composition of functions on a single set. For instance, 

 On the set of real numbers R, f(a, b) = a + b is a binary operation since the sum of two real 
numbers is a real number. 

 On the set of natural numbers N, f(a, b) = a + b is a binary operation since the sum of two natural 
numbers is a natural number. This is a different binary operation than the previous one since the 
sets are different. 

 On the set M(2,2) of 2 × 2 matrices with real entries, f(A, B) = A + B is a binary operation since 
the sum of two such matrices is another 2 × 2 matrix. 

 On the set M(2,2) of 2 × 2 matrices with real entries, f(A, B) = AB is a binary operation since the 
product of two such matrices is another 2 × 2 matrix. 

 For a given set C, let S be the set of all functions h: C → C. On S, f(g, h) = g ∘ h = g(h(c)), the 
composition of the two functions g and h, is a binary operation since the composition of the two 
functions is another function on the set C (that is, a member of S). 

Many binary operations of interest in both algebra and formal logic are commutative, 
satisfying f(a, b) = f(b, a) for all elements a and b in S, or associative, satisfying f(f(a, b), c) = f(a, 
f(b, c)) for all a, b and c in S. Many also have identity elements and inverse elements. 

The first three examples above are commutative and all of the above examples are 
associative. 

https://en.wikipedia.org/wiki/Addition
https://en.wikipedia.org/wiki/Multiplication
https://en.wikipedia.org/wiki/Number
https://en.wikipedia.org/wiki/Matrix_(mathematics)
https://en.wikipedia.org/wiki/Composition_of_functions
https://en.wikipedia.org/wiki/Commutative
https://en.wikipedia.org/wiki/Associative
https://en.wikipedia.org/wiki/Identity_element
https://en.wikipedia.org/wiki/Inverse_element
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On the set of real numbers R, subtraction, that is, f(a, b) = a − b, is a binary operation 
which is not commutative since, in general, a − b ≠ b − a.  

It is also not associative, since, in general, a − (b − c) ≠ (a − b) − c; for instance, 1 − (2 − 
3) = 2 but (1 − 2) − 3 = −4. 

On the set of natural numbers N, the binary operation exponentiation, f(a,b) = ab, is not 
commutative since, in general, ab ≠ ba and is also not associative since f(f(a, b), c) ≠ f(a, f(b, c)).  

For instance, with a = 2, b = 3 and c = 2, f(23,2) = f(8,2) = 64, but f(2,32) = f(2,9) = 512.  

By changing the set N to the set of integers Z, this binary operation becomes a partial 
binary operation since it is now undefined when a = 0 and b is any negative integer.  

For either set, this operation has a right identity (which is 1) since f(a, 1) = a for all a in 
the set, which is not an identity (two sided identity) since f(1, b) ≠ b in general. 

Division (/), a partial binary operation on the set of real or rational numbers, is not 
commutative or associative as well. Tetration (↑↑), as a binary operation on the natural numbers, 
is not commutative nor associative and has no identity element. 

 

1.  More preliminaries 

a. Numbers 

The natural numbers (N) are the positive whole numbers. N = {1, 2, 3, ...} 

The integers (Z) are the natural numbers, the negatives of the natural numbers, and zero. 

Z = {...,−3,−2,−1,0,1,2,3,...} 

The rational numbers (Q) are the numbers that can be expressed as a quotient of two integers. 

E.g.: 1 ∈Q, 22 ∈Q, etc. 

The real numbers (R) are all the rational and irrational numbers, or, all numbers that 
represent a quantity along a continuous line. 

E.g.: 1 ∈R, π∈R, e∈R 

b. Sets 

A set is a collection of distinct entities or objects regarded as a unit. 

A set is finite if all of its members can be listed. Usually we list members in curly braces: 

{A = a1, a2, a3}. 

https://en.wikipedia.org/wiki/Subtraction
https://en.wikipedia.org/wiki/Exponentiation
https://en.wikipedia.org/wiki/Equation_x%25CA%25B8%253Dy%25CB%25A3
https://en.wikipedia.org/wiki/Division_(mathematics)
https://en.wikipedia.org/wiki/Tetration
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If an object belongs to a particular set, we write a1 ∈ A. 

If every member of some set B is also a member of A, B is a subset of A. Note that every 
set is a subset of itself, and that for two sets to be equal, both must be a subset of the other.  

E.g.: B={a1,a2}⊂A. 

The set of all members of two sets A and B is the union of the two sets, denoted A ∪ B.  

E.g.: A∪B={a1,a2,a3}. 

The set of all members both in A and in B is the intersection of the two sets, denoted A∩B.  

E.g.: A∩B={a1,a2}. 

A partition of a set A is the collection of subsets of A such that every member of A 
appears in exactly one of the sets. 

E.g.: A has five possible partitions: 

– {{a1}, {a2}, {a3}} – {{a1,a2},{a3}} 

A set is infinite if we cannot list all of its members. To describe an infinite set, we 
describe a property that characterizes its members. Suppose we wish to describe a set C made up 
of the positive integers. We can write: 

C = {c ∈ C : c ∈ Z and c > 1} 

Which is read “the set of all c in C such that c is an integer and c is greater than 1.” 

c. Functions 

A function is a relationship or expression relating one or more variables. 

The domain of a function is the set of possible values of the input of a function. The 
range of a function is the set of possible values of the output of a function. 

E.g.: The function f : A → D is defined f(a1) = 1, f(a2) = 2, f(a3) = 3. 

We say the domain of f is the set A and the range of f is the set D = {1,2,3}. 

d. Probability 

The probability of an event taking place is a measure of how likely it is for that event to 
take place. 

A probability distribution is an assignment of probabilities to events. In any probability 
distribution, the sum of the probabilities of all possible events must be 1. 
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If the probability that two events, E and F both occur is Pr(E ∩ F ) = Pr(E)Pr(F ), then 
events E and F are independent. 

If the probability that two events, E and F both occur is Pr(E ∩ F ) = Pr(E) + Pr(F ), then 
events E and F are mutually exclusive. 

A lottery is a probability distribution over outcomes. The elements of a lottery correspond 
to probability that a certain outcome arises out of a given state. 

If the events of a probability distribution are numerical (E.g. payoffs to players in a 
strategic game), the expected value of the lottery is the average value of the lottery. So if a player 
gets payoff x1 with probability p1, payoff x2 with probability p2 and so on, up to payoff xn with 
probability pn the expected value of this lottery is: 

 

Diffie-Hellman Key Exchange3
 

1.  Analogies 

Let’s start with some analogies. At first imagine Alice wants to send Bob a box with 
something valuable via post. But Alice considers post unreliable and potentially someone 
involved in delivery can steal the inside. The structure of the box allows Alice to lock it with a 
padlock. 

What should she do? 

If she simply locks a box with her padlock, Bob will not be able to unlock it and to take 
the inside. However, there is a secure method of delivering the box, it only requires Bob to 
possess another padlock. It can be done as follows:  

1. Alice locks a box using her padlock and sends it to Bob.    
2. Bob receives a locked box and locks it with his padlock and sends back to Alice.  
3. Alice receives a box locked by two padlocks, Alice unlocks her padlock and sends box back to 

Bob.  
4. Bob receives a box with only his padlock, which he can unlock and open the box. 

Using these steps you can perform a transaction via insecure channel. In that analogy post 
plays the role of an insecure channel, locking padlocks plays role of computations made in D-H 
key exchange, cracking padlock plays the role of a “difficult” task and the inside of the box plays 
the role of the shared secret (imagine, that the inside is just a paper with a written password).  

                                                           
3

 Authors suggest to call it Diffie-Hellman-Merkle key exchange in recognition of Ralph 
Merkle's contribution. Unfortunately, the title ``Diffie-Hellman key exchange'' is already too 
widely spread. 
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However, it’s not the closest analogy, as this analogy requires more transactions than D-
H exchange. 

Let’s view another analogy. In that one the role of the shared secret plays the colour of 
the mixture. The process is illustrated in the image below: 

 

 

 

Figure 1: Illustration of the Diffie-Hellman Key Exchange 

 

1. Alice and Bob choose a colour using an insecure channel (for example  via telephone call) and 
both prepare a mixture of a chosen colour.   
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2. Alice and Bob (secretly) choose some arbitrary, probably random colour and prepare a mixture of 
this new colour and mix it with previously obtained mixture.  

3. Alice and Bob send via insecure channel to each other obtained  mixtures (leaving some amount 
for themselves for further actions).   

4. Each of the recipient mixes the received mixture with his own one, so both parties obtain the 
same colour. 
 

In that analogy the “difficult” task is to obtain components of the mixture.

 

 

2.  Implementations 

Implementation depends on which group we’re going to use. In the most simplest case 
the multiplicative group of integers modulo prime p is used, but D-H key exchange can use other 
groups too. Code snippets are using Wolfram Mathematical language. 

1.  Alice and Bob agree to use a prime number p = 23 and base g = 5 (which is a primitive root 
modulo 23). 

2. Alice chooses a secret integer a = 6, then sends Bob  A = ga mod p 
A = 56 mod 23 = 8 
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3. Bob chooses a secret integer b = 15, then sends Alice    B = gb mod p 
B = 515 mod 23 = 19 

4. Alice computes  s = Ba mod p 
s = 196 mod 23 = 2 

5. Bob computes s = Ab mod p 
s = 815 mod 23 = 2 

6. Alice and Bob now share a secret (the number 2). 

How does it work? 

Both Alice and Bob have arrived at the same value, because (ga)b (for Bob, 815 mod 23 = (ga mod 
p)b mod p = (ga)b mod p) and (gb)a are equal mod p. Note that only a, b, and (gab mod p = gba mod p) are 
kept secret. All the other values – p, g, ga mod p, and gb mod p – are sent in the clear. Once Alice and Bob 
compute the shared secret they can use it as an encryption key, known only to them, for sending messages 
across the same open communications channel. 

Of course, much larger values of a, b, and p would be needed to make this example secure, since 
there are only 23 possible results of n mod 23. However, if p is a prime of at least 300 digits, and a and b 
are at least 100 digits long, then even the fastest modern computers cannot find a given only g, p, gb mod 
p and ga mod p. The problem such a computer needs to solve is called the discrete logarithm 

problem. The computation of ga mod p is known as modular exponentiation and can be done 
efficiently even for large numbers. Note that g need not be large at all, and in practice is usually a small 
prime (like 2, 3, 5...) because primitive roots usually are quite numerous. 

Let’s review the algorithm. 

Why do we choose prime p?  

We want to construct a finite (multiplicative) group of nonzero integers modulo p . They 
form a group if and only p is prime4. Bigger we take p more difficult is cracking of the 
algorithm, details will be discussed in security section. 

3.  Generators and exponentiation 

Usually generators are not too large, however it can be any integer in  except 1. 
Computing power of an integer can be done via fast exponentiation as described below.   

1. Assume we got two integers  x, y.  
For example x=5673345 and y=90987236.  Naïve method needs y-1=90987235 
multiplication operations of x by itself. Instead we can decompose  and 
compute  
 

 

                                                           
4 Actually we could consider non-prime  and take a multiplicative subgroup of invertible elements in  , in that case 
we should accurately take a generator of that group, it must be an integer coprime to . 
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2. Of course, we can continue process and decompose , then  

 

. 

 

3. At that step we got a power that is not divisible by 2, but we can extract one multiplication:   

 

 
 

4. and so on. This process requires roughly   multiplications, the value is:  

 

. 

 

5. This method uses ninety millions multiplications less! For performing exponentiation 
modulo p we can optimize this algorithm even further: at each step of squaring we can reduce 
resulting integer modulo p.  

 

Shared secret.   

Both Alice and Bob obtain the same final result, because   

  

Eavesdropper’s view.   

Imagine there is an eavesdropper named Eva who bug the insecure channel. She 
possesses values of p,g,A,B; but that’s not enough to compute common secret . That is, 
task of computing  knowing only  is computationally difficult and it’s the heart of 
Diffie-Hellman key exchange algorithm security. 

4.  Operation with more than two parties 

Diffie–Hellman key agreement is not limited to negotiating a key shared by only two participants. 
Any number of users can take part in an agreement by performing iterations of the agreement protocol 
and exchanging intermediate data (which does not itself need to be kept secret). For example, Alice, Bob, 
and Carol could participate in a Diffie–Hellman agreement as follows, with all operations taken to be 
modulo p:  

1. The parties agree on the algorithm parameters p and g . 

2. The parties generate their private keys, named a , b, and c . 
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3. Alice computes ga and sends it to Bob. 

4. Bob computes (ga)b = gab and sends it to Carol. 

5. Carol computes (gab)c = gabc and uses it as her secret. 

6. Bob computes gb and sends it to Carol. 

7. Carol computes (gb)c = gbc and sends it to Alice. 

8. Alice computes (gbc)a = gbca = gabc and uses it as her secret. 

9. Carol computes gc and sends it to Alice. 

10. Alice computes (gc)a = gca and sends it to Bob. 

11. Bob computes (gca)b = gcab = gabc and uses it as his secret.  

 

An eavesdropper has been able to see ga , gb , gc , gab , gac , and gbc , but cannot use any 
combination of these to reproduce gabc. 

To extend this mechanism to larger groups, two basic principles must be followed: 

Starting with an “empty” key consisting only of g, the secret is made by raising the current value 
to every participant’s private exponent once, in any order (the first such exponentiation yields the 
participant’s own public key). 

Any intermediate value (having up to N - 1 exponents applied, where N is the number of 
participants in the group) may be revealed publicly, but the final value (having had all N exponents 
applied) constitutes the shared secret and hence must never be revealed publicly. Thus, each user must 
obtain their copy of the secret by applying their own private key last (otherwise there would be no way 
for the last contributor to communicate the final key to its recipient, as that last contributor would have 
turned the key into the very secret the group wished to protect). 

These principles leave open various options for choosing in which order participants contribute to 
keys. The simplest and most obvious solution is to arrange theN participants in a circle and haveN keys 
rotate around the circle, until eventually every key has been contributed to by all N participants (ending 
with its owner) and each participant has contributed to N keys (ending with their own). However, this 
requires that every participant perform N modular exponentiations. 

By choosing a more optimal order, and relying on the fact that keys can be duplicated, it is 
possible to reduce the number of modular exponentiations performed by each participant to log2(N) + 1 
using a divide-and-conquerstyle approach, given here for eight participants: 

1. Participants A, B, C, and D each perform one exponentiation, yielding gabcd ; this value is sent 

to E,  F, G, and H. In return, participants A, B, C, and D receive gefgh. 

2. Participants A and B each perform one exponentiation, yielding gefghab , which they send to C 

and D,  while C and D do the same, yielding gefghcd , which they send to A and B. 

3. Participant A performs an exponentiation, yielding gefghcda , which it sends to B; similarly, B 

sends  gefghcdb to A. C and D do similarly. 
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4. Participant A performs one final exponentiation, yielding the secret gefghcdba = gabcdefgh , while B 

does the same to  get gefghcdab = gabcdefgh ; again, C and D do similarly. 

5. Participants E through H simultaneously perform the same operations using gabcd as their 

starting  point. 

 

Once this operation has been completed all participants will possess the secret gabcdefgh , but each 
participant will have performed only four modular exponentiations, rather than the eight implied by a 
simple circular arrangement. 

5.  Diffie Hellman in Mathematica 

The following code was written in Mathematica to demonstrate an example implementation of 
the Diffie-Hellman key exchange: 

p=3183; (* Common (big) prime number for both Alice and Bob *) 

g=2;  (* Generator of group Subscript[Z, p] *) 

a=1000; (* Alice's secret exponent *) 

A=PowerMod[g,a,p];  (* Alice sends this number to Bob *) 

b=10000; (* Bob's secret exponent *) 

B=PowerMod[g,b,p];  (* Bob sends this number to Alice *) 

Q=PowerMod[B,a,p]; (* Alice having her secret a and Bob's number B 

computes shared secret *) 

W=PowerMod[A,b,p];(* Bob having his secret b and Alice's number A 

computes shared secret *) 

W==Q (* Alice and Bob have computed the same secret number *) 

 

Security 
 

1. The Diffie-Hellman problem 
The security of Diffie-Hellman key exchange is based on complexity of Diffie-Hellman 

problem. It can be stated as follows: 

Given elements  of some group, find the value of . 
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Today the most efficient method to solve it is to solve the discrete logarithm problem. 

For additional information regarding Diffie-Hellman problem and problems equivalent to 
it, see [5]. 

2. Discrete logarithm problem 
Discrete problem is highly related to Diffie-Hellman problem, but it is more general. It 

can be stated as follows: 

Given elements g,a of some group find the integer n (if it exists), such that . 

On the contrary to the case of real or complex numbers where  can be computed using 
for instance Taylor series, in finite groups there is no general algorithm to solve that problem. If 
considered group G is not cyclic, then no solution may exist for some g and a, however in our 
case an integer n always exists (and it’s not unique), because we used cyclic group  where 
every element is the generator g raised to some power. 

The most trivial algorithm is to raise g to various powers until we get the needed value a, 
but it’s too slow, because it involves numbers of operations roughly equal to the number of the 
group elements. There are some more sophisticated algorithms, but none of them is polynomial 
(in the number of digits in the size of groups). 

Some of them: 

 Baby-step giant step. [3]   

 Pollard’s rho. [1]   

 Function field sieve. [2] 

It’s important to note, that there is no solution for Discrete logarithm problem (yet), 
however it's not proven that there could be no computationally fast algorithm for solution of this 
problem. So, the security of Diffie-Hellman key exchange (and some others cryptographic 
algorithms) is based on assumption that such algorithm does not exist. 

3. Man in the middle 
Pure Diffie-Hellman key exchange is vulnerable to attack known as “man in the middle”. 

Consider the situation when the eavesdropper (Eve) can replace messages of the communication 
participants with her own messages: 

1. Alice chooses secret a, computes  and sends it to Bob.   

2. Eve intercepts message of Alice and receives A. Then she chooses her secret e, and sends Bob  

, imitating Alice.   

3. Bob chooses secret b, computes  and sends it to Alice.   

4. Eve intercepts Bob's message and receives B. 
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Now Eve is able to compute  and  to imitate Bob and Alice. Neither Bob nor Alice 
will know they are communicating with Eve, while Eve can not only read encrypted messages of 
both Alice and Bob, but additionally she can write her own messages mimicking Bob or Alice. 

That’s why key exchange is used with additional security measures, for example: 

 usage of certificates; 

 time examination (if it normally takes say 20 seconds to make a key exchange, but the 

answer is received in 40 seconds that could mean there is a man in the middle);  

 some method of on line transmitting. 

 

Additional Information  

1. In the wild 
For secure usage prime numbers used in key exchange should be at least 2048 bit long 

(it’s approximately 620 decimal digits). 

Successful attacks solving discrete logarithm problem were performed for  (it’s 
about 2780 decimal digits), however it took equivalent of 400000 hours. 

Computing hardware speed is con increasing, so if you want to use Diffie-Hellman key 
exchange that would be secure in next few years, it’s recommended to use at least 4096-bit long 
prime number p. Records of solving discrete logarithm problem can be seen for example here. 

2. Password-authenticated key agreement 
When Alice and Bob share a password, they may use a password-authenticated key agreement 

(PAKE) form of Diffie–Hellman to prevent man-in-the-middle attacks. One simple scheme is to compare 
the hash of s concatenated with the password calculated independently on both ends of channel. A feature 
of these schemes is that an attacker can only test one specific password on each iteration with the other 
party, and so the system provides good security with relatively weak passwords. This approach is 
described in ITU-T Recommendation X.1035, which is used by the G.hn home networking standard. 

3. Public key cryptography 
It is also possible to use Diffie–Hellman as part of a public key infrastructure. Alice’s public key 

is simply (ga mod p; g; p) . To send her a message, Bob chooses a random b and then sends Alice gb mod 
p (un encrypted) together with the message encrypted with symmetric key (ga)b mod p . Only Alice can 
decrypt the message because only she has a (the private key). A pre-shared public key also prevents man-
in-the-middle attacks. 

In practice, Diffie–Hellman is not used in this way, with RSA being the dominant public key 
algorithm. This is largely for historical and commercial reasons, namely that RSA Security created a 
certificate authority for key signing that became Verisign. Diffie–Hellman cannot be used to sign 

https://en.wikipedia.org/wiki/Discrete_logarithm_records
https://en.wikipedia.org/wiki/Discrete_logarithm_records
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certificates. However, the ElGamal and DSA signature algorithms are mathematically related to it, as well 
as MQV, STS and the IKE component of the IPsec protocol suite for securing Internet Protocol 
communications. 

4. Crypto currency method 
The sender can produce only the public part of the key, whereas only the receiver can compute 

the private part. Because of that, the receiver is the only one who can release the funds after the 
transaction is committed. They need to perform a single-formula check on each transactions to establish if 
it belongs to them. This process involves their private key, therefore no third party can perform this check 
and discover the link between the onetime key generated by the sender and the receiver’s unique public 
address. 

 

Conclusion 

Most people who use the internet to chat with others have probably thought that there 
might be someone in the middle who sees my personal information. It might be true, since every 
click, every message, every email, and everything you do online can be traced. That is why 
encryption is useful. Without encryption, all information about you and others will be available 
to everyone in the world. Encryption is very necessary if you want to keep your personal 
information to yourself. One way of doing it obviously is the Diffie-Hellman key, which is 
somewhat complicated in a way, but also extremely handy since it blocks another person from 
seeing one’s private information. One needs to send their message to another person, and with 
their own secret key, that does not need to be shared, they can use modulus to decrypt any 
publically encrypted information with their secret key. 

Diffie-Hellman is somewhat complicated and confusing when it comes to using discrete 
logarithms and modular arithmetic. RSA cryptosystems rely more on the hardness of integer 
factorization for security and in the future, I’d like to analyze in closer detail, the advantages and 
disadvantages of the Diffie-Hellman key exchange and RSA encryption in terms of their cost 
(speed). I would also like to learn more about elliptic curve cryptography as it is touted as one of 
the most efficient encryption schemes when comparing key size to relative security of the 
encryption.  
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Abstract 
This report covers fundamental aspects related to the flight mechanisms of a multiple 

rotor drone. It starts by providing a general overview of aerodynamics of flight and explaining 
how aerodynamic lift force is created during flight. The choice of airfoils needed for the 
development of aircraft systems and the allied factors are also discussed. Further than that, a 
careful analysis of the aerodynamic forces and moments acting on the rotors are also analyzed 
with reference to the center of gravity of the entire system. The balancing of motor mounts and 
the propellers needed for the achievement of a stable flight is also discussed. Other factors 
caused by the rotation of blades such as vibration and wake interaction are addressed to optimize 
the drone’s aerodynamics and to establish ways of controlling the drone.  

 

Introduction 
A drone is an ‘unmanned aerial vehicle’, abbreviated as UAV. It’s a flying robot that is 

remotely controlled and detects its views by GPS. People mainly hear about drones in a military 
context these days. They can be classified into three types used in the military: nano drones, 
medium drones, and large drones.  Nano(micro) drones are used to conduct biological warfare 
and spying. They have wings that help maneuver it to land and perch in tiny spaces. Medium 
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drones are quite big, having an average wingspan of 5-10m, and are powerful enough to carry 
weights up to 200kgs. ex. UK Watchkeeper, Israeli-US Hunter. Large drones are the size of a 
small aircraft and are mostly used for surveillance of active areas. 

For normal  people, drones can also be categorized into groups due to their performances. 
Each drone has a different range and different flying abilities in different air conditions. 
Different ranges of distances that drones can fly choose which drones are the best types. They 
have the maximum flight time of 36 hours. They have the ability to approach to a height of 
30,000ft above sea level. Drones are occupied for several purposes, like search and rescue, traffic 
monitoring, weather monitor and firefighting, among other things.  

As drones fly relatively to the atmosphere and turns the air flow perpendicular to its flow, 
the air force requires a work to form a vector that has same scalar value, but opposite in direction 
- “Lift”. There are several things that affects the lift on a drone system: the area of the airfoil, the 
speed of the airflow, the density of atmosphere, and the angle between the airfoil and the 
atmosphere. Figure 1 explains a free body diagram on flying object, in this case, drone. 

 

Figure 1 Flight Mechanics - Free body diagram of a flying object 

Further explain about aerodynamic lift, it is the force that perpendicularly exist to the air 
flow direction as displayed in free body diagram above. The net vector, also known as drag, will 
be created in a way that is parallel to the flow direction. The type of an airfoil and a multiple 
rotor drone will be primary thing to choose, undoubtedly. For further understanding of cause and 
effect of an airfoil and its effect to an aerodynamic lift force1 that is necessary for development 
of the drone, people can easily study Bernoulli’s principle.  

There is several thing that determines the airfoil: blade span, chord line, chord, and mean 
camber line. Blade span is the distance from the center of rotation to tip of the blade, and chord 
line is a straight line that intersects leading and trailing edges of airfoils. Chord stands for the 

                                                           
1 More information available from the Pilot’s Handbook of Aeronautical Knowledge.  
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scalar value of chord line’s length, and mean camber line means a line drawn between top and 
bottom of the airfoil surfaces2. 

 

Aerodynamic Forces and Rotor Moments 
 

For further comprehension of aerodynamics of rotor drone, Australian National 
University stated the momentum theory of rotors is essential. To understand about the 
aerodynamics of rotor drone, five different aerodynamics effect should be clarified. As shown in 
the figure below, there are five aerodynamic effects that acts on a rotor system. These include the 
ground effect TIGE , the roll moment RM, Hub force, drag moment Q, and thrust force T.  

The ground effect, TIGE , is how aerodynamic objects increase their lift force by 
decreasing the aerodynamic drag, which means a flow of any moving solid body. So while 
landing, the ground effect would give the pilot the feeling that the aircraft is actually “floating”. 
H stands for a Hub force, which is a horizontal components that acts on every rotor blade 
element. The roll moment, RM, is the moment of force caused by the vehicle’s sprung mass, 
which means the portion of its weight supported by tires. For instance, the roll moment is the 
time when an aircraft rotates(leans) towards the outside of the turn. A roll moment are usually 
caused in real life by wind gusts, control surfaces (ailerons), or merely by flying at an angle of 
sideslip. Q stands for a drag force that creates motions that’s against the forward act of the 
aircraft. 

 

Figure 1 Aerodynamic forces and rotor moments 

 

A common misconception that people think about basic aerodynamics of multiple rotor is 
that it would be more complex and difficult due to number of its rotors. However, it is not true. 
Multi-rotors contains fixed-pitch props and a main input parameter which would calculate 

                                                           
 
2 Aerodynamics of flight, Federal Aviation Administration, (2008) 
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differential speed of the engine rotation linked to the rotors. To float, the engine speeds up, and 
to fly forward, a rear engine should accelerate while slow down the speed of the front engine. 

Yeo, Shrestha, Paley and Atkins used a DJI Phatom to analyze proximity operations and 
the downwash generated by small rotary wing systems [10]. These vertical flow turbulences may 
lead to a high and potentially harmful flight disruption to adjacent systems. In this study, 
assessment for a downwash discovery and localization approach intended for application on 
small unmanned systems was made [10].  For 5 rotor diameters using the DJI Phantom, the 
vertical velocity had a roughly elliptical Gaussian distribution as a result of the interaction taking 
place between the wash created by the two counter-rotating rotor pairs. Each of the counter-
rotating pair generated slipstreams that can either weaken or strengthen each other as they 
converge along a symmetry line. With the rotor configuration of the DJI Phantom, the 
slipstreams strengthened each other along the symmetry line extending out each of the system 
sides, while jointly weakening all along the plane extending through the back and front of the 
system.  

In a different study, Yun and Lee focused on effects of rotor-to-rotor interactions in the 
assessment of aerodynamic performance and outcome of multiple rotor system in a hover [11]. 
In theory, aerodynamic forces such as thrust, lift and drug force act on a system which is 
assessed through a change of a rotating speed alongside with the center distance (CD) measured 
between the rotors to mark-out the flow interactions among the rotors.  

According to Mohd and Barakos, high quality assessments are needed to generate data 
for loading on the blades in order to make an accurate assessment of the aerodynamics of any 
type of rotor models [7].   

A rotor generates three main aerodynamics forces and moments as it rotates: the thrust 
force, the drag moment and the horizontal force. The thrust force acts perpendicularly to the tip 
path plane and its boundary is defined through the tips of the blades. The horizontal force is the 
resistance (drag) force parallel to the tip path plane. This horizontal force does not exist during 
an axial and hover flight.  The drag moment also acts perpendicular to the tip path plane but in a 
direction determined through the rotor rotation [6].  All forces and moments acting on the system 
are made in reference to the center of gravity (CoG) as discussed below. 

 

The Location of the Center of Gravity (CoG) 

In explaining the aerodynamics needed for the flight of a Quadrotor drone, Bristeau, 
Martin, Salaun and Petit scientists have made such assumptions as “the twisting of the drone 
propellers is in a way that the angle of attack remains the same along the blades when doing a 
stationary flight and two, the local induced speed also remains constant along the rotor blades” 
[1]. Considering these assumptions, the flexibility of propellers of a multiple rotor drone is very 
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significant in the drone dynamics, and it includes consequences of a vertical location of the 
drone’s centroid. 

The centroid will be determined to enforce a stable flight of multiple-rotor drone. Due to 
physical constraints, the centroid usually takes place at a slight distance from the “equatorial 
plane” of the rotors. Main issues that provokes concern in creating stability are during forward 
flight – here, induced wind produces a pitch torque alongside an aerodynamic force. Based on a 
vertical position of the centroid, a dominant effect generated by the torque can either decrease a 
tendency or increase the translational speed of the drone. The created torque will be determined 
by a translational velocity, v and is primarily responsible for driving for attitude dynamics, θ of 
the drone. When the center of gravity is located below an equatorial plane, whole values of a 
pitch angle will always decreases and hence damp the drone system. Otherwise, an increase in 
the absolute pitch angle will lead the entire system to be unstable [1].  

 

Figure 2 Location of the Centre of Gravity 

 

Balancing of Motor Mounts and Propellers 

The fixing of motor mounts to the frame requires holes to be drilled about +/-1º to each 
other [1]. This is needed for the realization of a smooth flight due to this balance.  Propellers will 
operate at very high revolutions per minute (RPM). In order to do that, propellers need to be 
balanced for the stability of the performance done by multiple rotor drones. From a theoretical 
perspective, the design of propellers is meant to have symmetric blades. However, there are 
small imperfections that may cause propellers to vibrate unexpectedly, hindering the creation of 
a smooth flight. Which emphasizes the importance of the balancing the propellers on the 
aerodynamic aspects by significantly reducing any vibrations.  

The balancing of propellers can be done by evaluating the distribution of relative weight 
of each of the propellers that is attached to various rotors. This is made possible by attaching the 
propeller spindle hang between two blocks, allowing each of the propellers to turn around 
without any obstacles. In a situation where one blade is heavy, the propeller tends to travel 



Investigating the Aerodynamics of Flight for Multiple Rotor Drones 

Analysis of Applied Mathematics | Volume 8               Page 98  

towards the heavier blade. The trailing edge of the heavy blade may be sanded down to address 
the mass difference [1]. After the even distribution of blades’ weight is ascertained, then the 
propeller gets balanced in a horizontal manner without any difficulties.  

Multiple-rotor balancing involves the spars, hub and the motor mounts.  This is important 
in ensuring an even distribution of weight in the entire system. The balancing of all these 
elements is needed to optimize the aerodynamics of the system and enhance controllable and 
steady flight. The position of electronic components is an important factor to consider in making 
the weight distribution consistent all through. Otherwise, the aerodynamic nature and 
performance of the entire drone would be impaired.  

 

Rotation of Blades and Wake Interaction 

The rotation of blades of the multi-rotor drone causes some turbulence resulting from the 
air movement across the blades. This turbulence is known as wake interaction. A multiple rotor 
drone produces more wake interaction than a fixed wing drone system.  This can result to 
movements that are uncontrollable hence affecting the overall performance of the drone. 
According to DiCesare, Gustafson and Lindenfelzer, wake flows in the shape of a funnel in a 
downward manner from the rotor blades leading to little propwash moving radially away from 
the propeller [2]. In their study, DiCesare, Gustafson and Lindenfelzer set a distance of 1ꞌꞌ 
between the tips of the propeller that was enough to prevent interference.   

The resonance frequency of the multiple-rotor drone due to vibration also counts in 
establishing a smooth flight.  The determination of the exact resonant frequencies is much 
needed to make sure that the natural modes of the drone don’t get disturbed.  The natural 
frequencies of the system’s propellers should therefore be determined and evaluated against the 
resonance frequencies of the multiple-rotor drone to enhance the overall stability needed. In the 
determination of natural frequencies, DiCesare, Gustafson and Lindenfelzer used the following 
equation [2]:  

𝑆𝑆 = (𝑓∗𝐿)/𝑣 

Where,  

St = Strouhal number, a determined quantity derived from a wind tunnel test experiment   

f = vortex shedding frequency of the rotor propeller  

v = velocity of the air flow past the props {propeller angular velocity x propeller radius} 

L = characteristic length, a function of {propeller thickness, chord length multiplied by 
AOA 
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In a different research, Hoffmann, Huang, Waslander and Tomlin studied the 
aerodynamics and control of autonomous Quadrotor helicopters in aggressive maneuvering using 
the STARMAC Quadrotors [4].  In this study, they conducted two important aerodynamic effects 
of i). Blade flapping and (ii). Absolute thrust variation as observed in a translational flight. Blade 
flapping is an effect experienced in a rotor during a translational flight. The rotor blade in motion 
has a high velocity compared to the free air stream while the retreating blade undergoes a lower 
effective air speed. The effect caused is an imbalance during lift, which induces an oscillation of 
the blades in an up and down motion. In a steady condition, this leads to a tilting of the effective 
rotor plane off the vertical hence causing a thrust deflection. The rotor plane should be aligned 
perfectly with the center of gravity (CoG) of the entire drone. If not, a momentum about the CoG 
will be created and negatively affect the attitude controller outcome.  

The absolute thrust variation in the same translational flight includes effects of effective 
translational lift and drift in thrust that is characteristic of the AOA. As the rotors move in a 
translational manner, the relative momentum of the airflow induces an increase in the drone lift, 
in what is known as a translational lift. The rotor’s AOA changes in relation to the lift. An 
increased AOA directly increases the thrust. In their findings, Hoffmann et al. confirmed that, the 
deflection of the plane of the rotor resulting from blade flapping creates an effective thrust vector 
deflection, inducing moments about the CoG [4].  Further, blade flapping has a great effect on 
the control of altitude, while the absolute thrust variation influences the thrust generated through 
the drone’s rotors and consequently affecting the altitude control.  

 

Multiple Rotor Drone Flight Characteristics 

The selection of a rotor system platform development is determined by a configuration of 
rotors and the means of controlling the drone. The control of a rotorcraft is done through a 
manipulation of control inputs during the flight and it will help in the attainment of the controlled 
aerodynamics flight. Any changes effected on the flight controls are transferred to the rotor 
system which is responsible for the production of aerodynamic effects on the rotor blades of the 
system providing a way of controlling the drone effectively. The drone also needs to achieve 
controls of heave, pitch, yaw and rolling. The pitch and roll control inputs influence the 
longitudinal and lateral motion of the drone [5]. The control inputs for yawing makes the drone 
move in an angular manner around the system’s vertical axis whereas the heave control inputs 
are responsible for movement along the vertical axis. 

 

Conclusions 

In the present study, the aerodynamics of a multiple-rotor drone was explained by a free 
body diagram of the system and how they can be optimized to ensure good aerodynamics for a 
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stable flight, and such parameters are including thrust, drag, lift and weight alongside the drone’s 
center of gravity. The fundamentals of a multiple-rotor drone aerodynamics and the basic 
theoretical concepts touched on how general aerodynamics and propeller aerodynamics affect a 
flight of multiple rotor drones and how to work with and/or react to effects created. A significant 
element of the entire drone system is involved to the balancing of rotors and the propellers to 
ensure a stable flight. Once it’s balanced, the drone gains altitude by increasing the entire engine 
speed. A forward motion is attained by increasing the speed of the rear engines and decreasing 
that of the frontal engines to ensure a constant lift. To yaw either side, the velocity of the 
counter-direction propellers is increased.  

During the research paper, the researchers faced some tough problems in distinguishing 
differences between propeller motion and rotor. Since drones use more than one rotor, the 
researchers needed to consider multiple rotor motion at the same time. Although drone is 
relatively new technology, there was lots of controversial information which are misinformed 
sometimes. In spite of varying different intentions, the researchers had ended up with uniformed 
goal, making a guideline that is comprehendible for many standard people. 
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Mapping and Recreating Digital 
Signature Algorithms Using MATLAB 

 
By Elizabeth Wright 

  
 

Introduction 
A digital signature (DS) is a mathematical scheme for demonstrating the authenticity of a 

digital message or document. A valid digital signature gives a recipient reason to believe that the 
message was created by a known sender, such that the sender cannot deny having sent the 
message and that the message was not altered in transit. DS are commonly used for software 
distribution, financial transactions, and in other cases where it is important to detect forgery or 
tampering [1]. 

 

Explanation 

DS are often used to implement electronic signatures, a broader term that refers to any 
electronic data that carries the intent of a signature, but not all electronic signatures use digital 
signatures. 

DS employ asymmetric cryptography. In many instances they provide a layer of 
validation and security to messages sent through a nonsecure channel: properly implemented, a 
digital signature gives the receiver reason to believe the message was sent by the claimed sender. 
Digital seals and signatures are equivalent to handwritten signatures and stamped seals. DS are 
equivalent to traditional handwritten signatures in many respects, but properly implemented 
digital signatures are more difficult to forge than the handwritten type.  DS can also provide non-



Mapping and Recreating Digital Signature Algorithms Using MATLAB 

Analysis of Applied Mathematics | Volume 8               Page 103  

repudiation, meaning that the signer cannot successfully claim they did not sign a message, while 
also claiming their private key remains secret; further, some non-repudiation schemes offer a 
time stamp for the digital signature, so that even if the private key is exposed, the signature is 
valid. Digitally signed messages may be anything representable as a bitstring: examples include 
electronic mail, contracts, or a message sent via some other cryptographic protocol. 

 

Algorithms of Digital Signature 
 

Technology of DS applying assumes that we have a network of subscriber, sending 
signed electronic documents each other.  The pair of keys is generated for every subscriber – an 
open key and a close key.  Close key is kept secret by the abonent and is used for generating of 
DS. Open key is known for all users and is intended for the DS checking by the addressee of 
electronic document. In other words, open key is necessary tool for checking authority and 
authenticity of the document. Open key does not allow calculating a secret one.  

In particular: 

Alice wants to sign message m. She computes the signature of m (let’s call it S) and 
sends the signed message (m,S)  to Bob. Bob gets (m,S), runs the verification algorithm on it. 
The algorithm returns “true” if S is Alice’s signature of m. 

 

RSA Signature Scheme 

The RSA digital signature scheme applies the sender's private key to a message to 
generate a signature. The signature can then be verified by applying the corresponding public 
key to the message and the signature through the verification process, providing either a valid or 
invalid result. These two operations — sign and verify — comprise the RSA digital signature 
scheme [2]. Taking a closer look at the signature generation portion of the process in Figure 1, 
the first step in generating an RSA signature is applying a cryptographic hash function to the 
message. 
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Figure 1. Generalized scheme of digital signature RSA 

 

The hash function is specifically designed to reduce a message of any length to a short 
number, called the "hash value" (typically 160 bits long), and to do it in a way such that two 
conditions are satisfied: 

 It is difficult to find a message with a specific hash value. 

 It is difficult to find two messages with the same hash value (an easier problem to solve) 

Let’s show how this this scheme works using Alice and Bob actions description.  

The algorithm is 

1. Alice compresses the initial message M into integer number m using hash-function h: 

m=h(M). 

2. Alice chooses secret big odd primes p,q and computes N=p·q and ϕ(N)=(p-1)·(q-1). 

3. Alice chooses eA with condition gcd (eA,ϕ(N))=1. 

4. Alice computes 𝑑𝐴 = 𝑒𝐴−1𝑚𝑜𝑑 𝜑(𝑁). 

5. Alice’s signature is 𝑆 = 𝑚𝑖𝐴𝑚𝑜𝑑 𝑁. She sends signed message is (M,S) to Bob. 
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6. Bob recover hash value m’ by calculating 𝑚′ = 𝑆𝑒𝐴𝑚𝑜𝑑 𝑁. 

7. Bob verify the signature by comparing m and m’. The signature is valid if m=m’. 
 

Extended Euclid's algorithm for finding of multiplicative inverse   

To compute 𝑑𝐴 Alice should use a special technique  - Extended Euclid's algorithm . 

 Let’s recall that number d is called the multiplicative inverse of e (modulo φ(n)) [3] if 

𝑒 ∙ 𝑑 ≡ 1(𝑚𝑜𝑑 𝜑(𝑛))      (1) 

For illustration of extended Euclid's algorithm acting we will use two-stage scheme (see 
below) [4].  

Pseudocode (stage 1) 

AT THE INPUT: two natural a and b, a>=b 

AT THE OUTPUT: D =GCD(a,b) and integers x and y such that ax +by=D 

1. Let’s x1:=1, x2:=0, y1:=0, y2:=1 

2. While b>0 

3. q:=[a/b], r:=a-qb, x2:=x1-q*x2, y2:=y1-q*y2 

4. a:=b, b:=r, x1:=x2, x1:=x, y1:=y2, y1:=y 

5. Put D:=a, x:=x1, y:=y1 and return (D,x,y) 

Here [c] means integer part of c. 

Example 
 

Let us find D=GCD(500,440) and integers x and y such that 500x +440y=D. 

Initial data:  

1-st step: 

q=[500/440]=1, r=500-1*440=60; 

 x2=1-0=1,y2=0-1=-1, a=440,b=60 

It is suitable to place the intermediate results of computation into the table: 

№ a b q r x1 x2 y1 y2 
1 500 440 1 60 1 0 0 1 
2 440 60 7 20 0 1 1 -1 
3 60 20 3 0 1 -7 -1 8 
4 20 0 - - -7 22 8 -25 

x1:=1, x2:=0, y1:=0, y2:=1 

http://en.wikipedia.org/wiki/Modular_multiplicative_inverse
http://en.wikipedia.org/wiki/Modular_multiplicative_inverse
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Summary : GCD(500,440)=20=500*(-7)+440*8. 

This algorithm was realized in MATLAB (see e.g. [5]) as a function gcd  ([g,u,v] = 
gcd(A,B)) is calculated using the extended Euclidian algorithm) 

Part2 

Algorithm for finding multiplicative inverse due to the formula (1) 

Pseudocode (stage 2) 

AT THE INPUT: two natural e and N. 

AT THE OUTPUT: inverse of e in modulus of N. 

1. Use extended Euclid's algorithm for finding of x and y such that ex + Ny = D, where 
D= GCD(e,N) 

2. If D>1 then there is no inverse element else return x. 

Exercise 1. 
 

Generate a code realizing Extended Euclid's algorithm in Matlab. 

Solution See code below. 
function R = reverse(M, N) 
%Calculate reverse for M modulo N. 
  
[x, y, d] = egcd(M, N); 
if d == 1 
    R = mod(x, N) 
    return 
end 
end 
  
function [x, y, d] = egcd(a, b) 
%Extended Euclidean algorithm. 
%Calculate greatest common divisor. 
  
a = abs(a); 
b = abs(b); 
  
if b == 0 
    x = 1; 
    y = 0; 
    d = a; 
    return 
end 
  
x1 = 0; 
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x2 = 1; 
y1 = 1; 
y2 = 0; 
  
while b > 0 
   q = floor(a / b); 
   r = a - q * b; 
    
   xtmp = x2 - q * x1; 
   ytmp = y2 - q * y1; 
    
   a = b; 
   b = r; 
    
   x2 = x1; 
   x1 = xtmp; 
   y2 = y1; 
   y1 = ytmp; 
end 
  
x = x2; 
y = y2; 
d = a; 
end 
 
Example of using 
 >> reverse(3, 5874292) 
 
R =     3916195 

 

Exercise 2. 
 

Choose q=3083, p=1907 and check how the RSA signature algorithm works for 
m= 1461501637330902918203684832716283019655932542974 using Matlab. 

Solution 
 

See code below for Alice  

function [m, s] = f2(P, Q, e, m) 
n = P * Q 
phi = (P - 1) * (Q - 1) 
if e < 1 | e > phi | gcd(e, phi) ~= 1 
    'Enter correct data’ 
end 
d = reverse(e, phi) 
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s = modulopower(m, d, n) 
end 
  
function R = modulopower(X, N, M) 
X = rem(X, M); 
R = 1; 
while N > 0 
   if rem(N, 2) == 0 
       X = rem(X * X, M); 
       N = N / 2; 
   else 
       R = rem(R * X, M); 
       N = N - 1; 
   end 
end 
end 
  
function R = reverse(M, N) 
%Calculate reverse for M modulo N. 
  
[x, y, d] = egcd(M, N); 
if d == 1 
    R = mod(x, N); 
    return 
end 
'There are no reverse for M modulo N.' 
end 
  
function [x, y, d] = egcd(a, b) 
%Extended Euclidean algorithm. 
%Сalculate greatest common divisor. 
  
a = abs(a); 
b = abs(b); 
  
if b == 0 
    x = 1; 
    y = 0; 
    d = a; 
    return 
end 
  
x1 = 0; 
x2 = 1; 
y1 = 1; 
y2 = 0; 
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while b > 0 
   q = floor(a / b); 
   r = a - q * b; 
    
   xtmp = x2 - q * x1; 
   ytmp = y2 - q * y1; 
    
   a = b; 
   b = r; 
    
   x2 = x1; 
   x1 = xtmp; 
   y2 = y1; 
   y1 = ytmp; 
end 
  
x = x2; 
y = y2; 
d = a; 
end 
 
Example of using 

>> f2(3083,1907,5777,1461501637330902918203684832716283019655932542974) 

n =     5879281 

phi =     5874292 

d =       64061 

s =     4257374 

The next function is for Bob 

function f2_test(n, e, m, s) 
mtest = modulopower(s, e, n) 
m = rem(m, n) 
if mtest == m 
    ‘Document is authentic’ 
end 
end 
  
function R = modulopower(X, N, M) 
X = rem(X, M); 
R = 1; 
while N > 0 
   if rem(N, 2) == 0 
       X = rem(X * X, M); 
       N = N / 2; 
   else 
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       R = rem(R * X, M); 
       N = N - 1; 
   end 
end 
end 
  
function R = reverse(M, N) 
%Calculate reverse for M modulo N. 
… % See eponymous function above  
end 
  
function [x, y, d] = egcd(a, b) 
%Extended Euclidean algorithm. 
%Сalculate greatest common divisor. 
 … % See eponymous function above 
end 
 
Example of using 
 
>> f2_test(5879281,5777,1461501637330902918203684832716283019655932542974,4257374) 

mtest =     1748613 

m =     1748613 

ans = Document is authentic 

 

RSA signature faults 

RSA signature is vulnerable for so called multiplicative attack [6]. In other words, RSA 
signature algorithm allow malefactor to generate signatures on those documents which hashing 
results can be computing by the product of signed documents hashing results without of knowing 
secret key d. 

Suppose, that attacker can construct 3 messages M1,M2 and M3 with hash-values  

m1=h(M1), m2=h(M2), m3=h(M3), 

moreover 

m3=m1*m2 (mod N). 

We also assume, that for two messages M1,M2 low signatures S1 and S2 were obtained: 

𝑆1 = 𝑚1
𝑖𝑚𝑜𝑑 𝑁, 𝑆2 = 𝑚2

𝑖𝑚𝑜𝑑 𝑁. 

Then malefactor could easy calculate signature S3 for the document M3 without knowing 
secret key d: 
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S=S1*S2 (mod N). 

Indeed, 

S1*S2 (mod N)= 𝑚1
𝑖 ∙ 𝑚2

𝑖 (𝑚𝑜𝑑 𝑁) = (𝑚1 ∙ 𝑚2)𝑖(𝑚𝑜𝑑 𝑁) = 𝑚3
𝑖 (𝑚𝑜𝑑 𝑁) = 𝑆3. 

More reliable and suitable DS algorithm was designed by El Gamal [7]. 

 

El Gamal signature scheme 

The idea of El Gamal Singnature Algorithm (EGSA) is based on the fact that to justify 
the practical impossibility of falsification of the digital signature can be used more complex 
computational problems than factoring a large integer - the discrete logarithm problem. In 
addition, El Gamal avoided overt weakness of RSA digital signature algorithm, coupled with the 
possibility of forgery of digital signatures under some messages without specifying a secret key. 

Let us consider the digital signature algorithm El Gamal. In order to generate a key pair 
(public key - a secret key), a first chosen large prime integer P and large integer G, where G <R. 
The sender of the signed document (Alice) and receiver (Bob) use in the calculations similar 
large integers P (~ 10308 or ~ 21024) and G (~ 10154 or ~ 2512), which are not secret.  

The algorithm is 

1. Alice chooses random integer X, 1< Х ≤ (Р-1), and compute 

 Y =GX mod Р. 
The number Y is the public key used to verify the signature of the sender. The number of 

Y is open to all potential recipients of transferred documents. The number X is the sender's 

private key for signing documents and should be kept secret. 

2. Alice hashes a message M using the hash function h: 

m=h(M), 1<m<(Р-1), 
and generates random integer K,  

1<K<(P-1) such that K and (P-1) are coprime.   (2) 
3. Alice computes an integer a by the formula 

а = GK mod Р. 

4. Alice computes integer b, solving the equation (see e.g.[9]): 

m=X*a+K*b (mod (P-1)) 

with help of extended Euclid's algorithm. 
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The pair of numbers (a,b) form digital signature S 

S=(a,b) 

affixed to the document M. 

A triple (M, a, b) is sent to the recipient, while the pair (X, K) is kept secret. 

5. After receiving the signed message (M, a, b) Bob should verify is the signature 

S = (a, b) corresponding to the message M. 

He first calculates the hash-value of the received message M: 

m = h (M). 

6. Then he calculates the value 

А = Ya ab (mod Р) 

and recognizes the message authentic if and only if  

А = Gm (mod Р). 

In other words, a receiver checks the equity of ratio  

Ya ab (mod Р)= Gm (mod Р). 
One can be strictly mathematically shown that the last equation is satisfied if and only if 

the signature is S = (a, b) under the document M is obtained using a secret key of X, from which 
the public key Y was obtained. Thus, one can reliably make sure that the sender of the message 
M was the holder of the private key is X, without disclosing the key itself, and that the sender 
signed namely this concrete document M. 

It should be noted that the execution of each signature on the El Gamal method requires a 
new value of K, and this value should be chosen randomly. If an intruder ever discloses the value 
of K, reusable sender, then he will be able to reveal the secret key X sender. 

Example 3. 
 

Let’s choose: the numbers R = 11, G = 2 and the secret key X = 8.  

Calculating the value of the public key: 

Y = GX mod P = Y = 28 mod 11 = 3. 

Assume that the original message M is characterized by the hash value m = 5. 

In order to compute the digital signature for the message M having a hash value m = 5, 
first select a random integer K = 9. Make sure that the number of K and (P-1) are coprime. 
Indeed, gcd (9,10) = 1. Next, calculate the elements a and b of the signature: 

a = GK mod P = 29 mod 11 = 6 
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Then determine the element b by using an extended Euclid's algorithm: 

m = X * a + K * b (mod (P-1)). 

When m = 5, a = 6, X = 8, K = 9, P = 11 we obtain 

5 = (6*8 +  9 * b) (mod 10) 

or 

9 * b = -43 (mod 10). 

Solution: 
 

b = 3.  

A digital signature is a pair: a = 6, b = 3. Then the sender sends the signed message. By 
adopting a signed message and the public key Y = 3, the receiver calculates the hash value for 
the message M: 

m = 5 

and then calculates two numbers: 

1) Yaab (mod Р) = 36 * 63 (mod 11) =10 (mod 11); 

2) Gm (mod Р) = 25 (mod 11) =10 (mod 11). 

Since these two integers are equal, the message,  taken by the recipient, deemed 
authentic. 

Exercise 3.  
 

Generate MatLab code to realize El Gamal signature scheme including 

a) Fixation of P, G, X values and hash-value m 

b) Computing open key Y and selection of K satisfying (2). 

c) Computing a & b for signature, using a program module, generating in the Exercise1. 

d) Computing Yaab (mod Р) and Gm (mod Р) 

e) Output of the message like “message deemed authentic” 

Solution  
 

See code below 

function [a, b] = f3(P, G, X, M) 
m = hash(M); 
Y = modulopower(G, X, P); 
%Generate random K 
while 1 
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    K = randi(P - 1); 
    if gcd(K, P - 1) == 1 
        break 
    end 
end 
a = modulopower(G, K, P); 
b = mod(reverse(K, P - 1) * (m - X * a), P - 1); 
end 
  
function m = hash(M) 
m = length(M); 
end 
  
function R = modulopower(X, N, M) 
X = rem(X, M); 
R = 1; 
while N > 0 
   if rem(N, 2) == 0 
       X = rem(X * X, M); 
       N = N / 2; 
   else 
       R = rem(R * X, M); 
       N = N - 1; 
   end 
end 
end 
  
function R = reverse(M, N) 
%Calculate reverse for M modulo N. 
… % See eponymous function above  
end 
  
function [x, y, d] = egcd(a, b) 
%Extended Euclidean algorithm. 
%Сalculate greatest common divisor. 
 …% See eponymous function above 
end 

 Example of using 

>> f3(11,2,8,'Example of El Gamal digital signature') 

 

a =     2 

b =     1 
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Let’s remark, that the numbers a and b in this fragment are different from the same in the 
Example 3. Cause of this is in the random character of k. 

For checking of authenticity we generate the next Matlab function 

function f4(P, G , Y, a, b, M) 
m = hash(M); 
A1 = mod(modulopower(Y, a, P) * modulopower(a, b, P), P); 
A2 = modulopower(G, m, P); 
if A1 == A2 
    'Document is authentic’ 
end 
end 
  
function m = hash(M) 
m = length(M); 
end 
  
function R = modulopower(X, N, M) 
… % See eponymous function above  
end 
  
function R = reverse(M, N) 
%Calculate reverse for M modulo N. 
… % See eponymous function above  
end 
  
function [x, y, d] = egcd(a, b) 
%Extended Euclidean algorithm. 
%Сalculate greatest common divisor. 
… % See eponymous function above  
end 
 

Example of using 

>> f4(11,2,3,2,1,'Example of El Gamal digital signature') 

ans =Document is authentic 
 

It should be noted that EGSA is a typical example of an approach that permits sending 
the message M in the open form together with the attached authenticator (a, b). In such cases, the 
procedure of establishing the authenticity of the received message consists on the verifying of 
compliance a message to the authenticator. 

Digital signature scheme El Gamal has a number of advantages over digital signature 
scheme RSA: 
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1. For a given level of firmness of DS algorithm, the integers involved in the 
calculations have a quarter shorter representations, which halve the computational 
complexity and noticeably decreases the amount of memory used. 

2. When you select a module P it is sufficient to verify that this number is simple and 
that the number (P-1) has a large prime factor (i.e., only two the conditions simply 
checking). 

3. The procedure for signature generation due to El Gamal scheme does not allow 
calculate digital signatures for the new messages without the knowing of the secret 
key (as in the RSA). 
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