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AIM AND SCOPE 

Analysis of Applied Mathematics (AAM) is a journal devoted to the publication of 

original research papers in applied mathematics for high (secondary) school 

students. Our mission is to promote academic curiosity in the field of mathematics 

by encouraging students to produce quality research. AAM provides a unique 

opportunity for high school students to publish a mathematics-based research 

article in a journal. The topics considered for publication can involve any aspect of 

applied mathematics including topics from the medical, scientific, engineering, 

finance and business fields. Examples of applied mathematics topics are: 

 Electronics: televisions, computers, video games, smart phones, and modern 

appliances 

 Transportation: Automobiles, air planes, space shuttles 

 Systems and Processes: Traffic light systems, social choice theory, inventory 

systems, internet search engines, algorithm improvement 

There are a number of possible applied mathematics papers that would qualify for 

the Analysis of Applied Mathematics. For more information, please visit us at 

analysisofappliedmathematics.org. If you have any questions about whether your 

topic is eligible for submission, please contact us at 

colleen@analysisofappliedmathematics.org. 
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A Computer Investigation of Elastic 

Beams 

 

By Junghyun (Erin) Song 

  

 

Abstract 

In the world today, with more and more skyscrapers and architectural marvels built, the 

need for stability of such structures has become one of the most important things to which 

engineers must pay attention to. Civil engineers have used different types of beams when 

building these constructs, and because of their importance, I decided to research elastic beam 

oscillations. This research allowed me to understand the complexity of beam oscillation and gain 

knowledge of implementing mathematics into figuring out complex issues overall. With the help 

of Mathematica, I was able to compare the solutions from different approaches to the beam 

oscillation calculations with graphs created on Mathematica. In the first part of this paper, I 

calculate the equation of elastic beam natural oscillations. Then in the next section, I calculate 

the form of the natural oscillations with different beam fasteners. Finally, in the third part, I 

answer exercises related to beam oscillations and apply the concepts from the first two parts of 

the paper. 

Introduction 

The goal of this paper is to explore solutions to structure stability problems related to 

elastic beam oscillations. Beams are often used to retain stability, which is essential in various 

fields. Comprehensive knowledge related to structure stability is extremely crucial, especially for 

civil engineers because they are responsible for constructing and maintaining infrastructure. The 

following applied mathematics concepts illustrate how beams are able to withstand carrying or 

supporting loads.   
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Because construction in any place in the world must be sufficiently robust overall, the 

efficiency and sustainability of beams that make up the construction are often determined based 

on their degree and dispersion of elasticity and moment of inertia. According to engineering 

beam theory, two external forces and two internal forces are exerted on the beams. The two 

internal forces are associated with forces only within the beams themselves which are shear 

forces and bending moments; the two external forces include an exchange of forces between the 

beams and the loads placed on the beams.  

The following equation determines the influence of an external force P:   

    
   

                             (1) 

E is Young modulus (precise definition can be found in [2, Chap. 38]); while I is the 

moment of inertia which measures a beam‘s stiffness with respect to its cross-section and ability 

to resist bending.        is the vertical displacement (see Fig.1), and the horizontal axis is   . 

For this relationship, u(x) represents the vertical displacement between the neutral axis of the 

deformed and not deformed shape while x represents the horizontal displacement from one edge.  

 

Figure 1. Beam bending under a force P (the arrow indicates the direction of the force) 

 

The given equation can be expanded further with application of the Newton‘s 2nd law. 

According to the Newton‘s Second Law,  

      

     

  
   

   
 

Where m, a, ρ, S and t are the mass, acceleration, mass per unit length, cross section of 

beam and time. Then, through substitution,  

    
   

   . 
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If we equate     
   

   
  and     

   

   
, 

  
   

   
   

   

            (2) 

Considering that the elastic wave of the beam is monochromatic, u is then solved with the 

standard equation for monochromatic elastic waves of a beam with 

                            (3). 

For the equation shown above,   refers to the phase difference between displacement u(x) 

of the beam and velocity of the wave v(x) where  = 2*π*f and f is the frequency of the wave.  

Where 

              

  
           (4‘), 

   

         (4), which is the equation for elastic beam natural oscillations.  

In order to gain a deeper understanding of these concepts, we will use a computer 

program, Mathematica, to calculate the differential equations and eigenvalues. The program will 

also provide graphs that will demonstrate beam oscillations. Those seeking a clearer illustration 

of these complex problems regarding structure stability should be able to better comprehend after 

reading this paper. 

 

 

1. Finding the form of natural oscillations with different beam fasteners 
 

Let‘s first find the general solution of (4) by applying standard techniques of solving 

ordinary linear differential equations (see e.g. [5]).  

We then get the solution of the characteristic equation, corresponding to (4): 

                        (5) 

Through factorization of (5), we get 

                       

and, as a result, we have   1= ;  2   ;  3=𝑖 ;  4  𝑖 . The first pair of roots of (5), 

        , corresponds to the linear independence solution of (4), provided that 

 1=𝐶1𝑒  +𝐶2𝑒   . The general solution of (4) is  

( )=𝐶1𝑒  +𝐶2𝑒   +𝐶3     +𝐶4 𝑖   .          (6) 

Similar results are obtained when using Mathematica (see [6]): 
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Figure 2. Mathematica code for solving differential equation 

 

A more convenient process is to transform the first two terms of the hyperbolic functions 

        
      

 
 and  𝑖      

      

 
and write (6) in the form  

                 𝑖      𝐶           𝑖      .            (7) 

In order to find unknown constants A, B, C, and D, we need to define the type of beam 

fastener.  

 

 

1.1  Ends of the rod are firmly fixed 

 

 

Figure 3. Beam with firmly fixed ends. 

 

Suppose that the beam has unit length. Then we have the following boundary conditions: 

(0) = ′        (1) = ′  1   0.                               (8) 

Our aim is to get nontrivial solution of the equation (4) with boundary condition (8).  

Using v (0) = 0 we get C=-A and v(x) takes the form  

 ( )=    (  )+  𝑖 (            )+  𝑖     ).             (9) 

Differentiating (9), we get  

 ’ x      𝑖 (  )+     (       𝑖     )+         ). 
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Using v’ (0) = 0, we get D = -B and (9) changes to  

 ( )= [   (           )] + [ 𝑖 (     𝑖     )].                 (10) 

Considering these two conditions, v (1) = 0 and v’ (1) = 0, we have the homogeneous 

system of two linear equations: 

{
                 𝑖    𝑖      

    𝑖    𝑖                    
}                                        (11) 

With respect to variables A and B, the system has a nontrivial solution if and only if its 

determinant  is equal to zero: 

 = |
          𝑖    𝑖   

   𝑖    𝑖              
| =0. 

Performing standard transformations using well-known properties of the hyperbolic 

functions (see [7]), we get the equation 

         =1.                   (12) 

Nontrivial solutions of (12) are called eigenvalues from equations (4) and (8) (see [8]).) 

because the value of velocity must be nonzero in order for the beam to oscillate with certain 

frequency.  

Returning to (10) which are now called eigenfunctions, we see that after the substitution, 

following from the second equation of (11), B = A  
          

             
, one can represent v(x) in the 

form  

         𝑖    𝑖                                 𝑖     𝑖        

To find eigenvalues we apply Mathematica again. 

First, let‘s plot the graphic of the function                 1 to understand what 

the first roots of the equation (12) are:  

                   1          

 

Figure 4. Graphic help for the solution of the equation (12) 
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As shown above, the first two nonzero solutions are located near the points x = 5 and x = 

8. We use Mathematica in order to find exact values of the roots. 

 

Figure 5. Mathematica code to find first three roots of the transcendent equation (12) 

 

If we know solutions to (12), then we can calculate the lowest natural oscillation 

frequency of the fixed beam. Because (4‘) =    √
  

  
,  1          √

  

  
         1    

√
  

  
. 

Corresponding forms of the oscillations can be depicted with the help of Mathematica 

(see fig. 6).  General solutions of (2) can be represented as  

=∑    
 
          +   𝑖                    

         
             𝑖   

   

 𝑖    
   ], 

Where          𝑖     𝑖     ,                      (cf. [8]) 
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Figure 6. Construction graphs of a fixed beam’s natural oscillations (1st and 2nd manners) 

 

To understand the procedure of finding any finite quantity of the frequencies, one can 

plot the rest part of the graph (see fig. 7).  

 

Figure 7. The behavior of the function y(x) =                1 at large values. 
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Exercise 1 

Organize a loop to find 10 solutions of (12) x1,…, x10 which satisfy condition xi 50 

with help of Mathematica. 

 

Solution 

As we see on the fig. 6 first solution of this group is more than 60. So, one can apply 

Mathematica for this purpose (See fig.8) 

 

 

Figure 8. Mathematica code for organizing the eigenvalues search 

 

Using the built-in Mathematica function Parametric ND Solve Value we can plot 

eigenfunctions (see fig. 9).  

 

Figure 9. Construction of graphs of a fixed beam’s natural oscillations (second manner) 
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2.2   Beam with one end firmly fixed and the other free  

 

Figure 10. Beam with one end firmly fixed and another one free  

 

This situation corresponds to the next boundary condition (see [8]): 

       ′     ′′ 1   ′′′ 1                     (13) 

 

Exercise 2 

Find a system for defining of eigenvalues for the problem (4), (13) and corresponding 

equation, similar to equation (12). 

Solution 

Similar to the previous case, this condition is suitable to zero conditions on the left end of 

the rod. In other words, we can conclude that A= -C and that D= -B and to the equation in (10) 

                        𝑖     𝑖     . 

 ( )= [   (           )] + [ 𝑖 (     𝑖     )] 

To use the last two conditions (at the left end of the rod) we should find 2
nd

 and 3
rd

 

derivatives of v(x): 

                            𝑖     𝑖      

           𝑖      𝑖                        

Two remaining conditions result in this following system, which is similar to the system 

(11).  

{
   𝑖      𝑖                           
                      𝑖      𝑖        

}                  (14)     

It has nontrivial solutions (with respect to variables A and B) if and only if its determinant 

 is equal to zero:  

=|
 𝑖    𝑖                

             𝑖    𝑖   
|=0. 
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This system would have nontrivial solutions if and only if  

               1              (15) 

 

Exercise 3 

Plot the graph of the function               +1 to estimate a localization of 

solutions of (15), using Mathematica. 

Solution 

The embedded function for this action is (as we see on fig. 6)  

                   1          

 

Figure 11. Graphic help for the solution of the equation (15) 

 

Exercise 4 

Find first three roots of (15) and calculate corresponding natural oscillation frequencies. 

Solution 

To do this we will use the same procedure as earlier (see fig.10) 

2 4 6 8

200

100

100

200

300

400
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Figure 12. Mathematica code to find three first foots of the equation (14) 

 

Then, let‘s calculate the lowest natural oscillation frequency of this beam using formula 

(4‘): 

        √
  

  
       1  √

  

  
    1    √

  

  
  

Exercise 5 

Find eigenfunctions, corresponding to the eigenvalues for the problem (4), (13) and plot 

the graphs of the first 3 forms of beam‘s natural oscillations. 

Solution 

Let‘s express constant B from the 1-st equation of (14):   
             

            
 and substitute it 

into equation (10). Then we see  

( ) =     [(     +      ) (              ) + ( 𝑖      𝑖   ) ( 𝑖       𝑖    )]   

(15) 

When we know (16), it is not difficult to plot corresponding graphs (see fig. 11). 
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Figure 13. Construction graphs of the beams with free end natural oscillations forms 

 

Conclusion 

Through this research with this blended applications of already existing equations, I 

could determine the oscillation of the various elastic beams. By adopting the use of Mathematica, 

the beam oscillation could be demonstrated through graphs of the derived equations. Because 

beam stability is a concept that civil engineers must inevitably deal with, I was able to take a step 

closer to my desire of pursuing engineering. Also, these concepts are essential to civil engineers 

in the field of infrastructure, which is where my interests lie. 

Beam structures exist everywhere around us, not just in building construction but also in 

cars, machine frames, and other mechanical and structural systems, making this research 

particularly meaningful to me. While many tend to not pay attention to the specifics of building 

structures, I learned how important it is to understand these concepts because they are complex, 

and if not properly incorporated in construction, could lead to disastrous results.  

This research could have been performed differently using other programs like MATLAB 

for the complex calculations. Also, I would have liked to create 3D designs of different beams on 

Autodesk Inventor or AutoCAD and 3D print the beams with a 3D printer to test out my 

calculations. In the future I wish to attempt to test out my calculations and determine whether 

they are consistent with my real world results. 
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There are many other topics related to beam elasticity that are worth researching in the 

future, including calculations of maximum bending moment, shear force, and deflection in 

different end conditions. Because knowledge regarding beam elasticity is crucial for civil 

engineers, a combination of research in these future research topics with those of this research 

paper will definitely help me achieve a more comprehensive understanding of this topic. In 

university, I hope to more formally learn other foundational concepts and theories, like fluid 

dynamics, thermodynamics, mechanics, and modeling. Although there is such a variety of 

possible approaches, I look forward to do more research on deflection in different end conditions 

so that I can apply my Autodesk skills that I already have and move even further beyond what I 

already know.  
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By Wonjun Yoon 

  

 

Abstract  

Gayageum is one of the best-known traditional Korean musical instruments. Its body is 

made of paulownia wood. This study aims to scientifically investigate the reason why paulownia 

became the choice of wood for making Gayageum among a number of trees that are common in 

Korea. To that purpose, experimental Gayageums were constructed with three different types of 

woods- oak, paulownia and walnut – to observe and compare their sound characteristics through 

the spectral and time-frequency analyses. The results of the spectral analysis show that 

paulownia produces waveforms with longer duration and large amplitude resonances on a regular 

basis. The time-frequency analysis also shows that paulownia has broader frequency bandwidth 

with longer duration. Through scientific experiments and analyses, the study came to a 

conclusion that paulownia was chosen as the preferred material for making Gayageum because 

of its superior acoustic characteristics over other wood options.   

Introduction 

The history of musical instruments dates back to the beginnings of human culture. Any 

object that produces sound became a musical instrument. The sound of these instruments varies 

depending on the materials used, which gives unique characteristics to the instruments. There are 

many different kinds of musical instruments exist across the world expressing complex human 

emotions such as joy and/or sorrow. 

Korean Gayageum was developed around the 6
th

 century during Gaya confederacy. The 

elegantly pure sound of Gayageum resonates deeply with the listeners. The resonator chamber is 
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hollowed out of the piece of paulownia wood which is easily found in the Korean forests and is 

known to be very light. Oaks and pines are also easily found in Korea. Then, why is paulownia 

chosen for making Gayageum?  

To understand the compelling reason for paulownia to become the choice of wood for 

Gayageum making, the sound characteristics of experimental Gayageums with different body 

materials and how those acoustic characteristics change with different thickness of the resonator 

chamber was examined through experiments. Then the physical properties of paulownia were 

compared with those of oak and pine wood.  

Basics of Gayageum 

A. Structure  

Gayageum is around 160cm long by 30 cm wide by 10 cm deep. Twisted silk threads are 

connected at both ends of the wooden plate. On the soundboard, anjok (movable bridges) 

supports the strings and the tension of the strings is adjusted through tolgwae (turning pegs) 

which is installed on one end of the board. Gayageum is tuned by moving these anjok and 

changing the tension of the strings using tolgwae. Figure 1 illustrates the typical shape of 

Gayageum.      

 

Fig. 1 Typical shape of Gayageum 

 

 

B. Wave and Frequency Analysis  

Sound wave, in the atmosphere, travels through a medium such as air and behaves like a 

wave. Therefore, it is important to analyze the acoustic characteristics of Gayageum and observe 

how its sound frequencies change over time.  

Time domain and frequency domain feature analysis of musical instruments has been 

performed in a lot of papers [1,2,3]. Oboe sounds and saxophone sounds have been subject of 

analysis in paper [1]. Sounds of four guitars and five violins have been studied in the paper [2]. 

Musical notes generated by electric guitar have been studied in the paper [3]. The main purpose 
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of all those studies was automatic recognition musical sound patters. As noted in the paper [4] 

this problem is of great practical importance. Identifying musical instrument based on their 

sound characteristics allows to create a variety of services, for example searching in audio 

materials and etc. However, mathematical instruments of sound analysis may also be used for 

optimization problem too. With time-frequency analysis it is possible to prove the choice of best 

material for a musical instrument. 

The Fast Fourier Transform (FFT) was used to identify the wave spectrums of 

experimental Gayageums. A Discrete Fourier Transform (DFT) converts a signal in the time 

domain into its counterpart in frequency domain. Let (  ) be a sequence of length N, then its 

DFT is the sequence (  ) given by 

        ∑   𝑒
 

   

 
  

   

   
.            (1) 

 A fast Fourier transform (FFT) is an efficient way to compute the DFT.       

Time-frequency analysis needs to be performed to observe the changes in the frequency 

components over time. The most popular time-frequency analysis technique is referred to as the 

Short-time Fourier Transform (STFT). Short-time Fourier Transform (STFT), is a signal 

processing method used for analyzing non-stationary signals, whose statistic characteristics vary 

with time. 

A STFT performed on a sequence, {ix(n)}, can be defined as  

     x            ∑           𝑒     

    
            (2) 

where      represents the sliding window that emphasizes local frequency components 

within it. 

For this study, FFT was used for the waveforms obtained from the experimental 

Gayageums to identify the sound frequency characteristics and STFT was applied to analyze the 

time-dependent changes of the frequencies.     

Experiment Design 

A. Construction of Experimental Gayageums  

For the purpose of the experiment, three types of woods were used for the main body of 

the experimental Gayageums: pine, paulownia and walnut. For each wood material, three 

Gayageums were constructed in three different plate thicknesses: 5 mm, 10 mm and 15 mm. 

Therefore, a total of nine Gayageums were constructed for experiments. Typical thickness of 

Gayageum is 10 mm. The size of the experimental Gayageums were 600 mm (L) by 150 mm 

(W), smaller than the real Gayageum but they all have the same structure and shape of the real 

Gayageum. Table 1 shows the specifications of the experimental Gayageums and Figure 2 

illustrates the shape of the experimental Gayageums.    
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Board 

material 
Thickness 

Pine 5 mm 10 mm 15 mm 

Paulownia  5 mm 10 mm 15 mm 

Walnut  5 mm 10 mm 15 mm 

 

Table 1. Experimental Parameters 

 

 

Fig.2 Experimental Gayageums 

 

B. Experimental Method  

Nine strings were installed on each of the nine experimental Gayageums which were then 

tuned to F sharp (F#) using a tuner. I plucked one of the strings and recorded the sound for 1.2 

seconds. After obtaining the waveforms of the recorded sounds, spectral analyses were 

performed followed by the time-frequency domain.  

     

Result and Analysis 

A. Waveform Comparison  

The waveforms of the recorded sounds from the nine Gayageums were compared. Figure 

3 shows the comparison among the 10 mm pine, paulownia and walnut Gayageums.  
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It was observed that the duration of the sounds varied from material to material. The 

duration of the waveform of paulownia was much longer than the pine and walnut woods, which 

means that the paulownia wood produces longer echoes than the other two materials.  

 

 

(a) Pine Wood 

 

(b) Paulownia Wood 
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(c) Walnut Wood 

 

Fig. 3 Waveform Comparison of 10 mm Gayageums   

 

B. Comparison of Frequency Characteristics  

After observing the waveforms of the recorded sounds, FFT technique was used to 

examine the frequency characteristics of each sound. Figure 4 shows the FFT results for 10 mm 

Gayageums with different wood materials.  

As shown in the graphs below, for each of the material, the sound resonance occurred at a 

regular frequency. The resonance frequency of the Gayageum made of pine wood was 184Hz 

and that of paulownia and walnut was 178Hz and 177Hz respectively. The FFT results show that 

the largest amplitude and frequency was observed in the paulownia followed by pine and walnut.     

  

 

(a) Pine Wood 
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(b) Paulownia Wood 

 

(c) Walnut Wood 

Fig 4 FFT Results of 10 mm Gayageums 

 

The FFT analysis showed that at 10 mm thickness, the center frequency of pine was 183 

Hz, while that of paulownia and walnut were 177 Hz and 174 Hz respectively. Table 3 shows the 

center frequencies of the Gayageums. In terms of central frequency, there are not much 

difference among the three materials and thicknesses.  

Thickness 
Material 

5 mm 10 mm 15 mm 

Pine 186 183 183 

Paulownia 146 177 136 

Walnut 176 174 168 
  

Table 3 Comparison of Center Frequency      (Unit: Hz) 
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C. Time – Frequency Analysis  

To understand how the frequency component change over time, we applied STFT 

algorithm to carry out time-frequency transformation. Figure 5 through 7 shows the results of 

STFT applied to the waveforms obtained from the nine experimental Gayageums.    

 

   

(a) 0.5 mm (b) 10 mm (c) 15 mm 
 

Fig 5 Results of Time-Frequency Transformation for pine wood 

 

   

(a) 0.5 mm (b) 10 mm (c) 15 mm 
 

Fig 6 Results of Time-Frequency Transformation for paulownia wood 

 

   

(a) 0.5 mm (b) 10 mm (c) 15 mm 
 

Fig 7 Results of Time-Frequency Transformation for walnut wood 
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According to the observation of the frequency changes over time using STFT technique, 

the frequency bandwidth of the 5mm-thick pine Gayageum was initially narrower and most of 

the frequency components disappeared over time. For 10 mm-thick pine, the lower frequency 

components persisted for longer duration.  

For paulownia, at all thicknesses, many of the frequency components remained for an 

extended time. At 10 mm thickness, in particular, 2 kHz frequency component remained for 0.5 

second. For walnut, at all thicknesses, most of the frequency components disappeared 

immediately. To summarize, the paulownia‘s frequency components lower than 2 kHz persisted 

for a longer time and at 10 mm thickness, which is the case for the actual classical Gayageums, 

the frequency bandwidth was larger and the frequency components persistently remained for a 

longer time.   

 

Conclusion 

Nine small-scale experimental Gayageums were constructed with three different wood 

materials and in three different thicknesses. Their sound characteristics were analyzed through a 

spectral and time-frequency transformation analyses. It was found that the Gayageum made of 

paulownia plate had longer sound echoes. The spectral and time-frequency transformation 

analysis showed that paulownia has larger frequency components and most of them remained for 

longer duration than other materials. These frequency characteristics were most evident with the 

10 mm thick paulownia Gayageum, which means that the 10 mm was the most appropriate 

thickness for the soundboard of Gayageum. In conclusion, the longer and deeper sound echoes, 

and larger frequency bandwidth of the paulownia is what makes Gayageum sound clean and 

deep. The study also confirmed that the walnut wood was not appropriate for the soundboard 

material for any type of musical instruments.   
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Appendices 

7.1. Matlab code of the comparison among the 10 mm pine, paulownia and walnut 

Gayageums is presented below. 

―waveforms.m‖ 

% load data 

pineWood = audioread('_input_wav_files/01_pine_wood_1.0.wav'); 

paulWood = audioread('_input_wav_files/02_paulownia_wood_1.0.wav'); 
walnWood = audioread('_input_wav_files/03_walnut_wood_1.0.wav'); 

  

Fs = 44100;                    % Sampling frequency 

T_inc = 1/Fs;                  % Time increment 

T_measure = 1.2;               % Time of measurement 

L=T_measure/T_inc;             % Length of the signal vector 

time = 0:T_inc:T_measure;      % Time vector 

  

pineWood = pineWood(1:numel(time));  

paulWood = paulWood(1:numel(time));  

walnWood = walnWood(1:numel(time));  

  

% plot and save images 

figure; 

plot(time(:),pineWood(:),'b') 

grid on 

xlabel({'' 'Time(s)'},'FontSize',14) 

ylabel({'Amplitude' ''},'FontSize',14) 

title({'Pine Wood' ''},'FontSize',18) 

  

imagePath = ['_output_waveforms/01_Pine_Wood'  '.png']; 

saveas(gcf,imagePath); 

  

figure; 

plot(time(:),paulWood(:),'b') 

grid on 

xlabel({'' 'Time(s)'},'FontSize',14) 

ylabel({'Amplitude' ''},'FontSize',14) 

title({'Paulownia Wood' ''},'FontSize',18) 
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imagePath = ['_output_waveforms/02_Paulownia_Wood'  '.png']; 

saveas(gcf,imagePath); 

  

figure; 

plot(time(:),walnWood(:),'b') 

grid on 

xlabel({'' 'Time(s)'},'FontSize',14) 

ylabel({'Amplitude' ''},'FontSize',14) 

title({'Walnut Wood' ''},'FontSize',18) 

  

imagePath = ['_output_waveforms/03_Walnut_Wood'  '.png']; 

saveas(gcf,imagePath); 

 

―waveforms.m‖ results 
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7.2. Matlab code of the performing of FFT technique to examine the frequency 

characteristics of each sound is shown below. 

 

―frequencies.m‖ 

% load data 

pineWood = audioread('_input_wav_files/01_pine_wood_1.0.wav'); 

paulWood = audioread('_input_wav_files/02_paulownia_wood_1.0.wav'); 

walnWood = audioread('_input_wav_files/03_walnut_wood_1.0.wav'); 

  

Fs = 44100;                    % Sampling frequency 

T_inc = 1/Fs;                  % Time increment 
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T_measure = 1.2;               % Time of measurement 

L=T_measure/T_inc;             % Length of the signal vector 

time = 0:T_inc:T_measure;      % Time vector 

  

pineWood = pineWood(1:numel(time));  

paulWood = paulWood(1:numel(time));  

walnWood = walnWood(1:numel(time));  

  

% plot and save images 

figure; 

data = [time(:) pineWood(:)]; 

FFT 

title({'Pine Wood' ''},'FontSize',18) 

imagePath = ['_output_frequencies/01_Pine_Wood'  '.png']; 

saveas(gcf,imagePath); 

  

figure; 

data = [time(:) paulWood(:)]; 

FFT 

title({'Paulownia Wood' ''},'FontSize',18) 

imagePath = ['_output_frequencies/02_Paulownia_Wood'  '.png']; 

saveas(gcf,imagePath); 

  

figure; 

data = [time(:) walnWood(:)]; 

FFT 

title({'Walnut Wood' ''},'FontSize',18) 

imagePath = ['_output_frequencies/03_Walnut_Wood'  '.png']; 

saveas(gcf,imagePath); 

 

 

―FFT.m‖ 

L = size(data,1);             % Length of signal 

t = data(:,1);                % Time vector 

  

y = data(:,2); 

  

NFFT = 2^nextpow2(L); % Next power of 2 from length of y 

Y = fft(y,NFFT)/L; 

f = Fs/2*linspace(0,1,NFFT/2+1) 

  

plot(f,2*abs(Y(1:NFFT/2+1)))  

xlabel('Frequency (Hz)') 

ylabel('Single-Sided Amplitude Spectrum of y(t)') 

grid on 

  

xlim([0 f(3600)]) 
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―frequencies.m‖ and―FFT.m‖ results 

 

 

 

 
 

7.3. Matlab code of applying STFT algorithm to carry out time-frequency transformation is 

presented below. 

―STFT_main.m‖ 

% load data 

pineWood05 = audioread('_input_wav_files/01_pine_wood_0.5.wav'); 

pineWood10 = audioread('_input_wav_files/01_pine_wood_1.0.wav'); 

pineWood15 = audioread('_input_wav_files/01_pine_wood_1.5.wav'); 

  

paulWood05 = audioread('_input_wav_files/02_paulownia_wood_0.5.wav'); 

paulWood10 = audioread('_input_wav_files/02_paulownia_wood_1.0.wav'); 
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paulWood15 = audioread('_input_wav_files/02_paulownia_wood_1.5.wav'); 

  

walnWood05 = audioread('_input_wav_files/03_walnut_wood_0.5.wav'); 

walnWood10 = audioread('_input_wav_files/03_walnut_wood_1.0.wav'); 

walnWood15 = audioread('_input_wav_files/03_walnut_wood_1.5.wav'); 

  

fs = 44100;                    % Sampling frequency 

T_inc = 1/fs;                  % Time increment 

T_measure = 1.2;               % Time of measurement 

L=T_measure/T_inc;             % Length of the signal vector 

time = 0:T_inc:T_measure;      % Time vector 

  

pineWood05 = pineWood05(1:numel(time));  

pineWood10 = pineWood10(1:numel(time));  

pineWood15 = pineWood15(1:numel(time));  

  

paulWood05 = paulWood05(1:numel(time));  

paulWood10 = paulWood10(1:numel(time));  

paulWood15 = paulWood15(1:numel(time));  

  

walnWood05 = walnWood05(1:numel(time));  

walnWood10 = walnWood10(1:numel(time));  

walnWood15 = walnWood15(1:numel(time));  

  

%% 

wave = [ time(:) pineWood05(:) ]; 

  

STFT_transform 

  

imagePath = ['_output_time_frequency/01_pineWood05'  '.png']; 

saveas(gcf,imagePath); 

  

%% 

wave = [ time(:) pineWood10(:) ]; 

  

STFT_transform 

  

imagePath = ['_output_time_frequency/02_pineWood10'  '.png']; 

saveas(gcf,imagePath); 

%% 

wave = [ time(:) pineWood15(:) ]; 

  

STFT_transform 

  

imagePath = ['_output_time_frequency/03_pineWood15'  '.png']; 

saveas(gcf,imagePath); 

%% 

wave = [ time(:) paulWood05(:) ]; 

  

STFT_transform 
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imagePath = ['_output_time_frequency/04_paulWood05'  '.png']; 

saveas(gcf,imagePath); 

%% 

wave = [ time(:) paulWood10(:) ]; 

  

STFT_transform 

  

imagePath = ['_output_time_frequency/05_paulWood10'  '.png']; 

saveas(gcf,imagePath); 

%% 

wave = [ time(:) paulWood15(:) ]; 

  

STFT_transform 

  

imagePath = ['_output_time_frequency/06_paulWood15'  '.png']; 

saveas(gcf,imagePath); 

%% 

wave = [ time(:) walnWood05(:) ]; 

  

STFT_transform 

  

imagePath = ['_output_time_frequency/07_walnWood05'  '.png']; 

saveas(gcf,imagePath); 

%% 

wave = [ time(:) walnWood10(:) ]; 

  

STFT_transform 

  

imagePath = ['_output_time_frequency/08_walnWood10'  '.png']; 

saveas(gcf,imagePath); 

%% 

wave = [ time(:) walnWood15(:) ]; 

  

STFT_transform 

  

imagePath = ['_output_time_frequency/09_walnWood15'  '.png']; 

saveas(gcf,imagePath); 

 

 

―STFT_transform.m‖ 

 

x = wave(:,1);                        % get the first column 

data(time)          

signal = wave(:,2);                  % get the second column data 

(amplitude) 

xmax = max(abs(signal));              % find the maximum abs value 

signal = signal/xmax;                 % scalling the signal 

fs=1.0/(x(3)-x(2));                    % Calc Sampling frequency   
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% define analysis parameters 

xlen = length(x);                   % length of the signal 

wlen = 2^8;                       % window length (recomended to be 

power of 2), 1024 

h = 48; %wlen/8;                      % hop size (recomended to be 

power of 2), 1024/8 = 128 

nfft = 2^12;                        % number of fft points (recomended 

to be power of 2), 16,384 

  

% define the coherent amplification of the window 

K = sum(hamming(wlen, 'periodic'))/wlen; 

  

% perform STFT 

[s, f, t] = stft(signal, wlen, h, nfft, fs); 

  

% take the amplitude of fft(x) and scale it, so not to be a 

% function of the length of the window and its coherent amplification 

  s = abs(s)/wlen/K; 

  

 % correction of the DC & Nyquist component 

if rem(nfft, 2)                     % odd nfft excludes Nyquist point 

    st(2:end, :) = s(2:end, :).*2; 

else                                % even nfft includes Nyquist point 

    s(2:end-1, :) = s(2:end-1, :).*2; 

end 

  

  

% plot the spectrogram 

imagesc(t, f, s); 

  

set(gca,'YDir','normal') 

set(gca, 'FontName', 'Times New Roman', 'FontSize', 14) 

xlabel('Time, s') 

ylabel('Frequency, Hz') 

title('Amplitude spectrogram of the signal') 

  

handl = colorbar; 

set(handl, 'FontName', 'Times New Roman', 'FontSize', 14) 

ylabel(handl, 'Magnitude') 

xlim ([0, 1]) 

ylim ([0, 10000]) 

 

 

 

 

 



A Study on Wave Characteristics with Material Change of the Gayageum‘s Board 

Analysis of Applied Mathematics | Volume 7               Page 35  

―STFT_main.m‖ and ―STFT_transform.m‖ results 
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Abstract 

 Data security is a rising topic that is becoming increasingly important with the 

integration of various ―smart‖ devices into our lives. The ideas of data security in the most basic 

and fundamental underlying form led me to start exploring the subject of data encryption. After 

learning the basics of data security through research, I was led to the McEliece Cryptosystem. 

Although various types of cryptosystems exist, the McEliece Cryptosystem was one that was not 

as utilized as others in the field, which was quite interesting for me, as I saw great potential in 

the system. Although the patterns that come from this system are finite due to its design, the 

number of patterns in the system is overwhelming. I decided to start this research project to 

replicate the McEliece Cryptosystem using Mathematica so that I could alter the system's inputs 

and parameters, and really explore how the security was created. Through the coding process, 

which involved plenty of troubleshooting and revisions, I could deeply understand the logic 

behind the system. The McEliece Cryptosystem could also be important in the future for 

quantum cryptography, a field that will expand when quantum computing becomes mainstream. 

Introduction 

 This paper discusses the fundamental concepts of the McEliece Cryptosystem; an 

asymmetric encryption algorithm developed in 1978 by Robert McEliece, and the first such 

scheme to use randomization in the encryption process. The algorithm has never gained much 

acceptance in the cryptographic community. As the system is immune to attacks using Shor‘s 

algorithm and measuring cost states using Fourier sampling, the McEliece Cryptosystem is a 

valid candidate for ―post quantum cryptography.‖ 
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The algorithm is based on the hardness of decoding a general linear code, which is known 

to be NP hard. The original algorithm uses binary Goppa codes (subfield codes of 

geometric Goppa codes of a genus-0 curve over finite fields of characteristic 2); these codes are 

easy to decode, thanks to the efficient Patterson Algorithm. [3] The public key is derived from 

the private key by disguising the selected code as a general linear code. For this, the 

code's generator matrix G is perturbed by two randomly selected invertible matrices S and P. 

Variants of this cryptosystem exist, using different types of codes. Most of them were proven 

less secure, as structural decoding broke them. On the other hand, Yongge Wang proposed a 

secure McEliece scheme based on any efficient linear code; the hardness of Wang's variants 

depend on the NP-hardness of decoding random linear code. [1] 

The McEliece Cryptosystem with Goppa codes has resisted cryptanalysis until now. The 

most effective attacks known use information-set decoding algorithms. A 2008 paper by Daniel J 

Bernstein, Tanja Lange, and Christiane Peters describes both an attack and a fix. [2] Another 

paper by Christiane Peters shows that for quantum computing, key sizes must be increased by a 

factor of four due to improvements in information set decoding. [3] 

The McEliece Cryptosystem has some advantages over, for example, RSA. The 

encryption and decryption are faster (for comparative benchmarks see the eBATS benchmarking 

project atbench.cr.yp.to). For a long time, it was thought that McEliece could not be used to 

produce signatures. However, a signature scheme can be constructed based on 

the Niederreiter scheme, the dual variant of the McEliece scheme. Another advantage of the 

cryptosystem was mentioned before; theoretically it seems to have no vulnerabilities to quantum 

computing. 

One of the main disadvantages of the McEliece Cryptosystem is that the private and 

public keys are large matrices. For a standard selection of parameters, the public key is 512 

kilobits long, leading to the rare use in practice. One exceptional case that uses the McEliece 

Cryptosystem for encryption is the Freenet-like application Entropy.  

Cryptography is a very important subject, as the World Wide Web, consisting of millions 

of interconnected computers and databases, allows nearly instantaneous communication and 

transfer of information all around the world. Cryptography makes secure web sites and all types 

of secure electronic transmissions possible. The contributions of cryptography allow people to 

conduct business and communications without worries of deception and theft. Every day, 

millions of people interact over the World Wide Web, with connections such as social media or 

e-commerce. The exponential increase of information on the World Wide Web has led to an 

increased reliance on cryptography. 

Recently, a very large issue of privacy was raised when Apple went against the FBI‘s 

decision to force Apple to unlock the phone of a suspect of the San Bernardino murder case. [4] 

Apple denied, responding with the statement, ―All that information needs to be protected from 

hackers and criminals who want to access it, steal it, and use it without our knowledge or 

https://en.wikipedia.org/wiki/Binary_Goppa_code
https://en.wikipedia.org/wiki/Goppa_code
https://en.wikipedia.org/wiki/Decoding_methods#Syndrome_decoding
https://en.wikipedia.org/wiki/RSA_(algorithm)
http://bench.cr.yp.to/
https://en.wikipedia.org/wiki/Digital_signature
https://en.wikipedia.org/wiki/Niederreiter_cryptosystem
https://en.wikipedia.org/wiki/Freenet
https://en.wikipedia.org/wiki/Entropy_(anonymous_data_store)
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permission.‖ Undeniably, a lot of personal information has been uploaded to individual accounts 

all around the world, and the importance of keeping this type of information secure has become 

an essential challenge for the world today. 

Preliminaries 

The original purpose of coding theory is to ensure that the transmission of information is 

correct. When the messages are sent in binary, some of the bits may become ―flipped‖ to the 

opposite value (a zero to one or one to zero). Additional bits can be attached to each message so 

that the receiver can detect and correct the errors that occur. The main problem in this situation is 

to find efficient ways to attach additional information to messages so that the addressee can 

correct as many errors as possible. 

Definition 1. Let V={[b1, b2, …, bn]| |bi {0,1}}, where addition in V is a component-

wise addition modulo 2 ( operation). V is called binary linear code if the next conditions hold 

V includes trivial sequence. 

For any pairs bi bj their bitwise sum bi bj also belongs to V. 

Let‘s recall that 00=0; 01=1; 01=1; 11=0 [3]. 

Example 1 

Let‘s b1=10011, b2=01010, then b1b2=11001. 

Remark, that this action can be performed with help of Mathematica (see [4]): 

BitXor[{1,0,0,1,1},{0,1,0,1,0}] 

{1,1,0,0,1} 

Exercise 1 

Find b4b3 if b3=00101; b4=10110. 

Solution 1:  b4b3=10010. 

Example 2 

Generate V={ b0, b1,.., b7} where b0=00000; b5=11001, b6=01111, b7=11100 and b1,.., b4 

are as in example 1 and exercise 1. Let‘s check that V is binary linear code with help of 

Mathematica.  

 

To do this we organize a cycle for find sum bk bj for all pairs {kj}. (see fig.1). The 

result of this code performing shows us that V is actually binary linear code (see fig.2).  
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Figure 1. 1st fragment of Mathematica code 

 

 

Figure 2. The result of executing the 1st fragment of Mathematica code  

 

Exercise 2 

Check, that V={b0, b1,.., b7} where b0=00000, b1=00111, b2=01010, b3=01101, 

b4=10010, b5=10101, b6=11000, b7=11111 is linear binary code with help of Mathematica. 
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Solution 2: 

To do this one can use the code generated in example 2 (see fig. 3) 

 
Figure 3. MATHEMATICA code for solution of the exercise 2 

 

After executing this code we see the same results as on fig.2. 

Definition 2. Linear code is called [n,k] binary code if the set V in def. 1 includes n-

dimensional binary vectors and the number of these vectors is equal to 2
k
. 

Definition 3. The weight of a vector is the number of ones it contains. 

For example, the weight of 1101001 is equal to 4. 

Definition 4. The minimum weight d of a code is the smallest weight of any nonzero (not 

all zeros) code word in the code. By term ―code word‖ we mean a vector from linear code space. 

The minimum weight can be computed with help of Mathematica and similar programs.  

When the minimum weight is known, it is listed as the third parameter of the code. I.e. we have a 

deal with [n,k,d] –code, which can correct t=*
   

 
+ errors. Hence the minimum weight d tells us 

how good the code is. 

Definition 5. Let introduce a field as set of mathematical objects, which can add, 

subtract, multiply and divide [6]. 
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The simplest field consists of two elements – 0 and 1 with two base operations addition 

modulo 2  (see above) and multiplication modulo 2  (see below): 

00=0; 01=0; 10=0; 11=0. 

Definition 6. Alphabet, consisting of two symbols 0 and 1 with two operations  and  

is called Galois field of two elements (binary Galois field) and is denoted as GF(2). 

One can represent an [n,k]-code by exactly k linear independent vectors with elements in 

GF(2). These k vectors are written as the rows of a     matrix, which is called a generator 

matrix. The generator matrix makes it possible to ―generate‖ all of the vectors in the code by 

taking all possible linear combinations of these matrix rows, hence its name. 

 

Hamming Code 

Let‘s consider the generator matrix   [

1 1  1   1
1 1 1     
1   1 1   
 1  1  1  

], corresponding to 

[7,4,3] code (see [7]). This code consists of 2
4
=16 code words (possible messages).   

To encode information word, it is sufficient to find corresponding linear combination of 

G lines. In other words, if    a1…ak - information word, then corresponding code word is equal 

to c=a G. Let a=(a1, a2, a3) then multiplication by G
T
 is performed according to the rule: 

c=              [

1 1  1   1
1 1 1     
1   1 1   
 1  1  1  

]   

                                         .             (1) 

So when the code word is received, assuming no errors have occurred, we can read the 

original message from the 7
th

, 3
rd

, 5
th

, and 6
th

 positions (see yellow highlighting in (1)). 

Example 3. 

Let‘s find code word for information word a=(1100), using (1). Substituting a1 by 1, a2 

by 1,           by 0 and we get c=  1 1   1 1   1 1         1  (0 0 1 1 0 0 1). 

Exercise 3  

Find code word for information word a=(1100) and generator matrix  

   [

1    1 1  
 1   1  1
  1   1 1
   1 1 1 1

]. 
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Solution 3: 

Let‘s generate multiplication rule similar to (1) first: 

c=              [

1    1 1  
 1   1  1
  1   1 1
   1 1 1 1

]= 

=[                                       ]. 

Then we substitute a1 by 1, a2 by 1,           by 0 and get 

 c=  1 1     1 1   1     1     =(1 1 0 0 0 1 1). 

 

Definition 7. If C is an [n,k,d] code, one can define C
 {vV| v c=0 for all cC}, where 

― ‖ means the dot product (mod 2). C

 is called dual of the code C 

 

Definition 8. A parity check matrix of a code C is an         matrix where the rows 

are linearly independent vectors such that the dot product (mod 2) of each row with any vector in 

the code is equal to 0. 

Remark, that for the generator matrix which has the structure 

 ̅  [

1             

 1            

  1           

   1          

]. 

A parity check matrix can be easily recovered using P=[

         

         

         

         

] (see [8]). 

It has a special (canonical) form 

 ̅                         (2) 

where P
T
 is transposed matrix P and E is unit matrix, which has ones on the main 

diagonal and zeros in the other places. E.g., for the generator G1 we have 

  [

1 1  
1  1
 1 1
1 1 1

], so    [
1 1  1
1  1 1
 1 1 1

] and 
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 ̅  [
1 1  1 1   
1  1 1  1  
 1 1 1   1

].              (3) 

 

If parity check matrix has no canonical form, then one can reduce it to (2) by elementary 

transformations over its rows modulo 2.  

Example 4 

Let‘s find parity check matrix for generator matrix G (roman numerals indicate the rows 

of the matrix): 

G=[

1 1  1   1
1 1 1     
1   1 1   
 1  1  1  

]         [

1   1 1   
1 1 1     
1 1  1   1
 1  1  1  

]          

 [

1   1 1   
 1  1  1  
1 1  1   1
1 1 1     

]              [

1   1 1   
 1  1  1  
 1   1  1
 1 1 1 1   

]           

 [

1   1 1   
 1  1  1  
 1 1 1 1   
 1   1  1

]                [

1   1 1   
 1  1  1  
  1  1 1  
   1 1 1 1

]           

 [

1   1 1   
 1  1  1  
  1 1   1
   1 1 1 1

]              [

1     1 1
 1   1  1
  1 1   1
   1 1 1 1

]           

 [

1     1 1
 1   1  1
  1  1 1  
   1 1 1 1

]. 

I.e.   [

 1 1
1  1
1 1  
1 1 1

] and    [
 1 1 1
1  1 1
1 1  1

]. Hence the parity check matrix for the 

Hamming code G  is   [
 1 1 1 1   
1  1 1  1  
1 1  1   1

]. 

Exercise 4.  
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Find parity check matrix for the matrix G2=(

   1 1 1 1
 1   1 1  
  1   1 1
1    1  1

) 

Solution 4 

(

   1 1 1 1
 1   1 1  
  1   1 1
1    1  1

)        (

1    1  1
 1   1 1  
  1   1 1
   1 1 1 1

)=     . 

So,    (
1 1  1
 1 1 1
1  1 1

) and    (
1 1  1 1   
 1 1 1  1  
1  1 1   1

).  

 

Example 5 

Let‘s check, that hi gj = 0 mod 2 where hi is the row of H and gj is the row of G for  

𝑖    1. 

We can highlight the nonzero components, being at the same positions of h1 and g1:  

g1= (1 1 0 1 0 0 1), h1=(0 1 1 1 1  0 0). Dot product h1 g1= 1 1=0 (mod 2). 

Exercise 5 

 Check, that hi gj=0 mod 2 for i=2, j=3, where gi is a row of matrix G2 and hj is a 

row of matrix H2. 

Solution 5 

There are no nonzero components being at the same positions of h2 and g3:  

h2= (0 1 1 1 0 1 0), g3=(1 0 0 0 1 0 1). Hence, h2 g3=0 (mod 2). 

 

Syndrome decoding 

Definition 9. If we take any vector vV and multiply    
(where    is the transposition of 

the vector  ) on the left by the parity check matrix then we get a vector s called the syndrome of 

v. It indicates whether there are any errors in the code word. 

Example 6 

Let‘s compute the syndrome s of the vector  ̂=[0 0 1 1 1 0 1] which was received by Bob, 

using Hamming parity check matrix with help of Mathematica. 

Let‘s compute the syndrome «by hand» first: 
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   ̂  [
   1 1 1 1
 1 1   1 1
1  1  1  1

]  

[
 
 
 
 
 
 
 
 
1
1
1
 
1]
 
 
 
 
 
 

 [
1 1 1

1 1
1 1 1

]  [
1
 
1
]. 

To check this result we will organize a simple loop (Fig.4) 

Exercise 6 

Compute the syndrome s of the vector b=[0 1 1 0 1 0 1] 

a) By hand; 

b) With help of Mathematica. 

 

Figure 4. Calculating a syndrome 

Solution 6 

a)      [
   1 1 1 1
 1 1   1 1
1  1  1  1

]  

[
 
 
 
 
 
 
 
1
1
 
1
 
1]
 
 
 
 
 
 

 [
1 1

1 1 1
1 1 1

]  [
 
1
1
]. 
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b) Using the same code, we have 

 
Figure 5. Calculating a syndrome 

 

Suppose that initial message was c=[0 0 1 1 0 0 1], i.e. there is the single error at the 5
th

 

position. One can represent  ̂ as a sum  ̂ =   , where e=[0 0 0 0 1 0 0]. Then the result is: 

   ̂                  𝑒  [
 
 
 
]    𝑒 =   𝑒   

because the dot product (mod 2) of a code phrase with each row of the parity check 

matrix is 0. So the syndrome of the received message is the same as that of its corresponding 

error vector.  

 

McEliece Cryptosystem 

Let C be an [n,k]-linear code with a fast decoding algorithm that can correct t or fewer 

errors. Let G be a generator matrix for C. To create the disguise, let S be a k × k invertible matrix 

(the scrambler) and let P be an n × n permutation matrix (i.e., having a single 1 in each row and 

column and 0's everywhere else). The matrix 

G' = SGP 

, is made public while S, G and P are kept secret by Bob. For Alice to send a message to 

Bob, she blocks her message into binary vectors of length k. If x is one such block, she randomly 

constructs a binary n-vector of weight t (that is, she randomly places t 1's in a zero vector of 

length n), call it e and then sends to Bob the vector 

y = xG' + e. 
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Eve, upon intercepting this message, would have to find the nearest codeword to y of the 

code generated by G'. This would involve calculating the syndrome of y and comparing it to the 

syndromes of all the error vectors of weight t. As there are(
 
 
) of these error vectors, good 

choices of n and t will make this computation infeasible. Bob, on the other hand, would 

calculate
1
 

y’=yP
-1

 = (xG' + e)P
-1

 = xSG + eP
-1

 = xSG + e'  ,             (4) 

where e' is a vector of weight t (since P
-1

 is also a permutation matrix). Bob now applies the fast 

decoding algorithm to strip off the error vector e' and get the code word (xS)G. The vector xS can 

now be obtained by multiplying by G
-1

 on the right. Finally, Bob gets x by multiplying xS on the 

right by S
-1

. 

Example 7. 

Suppose that Alice wishes send the message x=(1 1 0 1), using  

   [

1 1  1   1
1 1 1     
1   1 1   
 1  1  1  

] as Hamming generator matrix & vector e with weight 1.  

Assuming e=(0 0 0 0 0 1 0). 

On other hand Bob chooses the scrambler matrix   [

1 1  1
1   1
 1 1 1
1 1   

]  

and permutation matrix   

[
 
 
 
 
 
 
 1      
   1    
      1
1       
  1     
     1  
    1   ]

 
 
 
 
 
 

.  

To calculate public generator matrix we will use Mathematica (see fig.5). 

                                                           
1
 Inverse matrix A

-1
 for given square matrix A is nondegenerate matrix, satisfying A

-1
*A= A* A

-1
=E (unit matrix). [9] 
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Figure 6. Calculating a public generator matrix in Mathematica 

 

The result is matrix G‘=(

   1 1 1 1
 1   1 1  
  1   1 1
1    1  1

). 

Next step is computing y= xG' + e:  

 

y = (1 1 0 1 1 1 0)  is a coding message, which Alice send to Bob. 

Upon receiving y, Bob first compute P
-1

 and multiply it on the left by y . Applying 

Mathematica, we get y’=yP
-1

 = (1 1 0 1 0 1 1) (see fig.6).  
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Figure 7. Calculating P
-1

 and y’ in Mathematica 

 

Then we calculate a syndrome of y‘, using definition 9 (see also example 6). Since we 

have parity check matrix for G‘, 

  ′  (
1 1  1 1   
 1 1 1  1  
1  1 1   1

) (see exercise 4), one can easily compute s’=y’*(H’)
T
 

with help of  Mathematica (see below). 

 

To identify this result we should generate a table of syndromes. It is not difficult using 

Mathematica: 

 

Figure 8. The table of syndromes 
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Hence error occurs in 6
th

 position. Now Bob can correct the word y‘ and get a word  

y‘‘=y‘- e4=(1 1 0 1 0 0 1). Because of special choice of G (see comments after (1)) he 

reads the original message from the 7
th

, 3
rd

, 5
th

, and 6
th

 positions, i.e. xS=(1 0 0 0). The last step 

is obtaining x through multiplying by matrix S
-1

: 

 

Figure 9. Multiplying by matrix     

Finally, x= (1 0 0 0)  [

1 1  1
1 1   
 1 1 1
1   1

]=(1 1 0 1). 

As we see, the result is correct. 

Exercise 7 

Reconstruct encryption- decryption process for the message x=(1 0 1 1), assuming 

 e=(0 0 0 0 1 0 0) with the same generator matrix and another scrambler matrix 

  [

1 1  1
1 1   
  1 1
1 1  1

] and permutation matrix   

[
 
 
 
 
 
 
 1      
   1    
1       
      1
  1     
     1  
    1   ]

 
 
 
 
 
 

 

Solution 7 

1. Calculating public generator matrix  

 



Reconstructing the McEliece Cryptosystem Using Mathematica 

Analysis of Applied Mathematics | Volume 7               Page 51  

 

 

2. Computing coding message y= xG' + e:  

 

3. Calculate y’ =yP
-1

  

 

4. Computing syndrome of y‘, using the same parity check matrix H1: 

 

and find correspondent error at the table of syndromes (see fig. 7). Here we see, that the 

error occurs in 8
th

 position. 

5. Correcting y‘ and recover y‘‘. 

Similar to the example, we get a word y‘‘=y‘- e8=(0 1 1 1 1 0 0). Because of special 

choice of G (see comments after (1)) he read the original message from the 7
th

, 3
rd

, 5
th

, and 6
th

 

positions, i.e. xS=(0 1 1 0). 

6. Obtaining x thro multiplying previous vector by the matrix S
-1

: 

 
This is the message, sent by Alice. 
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Conclusion 

This research paper about the McEliece Cryptosystem gave me an idea of how my data 

could be better secured in the future. Generating the key and authentication process was simple 

in form, but complicated in decoding. However, I was successfully able to recreate the 

encryption system using Mathematica and delineate the methods of encryption and decryption. 

In addition to learning about the mathematics behind the McEliece Cryptosystem, the 

process of exploration not only taught me how to use Mathematica, but also how to structure my 

research. Exploring a way for us to keep our data safe from hackers has been a very valuable 

experience for me, as data security is one of the hottest recent topics. Small efforts made by 

individuals such as myself can protect much of our personal data, rather than relying on other 

services to protect our data for us.  

The topic of cryptography has always been the matter of how information could be 

securely stored secretly to prevent hackers from accessing the information and possibly causing 

harm. The method of encryption that one puts on his/her information is quite an important 

matter, as it decides how easily the hackers are able to access the information at all. The fast 

developing information technology industry has brought up increasingly tough hackers and 

encryption software, bringing concerns to the public. The fast developing hacking industry has 

also caused developers to come up with more secure and complicated encryption systems.  

In order to make the decryption more complicated, longer keys must be implemented. 

The dawn of quantum computing will make this especially important. When quantum computers 

directly employ the quantum mechanical phenomena to perform the operation of data, with 

magnitudes greater processing speed, they will be able to break many current encryption systems 

with simple brute force attacks. Coming up with ways to stay safe from these brute force attacks 

is a pressing concern in the encryption community, and I would love to be able to contribute to 

helping solve this problem in the future. 

In the meantime, I‘d like to further study other well-known encryption systems like AES, 

RSA, Elliptic Curve, Triple DES, and Blowfish. Each of these systems employs very unique 

methods of encryption and decryption, with pros and cons for each one. With the variety, I‘d like 

to learn about all the different approaches so that in the future, I can better understand what 

makes a successful encryption system. If possible, I would also like to be part of developing a 

unique encryption system of the future. 
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Appendix 

Mathematica Encryption Code 

For [j = 1, j ≤ 6, j++, 

For [k = j + 1, k ≤ 7, k++, BB = BitXor[B[j], B[k]]; 

Print[SubsetQ[M, BB]]]]; 

 

ClearAll[B] 

 

B[1] = {1, 0, 0, 1, 1}; B[2] = {0, 1, 0, 1, 0}; 

B[3] = {1, 1, 0, 0, 1}; B[4] = {0, 0, 1, 0, 1}; 

B[5] = {1, 0, 1, 1, 0}; B[6] = {0, 1, 1, 1, 1}; 

B[7] = {1, 1, 1, 0, 0}; (* Prepare binary sequences *) 

 

M = {B[1], B[2], B[3], B[4], B[5], B[6], B[7]} (* Prepare set of sequences *) 
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{{1, 0, 0, 1, 1}, {0, 1, 0, 1, 0}, {1, 1, 0, 0, 1}, 

{0, 0, 1, 0, 1}, {1, 0, 1, 1, 0}, {0, 1, 1, 1, 1}, 

{1, 1, 1, 0, 0}} 

 

For [j = 1, j ≤ 6, j++, 

For [k = j + 1, k ≤ 7, k++, 

BB = BitXor[B[j], B[k]]; 

Print["j=", j, " k=", k, " ", MemberQ[M, BB]]]] 

(* Organize a loop for checking necessary properties *) 

 

j=1 k=2 True 

j=1 k=3 True 

j=1 k=4 True 

j=1 k=5 True 

j=1 k=6 True 

j=1 k=7 True 

j=2 k=3 True 

j=2 k=4 True 

j=2 k=5 True 

j=2 k=6 True 

j=2 k=7 True 

j=3 k=4 True 

j=3 k=5 True 

j=3 k=6 True 

j=3 k=7 True 

j=4 k=5 True 

j=4 k=6 True 

j=4 k=7 True 

j=5 k=6 True 

j=5 k=7 True 

j=6 k=7 True 

 

BitXor[B[1], B[2]] 

{1, 1, 0, 0, 1} 

 

MemberQ[M, {1, 1, 0, 0, 1}] 

True 

 

B[1] = {0, 0, 1, 1, 1}; 

B[2] = {0, 1, 0, 1, 0}; 

B[3] = {0, 1, 1, 0, 1}; 

B[4] = {1, 0, 0, 1, 0}; 

B[5] = {1, 0, 1, 0, 1}; 

B[6] = {1, 1, 0, 0, 0}; 

B[7] = {1, 1, 1, 1, 1}; MM = {B[1], B[2], B[3], B[4], B[5], B[6], B[7]} 

(* Prepare binary sequences *) 

{{0, 0, 1, 1, 1}, {0, 1, 0, 1, 0}, 

{0, 1, 1, 0, 1}, {1, 0, 0, 1, 0}, 

{1, 0, 1, 0, 1}, {1, 1, 0, 0, 0}, 

{1, 1, 1, 1, 1}} 

 

For [j = 1, j ≤ 6, j++, 

For [k = j + 1, k ≤ 7, k++, 

BB = BitXor[B[j], B[k]]; 

Print["j=", j, " k=", k, " ", MemberQ[MM, BB]]]] 

(* Organize a loop for checking necessary properties *) 

 

j=1 k=2 True 

j=1 k=3 True 

j=1 k=4 True 

j=1 k=5 True 

j=1 k=6 True 
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j=1 k=7 True 

j=2 k=3 True 

j=2 k=4 True 

j=2 k=5 True 

j=2 k=6 True 

j=2 k=7 True 

j=3 k=4 True 

j=3 k=5 True 

j=3 k=6 True 

j=3 k=7 True 

j=4 k=5 True 

j=4 k=6 True 

j=4 k=7 True 

j=5 k=6 True 

j=5 k=7 True 

j=6 k=7 True 

Mathematica Decryption Code 

H = (
       
       
       

) 

 
(* Hamming parity check matrix *) 

{{0, 0, 0, 1, 1, 1, 1}, {0, 1, 1, 0, 0, 1, 1}, {1, 0, 1, 0, 1, 0, 1}} 

 

e = {0, 0, 1, 1, 1, 0, 1} (* vector c *) 

 

{0, 0, 1, 1, 1, 0, 1} 

 

c = {0, 0, 0, 0, 0, 0, 0}; cc = {0, 0, 0}; 

 

For [i = 1, i ≤ 3, i++, d = 0; 

(* loops for calculating of dot product H.c *) 

For [j = 1, j ≤ 7, j++; 

 c[[j]] = H[[i, j]] * e[[j]], 

  d = BitXor[d, c[[j]]] ]; 

cc[[i]] = d] 

cc (* result *) 

{1, 0, 1} 

 

b = {0, 1, 1, 0, 1, 0, 1}; k = {0, 0, 0, 0, 0, 0, 0}; 

For [i = 1, i ≤ 3, i++, d = 0; 

(* loops for calculating of dot product H.c *) 

For [j = 1, j ≤ 7, j++; 

 k[[j]] = H[[i, j]] * b[[j]], 

  d = BitXor[d, k[[j]]] ]; 

cc[[i]] = d] 

cc 

 

{0, 1, 1} 

   

(

 
 
 
 

 1      
   1    
      1
1       
  1     
     1  
    1   )

 
 
 
 

; 
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   (

1 1  1   1
1 1 1     
1   1 1   
 1  1  1  

); 

 

   (

1 1  1
1   1
 1 1 1
1 1   

); 

 

 

R1 = Mod[S.G.P, 2]; MatrixForm[R1] 

(

   1 1 1 1
 1   1 1  
  1   1 1
1    1  1

) 

 

e = {0, 0, 0, 0, 0, 1, 0}; x = {1, 1, 0, 1}; y = Mod[Mod[x.R1, 2] + e, 2] 

{1, 1, 0, 1, 1, 1, 0} 

 

PP = MatrixForm[Inverse[P]] 

 

(

 
 
 
 

   1    
1       
    1  1
 1      
      1
     1  
  1     )

 
 
 
 

 

 

y1 = y.PP 

{1, 1, 0, 1, 0, 1, 1} 

 

H1T = Transpose[H1]; Mod[y1.H1T, 2] (* syndrome of y' *) 

{0, 1, 0} 

 

e = {0, 0, 0, 0, 0, 0, 0}; 

For [i = 1, i ≤ 7, i++, f = e; 

f[[i]] = e[[i]] + 1; s = f. H1T; Print["e=", f, " s=", s] 

] (* generating a table of syndromes *) 

 

e={1, 0, 0, 0, 0, 0, 0} s={1, 0, 1} 

e={0, 1, 0, 0, 0, 0, 0} s={1, 1, 0} 

e={0, 0, 1, 0, 0, 0, 0} s={0, 1, 1} 

e={0, 0, 0, 1, 0, 0, 0} s={1, 1, 1} 

e={0, 0, 0, 0, 1, 0, 0} s={1, 0, 0} 

e={0, 0, 0, 0, 0, 1, 0} s={0, 1, 0} 

e={0, 0, 0, 0, 0, 0, 1} s={0, 0, 1} 

 

e = {0, 0, 0, 0, 0, 0, 0}; 

 

 

 

 

 

For [i = 1, i ≤ 7, i++, f = e; 

f[[i]] = e[[i]] + 1; s = f. H1T; Print["e=", f, " s=", s] 

] (* generating a table of syndromes *) 

e={1, 0, 0, 0, 0, 0, 0} s={1, 0, 1} 

e={0, 1, 0, 0, 0, 0, 0} s={1, 1, 0} 

e={0, 0, 1, 0, 0, 0, 0} s={0, 1, 1} 
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e={0, 0, 0, 1, 0, 0, 0} s={1, 1, 1} 

e={0, 0, 0, 0, 1, 0, 0} s={1, 0, 0} 

e={0, 0, 0, 0, 0, 1, 0} s={0, 1, 0} 

e={0, 0, 0, 0, 0, 0, 1} s={0, 0, 1} 

 

MatrixForm[Mod[Inverse[S], 2]](* S^{-1} *) 

(

1 1  1
1 1   
 1 1 1
1   1

) 

 

 1   

(

 
 
 
 

 1      
   1    
1       
      1
  1     
     1  
    1   )

 
 
 
 

; 

 

 

 1  (

1 1  1
1   1
 1 1 1
1 1   

); 

 

R2 = Mod[S1.G.P1, 2]; 

 

MatrixForm[R2] 

(

1   1 1 1  
 1   1 1  
1  1   1  
1    1  1

) 

 

x = {1, 0, 1, 1}; e5 = {0, 0, 0, 0, 1, 0, 0}; y = Mod[x.R2 + e5, 2] 

{1, 0, 1, 1, 1, 0, 1} 

 

P1I = Inverse[P1]; y1 = y.P1I 

{0, 1, 1, 1, 1, 0, 1} 
2 McEllice#2.nb 

 

Mod[y1.H1T, 2] (* syndrome *) 

{0, 0, 1} 

 

x1 = {0, 1, 1, 0}; S1I = Mod[Inverse[S1], 2]; Mod[x1.S1I, 2] 

{1, 0, 1, 1} 
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A Cellular Automata Approach to 

Biological Neurons Using MATLAB 

 

By Kevin Seungmin Han 

   

 

Abstract 

In this paper we consider the phenomenon of formation of excitation waves in a subset of 

synchronously operating machines. Neural networks are considered that are based on neurons, 

each of which represents a cellular automaton generating periodic pulses. A cellular automaton is 

based on a phenomenological model of a neuron. The model takes into account the main aspects 

of the biological neuron, such as membrane potential, lifetime mediators, and refractory time. 

Thus, this cellular automata system attempts to mimic the behavior of a biological neuron. 

Cellular automata are networked and a cellular neural network is an analogue of the nervous 

system. You can trace how neurons interact by spreading the signal in a cellular neural network. 

Although I cannot claim to have created a working model that can fully replicate the complexity 

of the neurons in our brain, I was able to recreate some of the wave propagation of neural 

activities in a certain direction. Such simulation is just a small aspect of the complex behavior of 

our neurons; however, I believe that in the future, with more resources and computing power, we 

will be able to unlock the patterns of our brains. 

Introduction 

The idea that complex processes and systems could be the product of some very basic 

and fundamental underlying rules led me to learn about complexity theory. After learning some 

of the basic systems, I was introduced to Conway's Game of Life cellular automaton. Although 

the patterns that emerge from this system are quite finite and predictable, considering the 

confined parameters for input, the patterns that emerge are quite fascinating.  After learning more 
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about the potential of Cellular Automata systems, I became curious as to which scientific fields 

could benefit from their use, and because I have interests in biology and neuroscience, I decided 

to start this research project to try to replicate the patterns and behaviors of biological neurons 

using MATLAB so that I could alter the system's inputs and parameters and really explore how 

the complexity was created. 

The theory of neural networks provided an important stepping stone for better 

understanding the human brain. A better idea of how our brains work may contribute to 

explaining many psychological mechanisms that range from simple information processing to 

more complex decision making and feelings. Due to a lack of resources and technology, and 

given how difficult and complex the human neural networks are, however, developments in 

neuroscience were stagnant. Because even actions as simple as moving a finger required such a 

complicated transfer of information by neurons, an innovative and efficient approach to 

neuroscience was desperately needed. 

With the introduction of mathematical models of artificial neural networks, this scientific 

field has gone through a revolution. If provided with the current data about the nature of neurons 

and how they interact with each other, the intricate functions performed by the brain could be 

simulated by a computer.  

Regarding each neuron as an automaton, which decides whether to output according to 

the input, the potential for neurological activities to explain human behaviors are described by 

Harit Modi [1]. Firl, Devillard, and Heit contributed to efforts to model these artificial neurons 

using cellular automata [2, 3]. Although not entirely successful, these attempts show possibilities 

for explicit models to be created using cellular automata. Mandik further attempted to apply the 

life created through automaton to simulate the evolving mind from life. [4] It predicts that with 

the additions of several factors such as environmental complexity, future investigation upon the 

topic will ―allow for the possibility of causal correlations between ordered states of evolving 

organisms and ordered states of their environments‖. A simplified version of automaton 

involving neuron models is described by Gers, Garis, and Korkin [5]. It showed limitations to 

how much a computer model could evolve, but the paper leaves us with high hopes for the future 

that with ―more neurons and [cellular automaton] space, greater evolvability will be achievable‖. 

As shown in the previous papers, cellular automata is a rising field in simulating life and 

evolution. Given that nature follows a strict pattern, this paper involves a simple cellular 

automata model and aims to create patterns and shapes that may possibly resemble life. Cells in 

the model will act as individual atoms, reacting with each other to form various interesting 

arrangements. Exploration of the model may serve as the stepping stones for finding the key to 

where life began. Moreover, using the same principles, the field of artificial intelligence faces a 

big leap of development. The link between computational neuroscience and artificial intelligence 

is very well described by Bell [6], who is very positive in the perspective‘s future implications.  
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Preliminaries 

1.  The Biological Neuron 

As the most basic structure of the animal nervous system, neurons are the communication 

lines of the human body; each specialized neuron cell works together with the neighboring 

neuron cell to complete a specific task. With billions of neurons and trillions of connections 

called synapses in between neurons just in the brain and even more neurons spread throughout 

the whole body, the structure of the nervous system is very complicated.  

The general structure of a neuron consists of a cell body (also known as the soma), which 

on one end, sprouts out the branching ‗tree‘ of dendrites, and on the other end, has axons that 

connect the neuron to another neuron. Dendrites receive external signals and send them to the 

neuron cell body. Once the signal passes the cell body, it goes to the axon, where the signal is 

transported to other cells.  

Regardless of the location and function, any neuron, like every other cell in the body is 

surrounded by lipoprotein membrane. On both sides of the membrane, there is a electrical 

potential difference created by the uneven distribution of sodium and potassium ions. The 

outside of the membrane usually is more electropositive than the inside of the membrane. 

Neurons send signals to each other and eventually the brain using this potential difference 

conducts a special electrical impulse called the action potential. 

When the neuron is in the resting without any stimulus, the membrane potential is 

approximately -60 millivolts. Such electrical potential is kept by an enzyme called sodium 

potassium pump, which pumps three sodium ions outside of the membrane and two potassium 

ions inside of the membrane. Also, potassium ions diffuse outside of the membrane; this 

imbalance of ion distribution creates the resting potential and keeps it. With an external stimulus, 

the sodium channel opens and causes sodium ions to diffuse inside of the membrane, thus 

causing the membrane potential to move towards 0 millivolts in a process called depolarization. 

Once the membrane potential reaches a certain value, called threshold, the neuron will generate a 

high-amplitude electrical pulse, propagated by a continuous triggering of sodium channels across 

the membrane, the spike, or action potential. Once the membrane reaches a certain positive value 

of volts, it decreases rapidly, coming to the value less than it was in the resting period. After a 

spike membrane is hyperpolarized, the neuron goes into a refractory period, when the pumps 

work to gain back the normal resting potential, and the process starts again.  

This spike extends all the way to the end of the axon and branches out to the contact 

points with other neurons called synapses. Signaling molecules called neurotransmitters are 

formed in the synapse once the signal arrives. There are two types of neurotransmitters — 

excitatory and inhibitory; each type is released appropriately according to their functions. These 

molecules are transported and released to the target cell by vesicles, and the receptors on the 

target cells accept the neurotransmitters. The binding of the neurotransmitters disturbs the ion 



A Cellular Automata Approach to Biological Neurons Using MATLAB 

Analysis of Applied Mathematics | Volume 7               Page 61  

distribution of the target cell‘s membrane, which is enough to trigger that cell‘s spike. The chain 

reaction goes until it reaches the brain. All of the process happens in a fraction of a second.  

While the above description describes of a chemical synapse, there is another kind of 

synapse called the electrical synapse. This is an electrically conductive link between two 

neighboring neurons. Although they are simpler and can produce only simple behaviors, 

electrical synapses can transmit signals faster than a chemical synapse. Also, since the current in 

electrical signal transmission goes directly from cell to cell, the electrical synapses have a high 

degree of reliability. Neurologists strongly believe that electrical synapses play an obvious role 

in the synchronization of neuronal activity when excitation is covering of several nerve cells. 

Such is an outline the scheme of the functioning of biological neurons - in all their 

diversity in nature. Most known mathematical models of neural elements is described in 

accordance with this scheme. It will be shown as on the basis of the scheme to build a cellular 

automaton, which will be examined in this study. 

While some neurons need external impulses to stimulate a spike, other neurons are able 

to generate a spike with only internal processes. This is called auto-generating neurons. 

In this paper, we consider the population of auto-generating neurons.  

2.  Biological Neural Ensembles 

A neural ensemble is a specific population of neurons that are involved in a specific 

neural action.  In a complex living organism like human beings, neurons are connected in a way 

that resembles an intricate but organized signaling circuit. A simple type of this circuit is a reflex 

arc, which a sensory neuron is connected to multiple motor neurons, which is ultimately 

connected to multiple sensory neurons to enhance reflexes. A knee-jerk is an example of a reflex 

arc. 

The human brain consists of 10
11

 neurons, the number of connections between which is 

approximately equal to 10
15

, and each neuron is connected to hundreds or thousands of 

neighboring neurons. This system of neurons work together to fill up what other neurons do not 

know. For example a single visual neuron cannot see what the whole eye sees and is prone to 

mistakes, but if all the neurons in the visual cortex participate in signaling the scene, the brain 

can have a clear picture of what is in front of it. The more neurons that participate in a certain 

task, the precise and complex the action becomes.   
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Methods 

Determining the structure of neural connections in a living organism is a very hard task. 

Not only are each neurons connected to thousands of other neurons, but also the network they 

form are extremely difficult, and often even impossible to compute with modern technology. 

Such study would require huge amount of memory and computing to even simulate. In order to 

solve such problem, numerous neuron models have been devised, but most of these models were 

either too complex to respond to analytical study, or do not comply with the biological properties 

of the neuron. 

There has been one possible approach to overcome these difficulties — to consider the 

local neural network with only few close neighbors instead of thousands. Using the Moore 

neighborhood, we could approach for responses from a more simplified local neural network. 

Another approach is to provide models based on pulsed neurons. These models are called 

phenomenological, as they model the external behavior of a biological neuron, rather than the 

internal processes. 

The phenomenological model of biological neuron was developed on the basis of a 

cellular automaton. It simulates the operation of a neuron qualitatively. This model is not only 

biologically adequate, but also pretty simple, allowing it to be used to solve a wide range of 

tasks, such as exploring the relevant neural networks with numerical methods.  

 1.  Neuronal Cell Machine 

The phenomenological model of a neuron has some specific characteristics different than 

those of a biological neuron. One of the features is that spike is turned into momentum instantly; 

the membrane potential does not change during the refractory period. The neuron will generate 

an instant impulse (spike) when the membrane potential value reaches the threshold, and it will 

send signals to the cells connected to it. The cellular automaton then moves into the refractory 

state for a certain amount of time right after pulse generation. During this state, the automaton is 

completely insensitive to the effects from other cellular automata. 

If the machine-receiver is not in the refractory state, the mediator is released under the 

action of coming spike in the synapse, located on the machine-receiver. 

Let us represent the model described above in the formal form with numeric parameters. 

Consider a closed circular structure in a form of a torus, consisting of N= 50x50 cellular 

automata in which each automaton is affected by several of its nearest neighbors. 

The whole cellular automaton was an integer for the ease of study. The cellular automata 

states, as well as all the parameters of a cellular automaton, such as membrane potential, its 

threshold value, and the time of cellular automata spent in each state were all integers. 

A cellular automaton has three states: 
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define.cellState.sensibility    =  1; 

define.cellState.generating     =  2; 

define.cellState.refractoriness =  3; 

Transition from state 1 is only possible to state 2; transition from state 2 can only be a 

transition to state 3, and transition from state 3 can only be a transition to state 1. The cycle will 

continue as the cellular automata proceeds. 

 

Figure 1: Cellular automata states transitions 

Each cellular automation has a variable that stores the value of its membrane potential: 

lattice.membranePotential = <50x50> 

In the state 1 the neuron increases the value of the membrane potential by an amount:  

lattice.setting.membranePotentialIncrement =  1; 
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Once the membrane potential of the neuron reaches a threshold,  

lattice.setting.membranePotentialThreshold = 10; 

cellular automation goes into the state 2. The time spent in state 2 is determined 

parametrically, and equals for all cellular automata: 

lattice.setting.spikeDuration = 2;  

All timing parameters of cellular automata are integers and represent the number of 

iterations during which the cellular automaton in a certain state is. 

This timing parameter is an analog of the biological lifetime of mediators. 

While cellular automaton is in the state 2, it performs an impact on neighboring cellular 

automata, increasing their membrane potential, in accordance with pre-specified weights of 

neural connections: 

lattice.weights = <50x50> 

The weight matrix is set in advance and does not change over time of simulation. 

Cellular automation goes into a state 3 after the end time of his stay in state 2. Its 

membrane potential equal to zero. In state 3 cellular automaton is a period of time: 

lattice.setting.refractoryDuration = 3; 

While the cellular automation is in a state 3, it is insensitive to external influences and did 

not change the membrane potential. 

This timing parameter is an analogue of biological time refractory of neuron. 

Once the refractory cellular automation time ends, cellular automaton moves to state 1 

and the cycle repeats again. 

 

Results and Findings 

 1. The Populations of Neural Cellular Automata 

Neurons are all connected, so in a neural network, a population of neurons are 

functionally related to each other. In this experiment, we consider a population of identical 

neurons with similar connections. Each neuron is represented by each cellular automaton, and 

the neural network represents the population of cellular automata, both described above.  

In this study, we consider a closed neural network in the form of torus in which each 

neuron is directly associated with several neighbors. These structures are relatively simple, 

allowing you to investigate the neurons‘ behavior by simple numerical methods. Although a 
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similar study is also possible in more complex systems, it would require stringent restrictions and 

much more complicated methods. 

The threshold neurons cannot spontaneously generate spikes, so the wages in the 

networks of such elements can be damped. Periodic undamped modes in the study is of interest.  

Considering a population of auto generator neurons, the most important in the study of 

the neural network is the study mode of neuronal activity and the proof of their stability. Among 

these modes arising in ring structures, the most basic is consistent wave propagation neural 

activity on the torus in a certain direction. 

This is an iterative process. The system is closed and can be assumed that it is stabilized. 

Numerical experiments confirm this assumption. The process described will be called the 

passage of the wave of excitation on the torus. 

Thus it is necessary to remember two facts. Firstly, excitation of any neuron returning to 

it, must go to the period of susceptibility. Secondly all the spikes are induced by nature, since 

neurons have their own auto rhythm with a period equal: 

lattice.setting.membranePotentialThreshol/ lattice.setting.membranePotentialIncrement 

Phenomenon of emergence of waves was detected as a result of the study of cellular 

neural networks. Waves of excitation propagate in a specific, constant direction. Topology of 

cellular neural network guarantees the direction of propagation of the excitation waves. 

 

Figure 2: Emergence of excited waves and wave propagation 
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Сonclusions 

The results of the cellular automaton were a periodic mode, a wave of neuronal activity 

spread over the torus when neurons generate spikes in a particular order indefinitely for a long 

time. After a certain time period running the cellular automata, concerted action of the neurons 

can spontaneously arise and disseminate a signal in a certain direction. This action manifests 

itself in the form of an occurrence and further spreads the wave of excitation of neurons 

throughout the whole neural network.  

Wave propagation can occur when each neuron is affected not less than one and no more 

than three neighboring neurons. The figure below shows the configuration of determining the 

topology of a neural network in which there are waves. Neighboring cellular automata, marked 

in red, increase in the membrane potential of the central green cellular automaton, provided that 

they are able to generate a pulse, and the cellular automaton is in a state of susceptibility. 

 

Figure 3: Configuration defining a neural network topology in which there are waves 

 

Their effect, however, should be the opposite. This means that the neuron, which is under 

the influence, should be a mediator in the transmission of the wave, not the end point. The figure 

below shows the configuration of the network topology that is experiencing a wave excitation 

(left), and a configuration in which the excitation wave is not there (on the right). 

 

Figure 4: Network topology configuration in which arise excitation wave (left), and a 

configuration in which the excitation wave does not occur (right) 
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Getting the appearance of a wave in the configuration of network topologies of 4 or more 

neighboring neurons by experiment failed. This is due to the fact that for the Moore 

neighborhood it is difficult to find a configuration of more than 3 neurons. The direction of the 

waves depends on the topology of the neural network. The topology of the neural network is 

determined by the choice of its neighbors that have an impact on the central cellular automaton. 

 

Figure 5: The neighbor’s configuration determines the cellular network topology 

 Based on the physiological theory of the origin and conduction of excitation, the model 

can be used to explain the propagation of the nerve impulse along the fibers. Many neurons have 

auto rhythm; for example, some have the ability to periodically generate a pulse. Periodic pattern 

modes, therefore, arise in the model. The ability to produce biological neuron spike without 

external influence is mainly due to the currents of sodium and potassium ions. 

In the simulation of different neural networks, the annular (closed) structure is one of the 

characteristic objects to study. Such structures have been long found in biological neural 

networks, including the human brain. Also, they can play an important role in the mechanisms of 

memory. 

In the future, I would like to further research cellular automata system‘s potential to 

model biological neurons with more guidance and more resources. In addition, I am greatly 

interested in researching questions about the origin of life, the threshold of time when inorganic 

material started exhibit patterns of behavior that could be classified is organic life. I‘d like to 

research further the necessary conditions and ―rules‖ that were necessary to create life by 

attempting to model patterns and behaviors in a cellular automata or another similar system. The 

idea that complex processes and behaviors can emerge from simple and fundamental rules will 

lead me to find new solutions to current and future research questions in biology and chemistry. 
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Appendix 

1. Wave configurations 
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2 Matlab code of program 

neuroscience_CA_main.m 
 

clear 
clc 
close all 

  
% define neural cellular automata state type 
define.cellState.sensibility    =  1; 
define.cellState.generating     =  2; 
define.cellState.refractoriness =  3; 

  
% define neighbors positions 
define.neighborPosition.topLeft      = 1; 
define.neighborPosition.topMiddle    = 2; 
define.neighborPosition.topRight     = 3; 
define.neighborPosition.middleLeft   = 4; 
define.neighborPosition.middleRight  = 5; 
define.neighborPosition.bottomLeft   = 6; 
define.neighborPosition.bottomMiddle = 7; 
define.neighborPosition.bottomRight  = 8; 

  
lattice.setting.statesCount = 3; 
lattice.setting.rowCount    = 50; 
lattice.setting.columnCount = 50; 
lattice.setting.refractoryDuration = 3; 
lattice.setting.spikeDuration = 2; % spikeDuration should be less than 

refractoryDuration 
lattice.setting.membranePotentialThreshold = 10; 
lattice.setting.membranePotentialIncrement =  1; 
lattice.setting.endTime = 600; 

  
lattice.setting.size      = [lattice.setting.rowCount ...    
                             lattice.setting.columnCount]; 

                          
lattice.setting.cellCount =  lattice.setting.rowCount * ... 
                             lattice.setting.columnCount; 

                          
lattice.setting.colorMap = ...  
               [ 0   1   0    ;  % 1 - green   1 - neuron sensitivity state 
                 1   0   0    ;  % 2 - red     2 - neuron spike-generating 

state 
                 0   0   0  ] ;  % 3 - black   3 - neuron refractorines state 

              
 networkTopologyCases = [1 2 3 4 5 6 7 8]; 

  
 for networkTopologyIndex = networkTopologyCases; 

      
     % select a specific topology 
     switch networkTopologyIndex 
         case 1 
             neighborAffectCurrentCellIndexes = [... 
             define.neighborPosition.topLeft     ; ... 



A Cellular Automata Approach to Biological Neurons Using MATLAB 

Analysis of Applied Mathematics | Volume 7               Page 77  

%            define.neighborPosition.topMiddle   ; ... 
             define.neighborPosition.topRight    ; ...  
%            define.neighborPosition.middleLeft  ; ... 
%            define.neighborPosition.middleRight ; ... 
%            define.neighborPosition.bottomLeft  ; ... 
%            define.neighborPosition.bottomMiddle; ...  
%            define.neighborPosition.bottomRight ; ... 
             ]; 
         case 2 
             neighborAffectCurrentCellIndexes = [... 
             define.neighborPosition.topLeft     ; ... 
%            define.neighborPosition.topMiddle   ; ... 
             define.neighborPosition.topRight    ; ...  
             define.neighborPosition.middleLeft  ; ... 
%            define.neighborPosition.middleRight ; ... 
%            define.neighborPosition.bottomLeft  ; ... 
%            define.neighborPosition.bottomMiddle; ...  
%            define.neighborPosition.bottomRight ; ... 
             ]; 
         case 3 
             neighborAffectCurrentCellIndexes = [... 
             define.neighborPosition.topLeft     ; ... 
             define.neighborPosition.topMiddle   ; ... 
             define.neighborPosition.topRight    ; ...  
%            define.neighborPosition.middleLeft  ; ... 
%            define.neighborPosition.middleRight ; ... 
%            define.neighborPosition.bottomLeft  ; ... 
%            define.neighborPosition.bottomMiddle; ...  
%            define.neighborPosition.bottomRight ; ... 
             ]; 
         case 4 
             neighborAffectCurrentCellIndexes = [... 
%            define.neighborPosition.topLeft     ; ... 
             define.neighborPosition.topMiddle   ; ... 
%            define.neighborPosition.topRight    ; ...  
             define.neighborPosition.middleLeft  ; ... 
%            define.neighborPosition.middleRight ; ... 
%            define.neighborPosition.bottomLeft  ; ... 
%            define.neighborPosition.bottomMiddle; ...  
%            define.neighborPosition.bottomRight ; ... 
             ]; 
         case 5 
             neighborAffectCurrentCellIndexes = [... 
             define.neighborPosition.topLeft     ; ... 
%            define.neighborPosition.topMiddle   ; ... 
             define.neighborPosition.topRight    ; ...  
%            define.neighborPosition.middleLeft  ; ... 
%            define.neighborPosition.middleRight ; ... 
%            define.neighborPosition.bottomLeft  ; ... 
             define.neighborPosition.bottomMiddle; ...  
%            define.neighborPosition.bottomRight ; ... 
             ]; 
         case 6 
             neighborAffectCurrentCellIndexes = [... 
             define.neighborPosition.topLeft     ; ... 
%            define.neighborPosition.topMiddle   ; ... 
             define.neighborPosition.topRight    ; ...  
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%            define.neighborPosition.middleLeft  ; ... 
%            define.neighborPosition.middleRight ; ... 
%            define.neighborPosition.bottomLeft  ; ... 
%            define.neighborPosition.bottomMiddle; ...  
             define.neighborPosition.bottomRight ; ... 
             ]; 
         case 7 
             neighborAffectCurrentCellIndexes = [... 
             define.neighborPosition.topLeft     ; ... 
             define.neighborPosition.topMiddle   ; ... 
%            define.neighborPosition.topRight    ; ...  
%            define.neighborPosition.middleLeft  ; ... 
%            define.neighborPosition.middleRight ; ... 
%            define.neighborPosition.bottomLeft  ; ... 
%            define.neighborPosition.bottomMiddle; ...  
%            define.neighborPosition.bottomRight ; ... 
             ]; 
         case 8 
             neighborAffectCurrentCellIndexes = [... 
%            define.neighborPosition.topLeft     ; ... 
             define.neighborPosition.topMiddle   ; ... 
%            define.neighborPosition.topRight    ; ...  
%            define.neighborPosition.middleLeft  ; ... 
%            define.neighborPosition.middleRight ; ... 
%            define.neighborPosition.bottomLeft  ; ... 
%            define.neighborPosition.bottomMiddle; ...  
%            define.neighborPosition.bottomRight ; ... 
             ]; 
         otherwise 
             warning('Unexpected topology case') 

              
     end %switch networkTopologyIndex 

      
     % run cellular automata 
     neuroscience_CA 

      
     % store results 
     neuroscience_CA_results 

  
 end %for networkTopologyIndex 

 

 

 

neuroscience_CA.m 
 

%% neural network of cellular automatons 

              
step = 1:lattice.setting.endTime; 
site = 1:lattice.setting.cellCount; 

  
results.matrix.state                        = cell ( max(step) , 1 ); 
results.matrix.timeLeftBeforeExitRefractory = cell ( max(step) , 1 ); 
results.matrix.timeLeftBeforeExitSpike      = cell ( max(step) , 1 ); 
results.matrix.membranePotential            = cell ( max(step) , 1 ); 
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results.vector.state                        = NaN ( max(step) , 

lattice.setting.statesCount ); 
results.vector.timeLeftBeforeExitRefractory = NaN ( max(step) , 

lattice.setting.refractoryDuration + 1 ); % "+1" means take into account zero  
results.vector.timeLeftBeforeExitSpike      = NaN ( max(step) , 

lattice.setting.spikeDuration + 1 ); % "+1" means take into account zero 
results.vector.membranePotential            = NaN ( max(step) , 

lattice.setting.membranePotentialThreshold + 1 ); % "+1" means take into 

account zero 

  
neighborsPositions    = zeros(8,1); 

  
lattice.current    = ones( lattice.setting.size );  
lattice.next       = ones( lattice.setting.size );  

  
lattice.membranePotential = ... 
    zeros( lattice.setting.size );  
% between [0 lattice.setting.membranePotentialThreshold] 

  
lattice.timeLeftBeforeExitRefractory = ... 
    zeros( lattice.setting.size );  
% between [0 lattice.setting.refractoryDuration] 

  
lattice.timeLeftBeforeExitSpike = ... 
    zeros( lattice.setting.size );  
% between [0 lattice.setting.spikeDuration] 

  
% save random generator state 
randomGeneratorState = rng; 

  
% generate random  
lattice.weights = randi(lattice.setting.membranePotentialThreshold, 

lattice.setting.size); 
lattice.current = randi(define.cellState.refractoriness, 

lattice.setting.size); 
for position = 1:lattice.setting.cellCount 
    switch lattice.current(position) 
        case define.cellState.sensibility 
            lattice.membranePotential           (position) = 

randi(lattice.setting.membranePotentialThreshold); 
            lattice.timeLeftBeforeExitSpike     (position) = 0; 
            lattice.timeLeftBeforeExitRefractory(position) = 0; 
        case define.cellState.generating 
            lattice.membranePotential           (position) = 

lattice.setting.membranePotentialThreshold; 
            lattice.timeLeftBeforeExitSpike     (position) = 

randi(lattice.setting.spikeDuration); 
            lattice.timeLeftBeforeExitRefractory(position) = 0; 
        case define.cellState.refractoriness  
            lattice.membranePotential           (position) = 0; 
            lattice.timeLeftBeforeExitSpike     (position) = 0; 
            lattice.timeLeftBeforeExitRefractory(position) = 

randi(lattice.setting.refractoryDuration); 
        otherwise 
            warning('Unexpected CA state') 
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    end 
end 

  
tic() 

  
for steps = step 

  
    for sites = site 
        %<1x1> - position cell in lattice 
        cellPosition = sites; 

         
        switch lattice.current(cellPosition) 

             
            case define.cellState.sensibility 
                if (lattice.setting.membranePotentialThreshold <= 

lattice.membranePotential(cellPosition)), 
                    lattice.next(cellPosition) = define.cellState.generating; 
                    lattice.timeLeftBeforeExitSpike(cellPosition) = 

lattice.setting.spikeDuration; 
                    lattice.timeLeftBeforeExitRefractory(cellPosition) = 0; 
                    lattice.membranePotential(cellPosition) = 

lattice.setting.membranePotentialThreshold; 
                else 
                    %<8x1> - positions of cell's neighbours in lattice 
                    neighborsPositions = 

neighbors(lattice.setting.size,cellPosition); 
                    neighborAffectCurrentCellPositions = neighborsPositions( 

neighborAffectCurrentCellIndexes ); 
                    neighborAffectCurrentCellStates = ... 
                        lattice.current(neighborAffectCurrentCellPositions); 
                    for i=1:length(neighborAffectCurrentCellStates) 
                        if define.cellState.generating == 

neighborAffectCurrentCellStates(i), 
                            lattice.membranePotential(cellPosition) = ... 
                                lattice.membranePotential(cellPosition) + ... 
                                

lattice.weights(neighborAffectCurrentCellPositions(i)); 
                        end 
                        lattice.membranePotential(cellPosition) = ... 
                            lattice.membranePotential(cellPosition) + ... 
                            lattice.setting.membranePotentialIncrement; 
                    end 
                end 

                 
            case define.cellState.generating 
                if (0 >= lattice.timeLeftBeforeExitSpike(cellPosition)), 
                    lattice.next(cellPosition) = 

define.cellState.refractoriness; 
                    lattice.timeLeftBeforeExitSpike(cellPosition) = 0; 
                    lattice.timeLeftBeforeExitRefractory(cellPosition) = 

lattice.setting.refractoryDuration; 
                    lattice.membranePotential(cellPosition) = 0; 
                else 
                    lattice.timeLeftBeforeExitSpike(cellPosition) = ... 
                        lattice.timeLeftBeforeExitSpike(cellPosition) - 1; 
                end 
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            case define.cellState.refractoriness 
                if (0 >= lattice.timeLeftBeforeExitRefractory(cellPosition)), 
                    lattice.next(cellPosition) = 

define.cellState.sensibility; 
                    lattice.timeLeftBeforeExitSpike(cellPosition) = 0; 
                    lattice.timeLeftBeforeExitRefractory(cellPosition) = 0; 
                    lattice.membranePotential(cellPosition) = 0; 
                else 
                    lattice.timeLeftBeforeExitRefractory(cellPosition) = ... 
                        lattice.timeLeftBeforeExitRefractory(cellPosition) - 

1; 
                end 

                 
            otherwise 
                warning('Unexpected CA state') 
        end 

  
    end %sites 

  
    disp(['step = ' int2str(steps) ' of ' int2str(max(step)) '. elapsed time: 

' num2str(toc()/60) ' min.']) 

  
    % store results 
    results.matrix.state                       {steps,1} = lattice.current; 
    results.matrix.timeLeftBeforeExitRefractory{steps,1} = 

lattice.timeLeftBeforeExitRefractory; 
    results.matrix.timeLeftBeforeExitSpike     {steps,1} = 

lattice.timeLeftBeforeExitSpike; 
    results.matrix.membranePotential           {steps,1} = 

lattice.membranePotential; 

           
    for i=1:size(results.vector.state,2) 
        results.vector.state(steps,i) = sum(sum(i == 

lattice.current))/lattice.setting.cellCount; 
    end 

     
    for i=1:size(results.vector.timeLeftBeforeExitRefractory,2) - 1 
        results.vector.timeLeftBeforeExitRefractory(steps,i) = sum(sum(i == 

lattice.timeLeftBeforeExitRefractory))/lattice.setting.cellCount; 
    end 
    results.vector.timeLeftBeforeExitRefractory(steps,end) = sum(sum(0 == 

lattice.timeLeftBeforeExitRefractory))/lattice.setting.cellCount; 

  
    for i=1:size(results.vector.timeLeftBeforeExitSpike,2) - 1  
        results.vector.timeLeftBeforeExitSpike(steps,i) = sum(sum(i == 

lattice.timeLeftBeforeExitSpike))/lattice.setting.cellCount; 
    end 
    results.vector.timeLeftBeforeExitSpike(steps,end) = sum(sum(0 == 

lattice.timeLeftBeforeExitSpike))/lattice.setting.cellCount; 

  
    for i=1:size(results.vector.membranePotential,2) - 1 
        results.vector.membranePotential(steps,i) = sum(sum(i == 

lattice.membranePotential)/lattice.setting.cellCount); 
    end 
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    results.vector.membranePotential(steps,end) = sum(sum(0 == 

lattice.membranePotential))/lattice.setting.cellCount; 

  
    lattice.current = lattice.next; 

  
end %steps 

 

 

 

neuroscience_CA_results.m 
 

%% Save name prefix 

  
saveNamePrefix = ['_network_topology_case_' int2str(networkTopologyIndex)]; 

  
%% Video state 

  
vidObj = VideoWriter([saveNamePrefix '/01_visualize_lattice_state']);  
open(vidObj);                                       

  
for steps = step 

  
        image( results.matrix.state{steps,1} ) 
        colormap( lattice.setting.colorMap ) 
        axis off 
        axis image 
        title({'State',[ 'Ticks = ' int2str(steps)]}) 
        drawnow 
        currFrame = getframe(gcf); 
        writeVideo(vidObj,currFrame); 

         
end 

  
close(vidObj);  

  
clear vidObj 

  
%% Video timeLeftBeforExitRefractory 

  
vidObj = VideoWriter([saveNamePrefix 

'/02_visualize_lattice_timeLeftBeforExitRefractory']);  
open(vidObj);                                       

  
for steps = step 

  
        surf( results.matrix.timeLeftBeforeExitRefractory{steps,1} ) 
        axis image 
        zlim([0 lattice.setting.refractoryDuration]) 
        title({'Time Left Before Exit Refractory',[ 'Ticks = ' 

int2str(steps)]}) 
        drawnow 
        currFrame = getframe(gcf); 
        writeVideo(vidObj,currFrame); 



A Cellular Automata Approach to Biological Neurons Using MATLAB 

Analysis of Applied Mathematics | Volume 7               Page 83  

         
end 

  
close(vidObj);  

  
clear vidObj 

  
%% Video timeLeftBeforExitSpike 

  
vidObj = VideoWriter([saveNamePrefix 

'/03_visualize_lattice_timeLeftBeforExitSpike']);  
open(vidObj);                                       

  
for steps = step 

  
        surf( results.matrix.timeLeftBeforeExitSpike{steps,1} ) 
        axis image 
        zlim([0 lattice.setting.spikeDuration]) 
        title({'Time Left Before Exit Spike Generating', [ 'Ticks = ' 

int2str(steps)]}) 
        drawnow 
        currFrame = getframe(gcf); 
        writeVideo(vidObj,currFrame); 

         
end 

  
close(vidObj);  

  
clear vidObj 

  
%% Video membranePotential 

  
vidObj = VideoWriter([saveNamePrefix 

'/04_visualize_lattice_membranePotential']);  
open(vidObj);                                       

  
for steps = step 

  
        surf( results.matrix.membranePotential{steps,1} ) 
        axis image 
        zlim([0 lattice.setting.membranePotentialThreshold]) 
        title({'Membrane Potential', [ 'Ticks = ' int2str(steps)]}) 
        drawnow 
        currFrame = getframe(gcf); 
        writeVideo(vidObj,currFrame); 

         
end 

  
close(vidObj);  

  
clear vidObj 

  
%% Plot state 
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plot(results.vector.state) 

  
xlabel('time', 'FontSize',18); 
ylabel('Count', 'FontSize',18); 
title('Cell states', 'FontSize',18) 

  
% legend('Turn off cell fraction', ... 
%        'Turn on cell fraction', ... 
%        'Empty cell fraction') 

  
grid on 

  
imagePath = [saveNamePrefix '/05_plot_states'  '.png']; 
saveas(gcf,imagePath); 

  
%% Plot timeLeftBeforeExitRefractory 

  
plot(results.vector.timeLeftBeforeExitRefractory) 

  
xlabel('time', 'FontSize',18); 
ylabel('Count', 'FontSize',18); 
title('Time Left Before Exit Refractory Count', 'FontSize',18) 

  
% legend('Turn off cell fraction', ... 
%        'Turn on cell fraction', ... 
%        'Empty cell fraction') 

  
grid on 

  
imagePath = [saveNamePrefix '/06_plot_timeLeftBeforeExitRefractory'  '.png']; 
saveas(gcf,imagePath); 

  
%% Plot timeLeftBeforeExitSpike 

  
plot(results.vector.timeLeftBeforeExitSpike) 

  
xlabel('time', 'FontSize',18); 
ylabel('Count', 'FontSize',18); 
title('Time Left Before Exit Spike Count', 'FontSize',18) 

  
% legend('Turn off cell fraction', ... 
%        'Turn on cell fraction', ... 
%        'Empty cell fraction') 

  
grid on 

  
imagePath = [saveNamePrefix '/07_plot_timeLeftBeforeExitSpike'  '.png']; 
saveas(gcf,imagePath); 

  
%% Plot membranePotential 

  
plot(results.vector.membranePotential) 
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xlabel('time', 'FontSize',18); 
ylabel('Count', 'FontSize',18); 
title('Membrane Potential', 'FontSize',18) 

  
% legend('Turn off cell fraction', ... 
%        'Turn on cell fraction', ... 
%        'Empty cell fraction') 

  
grid on 

  
imagePath = [saveNamePrefix '/08_plot_membranePotential'  '.png']; 
saveas(gcf,imagePath); 

  
%% Cellular automata snapshot 

  
delete([saveNamePrefix '/cellular_automata_images/*']) 

  
% input 
              name = '/09_cellular_automata_snapshot'; 
      title_string = 'Cellular Automata'; 

                 
% number of iterations 

                 
step = fix( linspace(1,max(step),12) ); 

  
tic() 

  
close all 

  
A = cell( length(step),1 ); 
k = 0; 

  
for steps = step 

  
        image( results.matrix.state{steps,1} ) 
        colormap( lattice.setting.colorMap ) 
        axis off 
        axis image 
        title([ title_string ': ticks = ' int2str(steps)]) 

         
        drawnow 
        k = k+1; 
        imagePath = [saveNamePrefix '/cellular_automata_images' name '_' 

int2str(steps) '.png']; 
        saveas(gcf,imagePath); 
        currFrame = getframe(gcf); 
        A{k,1} = frame2im(currFrame); 

  
end 

  
imwrite([A{ 1,1} A{ 2,1} A{ 3,1};  
          A{ 4,1} A{ 5,1} A{ 6,1}; 
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          A{ 7,1} A{ 8,1} A{ 9,1}; 
          A{10,1} A{11,1} A{12,1};],[saveNamePrefix name '.png']); 

  
disp(['elipsed time: ' num2str(toc()/60) ' min.']) 

       
% clear temp var 

  
clear name title_string tick ticks k A 

  
close all 
  

 

 

neighbors.m 
 

function vector = neighbors( latticeSize,position ) 
%UNTITLED4 Summary of this function goes here 
%   Detailed explanation goes here 

  
rowCount    = latticeSize(1); 
columnCount = latticeSize(2); 

  
    i = mod ( position , rowCount );  
    j = ceil( position / rowCount ); 

     
    if 0==i,i=rowCount; end; 

  
    im1 = 1+mod( -1+(i-1)+rowCount    , rowCount    ); 
    ip1 = 1+mod( -1+(i+1)             , rowCount    ); 
    jm1 = 1+mod( -1+(j-1)+columnCount , columnCount ); 
    jp1 = 1+mod( -1+(j+1)             , columnCount ); 

  
    vector(1,1) = im1+(jm1-1)*rowCount; 
    vector(2,1) = im1+(j  -1)*rowCount; 
    vector(3,1) = im1+(jp1-1)*rowCount; 
    vector(4,1) = i  +(jm1-1)*rowCount; 
    vector(5,1) = i  +(jp1-1)*rowCount; 
    vector(6,1) = ip1+(jm1-1)*rowCount; 
    vector(7,1) = ip1+(j  -1)*rowCount; 
    vector(8,1) = ip1+(jp1-1)*rowCount; 

  
end 
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An Examination of the Williams 

Cryptosystem Using MATLAB 

 

By Kevin (Younggyun) Lee 

    6 

 

Abstract 

All people who have access to the internet are protected by cryptosystems, but only few 

people are aware of this fact. While I was studying for the AP Computer Science test, I became 

curious about how cryptosystems came to be. I decided to write this research paper, based on 

what I have learned and some credible information in the internet. Out of the vast variety of 

cryptosystems, I found William‘s cryptosystem the most interesting. The system uses RSA, the 

method of using the factorization of integers into prime numbers as a key to encrypt and decrypt 

messages. It gains its effectiveness due to RSA, because its security comes from the extreme 

difficulty of factoring a massive number created by multiplying two large prime numbers. 

Introduction 

The need to transmit surreptitious messages to one another has been of foremost 

importance to mankind since the beginning of cognizant intelligence. In order to do so, humanity 

has designed ways to effectively codify their messages. This began with the creation of the 

Caesar Cypher, where one just rudimentarily shifted the alphabets by a predetermined number. 

However, the methods of encryption have constantly been updated because unexpected 

flaws in them let others to easily decrypt the messages. The Caesar Cypher wasn‘t an exception. 

By examining the frequency of individual letters, also known as the ‗frequency fingerprint‘, one 

could easily find out how many numbers they were shifted by and ultimately decrypt it. 

In order to reduce the potential danger of anyone else breaking any encrypted codes, 

people started to use private keys, which are tools designed to decrypt a message encrypted by a 
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public key. The benefit of the usage of keys is that even upon interception of a covert message, 

one would know how it was encrypted but would not be able to read the aforementioned script 

without the corresponding private key. 

The constant innovation of novel cryptosystems led to the inevitable demise of 

previous, now-obsolete ciphers. This culminated in the creation a cryptosystem known as 

the RSA by a group of scientists in MIT. It is an asymmetrical algorithm that involves integer 

factorization, where the larger the composite integer leads to more secure encryption. It is 

implemented using four consecutive steps: key generation, key distribution, encryption and 

decryption. 

Development was further instigated by William Stalings, who improved the process by 

making the recovery of the plaintext just as arduous as the factoring process. Using the 

mathematical concept of modulo, he made sure that others could not break his cypher unless they 

knew how many times the modulo was repeated by. 

In this paper, I am going to further elaborate on the William‘s cryptosystem.  

 

Principles of RSA Encryption 

Many modern cryptosystems, including the William‘s, uses the RSA cryptosystem. It is a 

method which involves massive prime numbers in the generation of its public and private keys. 

Despite its simplicity, the method is nearly impossible to decrypt unless both of the keys are 

given. The public key is meaningless by itself because the factorization cannot be done without 

the private key. Brute force attacks can be done against it in theory, but due to the extreme length 

of the numbers, even the best of computers will take decades to decrypt a single message. The 

potential of this system is limitless because, as proven by Euclid, there are infinitely many prime 

numbers. Bigger prime numbers are constantly being found by supercomputers, thus making 

William‘s cryptosystem stronger.  

The first step of the encryption process is to generating key using two extremely long 

prime numbers, p and q. Originally, it was recommended that both p and q be equal in length 

because it would maximize the reliability. However, this recommendation is now obsolete and 

actually the opposite is recommended. The number should be, in terms of size, as far apart as 

possible. Once chosen, the numbers p and q should be multiplied to find their product.  

 

The next step is to randomly select the encryption key e, which is a number relatively 

prime to ϕ(n).  This is so that e is invertible           
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               (1) 

Lastly, the Extended Euclidian Algorithm is used to find the number d, the modular 

multiplicative inverse of e. The number d should be a number in which (e*d -1) can evenly be 

divided by     . Let‘s rewrite (1) in the form: 

               (2) 

Note that d and n are also coprime. Numbers e and n are the public key, and d is the 

private key. And the two primes p and q are kept in secret. 

To encrypt a message m, one should break it down into blocks, each block a number less 

than n. And each message block mi should have the same number of digits. This is so that it is 

the only possible variant of decryption. If the message is divided into parts bigger than n, then 

there would be ambiguous decryptions of the message. In the same idea, the encrypted message c 

will be composed of units ci of the same length. By doing so, the encryption reduces to the 

calculation : . In order to decrypt each encrypted block ci,we apply the equation: 

. As previously stated, the equation  makes the application 

possible. 

Remark. To find the multiplicative inverse in (2) we need to use the extended Euclidian 

algorithm [3]. 

In order to illustrate the previously mentioned Extended Euclidian Algorithm, a two-stage 

scheme will be applied. (see below) 

Pseudocode (stage 1) 

AT THE INPUT: two natural a and b,      

AT THE OUTPUT      𝐶       and integers x and y such that          

1. Let‘s x1:=1, x2:=0, y1:=0, y2:=1 

2. While b>0 

3. q:=[a/b], r:=a-qb, x2:=x1-q*x2, y2:=y1-q*y2 

4. a:=b, b:=r, x1:=x2, x1:=x, y1:=y2, y1:=y 

5. Put D:=a, x:=x1, y:=y1 and return (D,x,y) 

Here [c] means integer part of c. 

Example 

Let us find    𝐶           and integers x and y such that            . 

http://en.wikipedia.org/wiki/Modular_multiplicative_inverse
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Initial data:  

1-st step: 

            1,       1        ; 

    1    1,      1   1,      ,      

It is suitable to place the intermediate results of computation into the table: 

№ a b q r x1 x2 y1 y2 

1 500 440 1 60 1 0 0 1 

2 440 60 7 20 0 1 1 -1 

3 60 20 3 0 1 -7 -1 8 

4 20 0 - - -7 22 8 -25 

 

Summary   𝐶                              

This algorithm was realized in MATLAB as a function  

 𝐶               𝐶            

 

Part2 

Algorithm for finding multiplicative inverse due to the formula (1) 

Pseudocode (stage 2) 

AT THE INPUT: two natural e and N. 

AT THE OUTPUT: inverse of e in modulus of N. 

1. Use extended Euclid's algorithm for finding of x and y such that 𝑒          , 

where     𝐶  𝑒    

2. If   1 then there is no inverse element else return x. 

There is the code, realizing Extended Euclid's algorithm in MATLAB: 

function R = inverse(M, N) 

%Calculate inverse for M modulo N. 

  

x1:=1, x2:=0, y1:=0, y2:=1 
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[x, y, d] = egcd(M, N); 

if d == 1 

    R = mod(x, N) 

    return 

end 

end 

  

function [x, y, d] = egcd(a, b) 

%Extended Euclidean algorithm. 

%Calculate greatest common divisor. 

  

a = abs(a); 

b = abs(b); 

  

if b == 0 

    x = 1; 

    y = 0; 

    d = a; 

    return 

end 

  

x1 = 0; 

x2 = 1; 

y1 = 1; 

y2 = 0; 

  

while b > 0 

   q = floor(a / b); 

   r = a - q * b; 

    

   xtmp = x2 - q * x1; 

   ytmp = y2 - q * y1; 

    

   a = b; 

   b = r; 

    

   x2 = x1; 

   x1 = xtmp; 

   y2 = y1; 

   y1 = ytmp; 

end 

  

x = x2; 

y = y2; 

d = a; 

end 
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Example of using this function 

 >> (3,5874292) 

R =     3916195 

 

Arithmetic of irrational numbers modulo p 

For the Williams cryptosystem, the encryption and decryption are comparable in speed 

with similar operations in RSA cryptosystem. But the description of this system is much more 

difficult. 

Let‘s consider the equation      √ , where numbers a,b,c are integers (see above). 

Here √  is treated as number, which square is equal to c. If we fixing c, then numbers   

can be representing as pairs (a,b), for which adding and multiplying are defined by the way: 

 1       1  1              1       1        

 1      1  1              1     1    1       1 . 

We denote conjugate with   the next number 

  ̅     √                  (3) 

It is suitable also to define the next functions Xi and Yi (i=0,1,2,…) (see [5]): 

                    ̅   , 

                    ̅       ̅       ̅    √ . 

The last expression is intended for clarifying.  

Thereat degrees of   and  ̅ can be write through functions   and   : 

              √ ,  ̅ =           √ . 

It is obvious, that        and        are integers. 

 Suppose, that we have the following equality: 

       1, 

and consider the   and  ̅, defined above (see (3)). Then   ̅  1 and 2 

  
     

  1. 

Moreover, for ji  

                                                           
2
 Argument   is omitted. 
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                                 ,              (4) 

and 

                                .                (5) 

Basing (4) –(5) one can get recursive formulas for the quick calculation of    and   
3 

      
     

     
  1,    (I) 

         ,      (II) 

                ,    (III) 

                .     (IV) 

As    1 and     , so        is not depend on b. Remark also that Y1=b. 

 The comparisons are defined in a natural way: 

(     √ )  (     √ )        . 

It means that at the same time the conditions              and             . 

If we replace        1 by  

       1        ,                 (6) 

then formulas (4)-(5) also can be replaced by comparisons modulo n. 

Base of Williams cryptosystem is the next lemma, providing mutual reversibility 

encryption-decryption procedures. To formulate it we need two new definitions. 

Let p be an odd prime number, a is integer. The Legendre symbol (
 

 
) is a function 

of a and p defined as [6]: 

 (
 

 
)     if    ; 

 (
 

 
)  1 if a is a quadratic residue modulo p and             

 (
 

 
)   1 if a is a quadratic non-residue modulo p. 

Often it is more suitable to exploit Euler‘s formula  

                                                           
3
 All calculation should be performed modulo n 

https://en.wikipedia.org/wiki/Prime_number
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(
 

 
)   

   

        .   (7) 

As a sequence we have useful properties of (
 

 
) knowing as the supplement to the law of 

quadratic reciprocity:  

(
  

 
)    1 

   

    (*) 

Another property is multiplicative low: 

(
  

 
)  (

 

 
)  (

 

 
)   (**) 

Remark If a>p then (
 

 
)  (

 

 
) where r=a mod p. 

 Example 1 

Let‘s find (
 

  
), using (7). Here we have to solve comparison:  

        11          11  1.   

Exercise 1 

Find (
 

  
) using Euler‘s formula. 

Solution 1 

(
 

  
)        1  1         1 =12. 

Let   1 –             and    p1 p2 … pn – its prime factorization (may be pi=pj for 

ij). Then for arbitrary a Jacobi symbol defines by the equality [7]: 

       (
 

  
)  (

 

  
)   (

 

  
)   (7‘) 

Remark. If     then               where          . 

Example 2 

Let‘s find Jacobi symbol     1    Using (7‘) we get     1   (
 

 
)  (

 

 
)   . 

Exercise 2  

Find     1    

Solution 

    1    (
 

 
)  (

 

 
)  (

 

 
)                . 

Lemma. 
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Let n is a product of two odd primes p and q; a,b and c are integers, satisfying (6) and, 

besides Legendre symbols    (
 

 
) and    (

 

 
) satisfy the comparisons 

    𝑖         for i=p and i=q.               (8) 

Let also LCM(cb,n)=1 and Jacobi symbol (
      

 
) is equal to 1.  

Define  

                               (9) 

and suppose, that e and d satisfy comparison 

𝑒     1                         (10) 

Under these suggestions 

              , 

where      √   

Now we are ready to represent the details of the Williams cryptosystem. 

Generating the key 

First we choose two prime numbers p and q, and calculate their product     . Then 

with help of busting we select number c so, that Legendre symbols    and    satisfy the 

conditions (8). Let‘s remark, that there is also 4 possible variants for numbers c.  

 Next we find (also by the selection) a number s such, that the Jacobi symbol (
    

 
)  

 1 and  𝐶       1. Number m should be the same as in lemma (see (10)). The last step – 

choosing arbitrary d, for which  𝐶       1 and calculate e due to the rule 

𝑒  
   

 
          . 

Here n,e,c,s are parts of the public key and p,q,m,d are parts of the secret key. 

Example 3 

Let   11,   1 , then   1  . Determine  public and secret keys for   1 ,    . 

To find c we consider relations 

(
 

  
)   11         and (

 

  
)   1         , 

which is equivalent to the next (see [8]): 

(
 

  
)  1         and (

 

  
)   1        , 
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To solve these equations we use special MATLAB function modulopower, which 

allow find  

X
N
 (mod M): 

function R = modulopower(X, N, M) 

  

X = rem(X, M); 

R = 1; 

while N > 0 

   if rem(N, 2) == 0 

       X = rem(X * X, M); 

       N = N / 2; 

   else 

       R = rem(R * X, M); 

       N = N - 1; 

   end 

end 

end 

 

E.g. let‘s find    mod 11 with help of modulopower. To do this we call  

 

>>modulopower(3, 5, 11) 

 

and get a result 

 

ans =     1 

 

Next step – organizing simple loop to find appropriate solution of quadratic residue 

modulo 11 

 

>> i=1; C(1)= modulopower(i, 2, 11); 
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while i<11 

i=i+1; 

C(i)= modulopower(i, 2, 11); 

end 

>> C 

C = 1     4     9     5     3     3     5     9     4     1    0 

This result means that equation          11 has nontrivial solutions for    1  

 1          and for these values of c we have (
 

  
)  1. 

And similar loop to find appropriate solution of quadratic residue modulo 13: 

>> i=1; D(1)= modulopower(i, 2, 13); 

while i<13 

i=i+1; 

D(i)= modulopower(i, 2, 13); 

end 

 

>> D 

D =  1   4   9   3   12   10   10   12    3    9    4    1    0 

 

This result means that equation          1  has no nontrivial solutions for  

                 11  and for these values of c we have (
 

  
)   1. 

The intersection  1         gives us unique possible variant of c:    . 

The last step is finding of s, solving equation  (
    

     
)   1. The simplest way is to 

select 

        1, then     and  (
    

     
)   (

  

     
)  (

  

  
)  (

  

  
)    1  1   1 (see (*)). 

Then, basing on (9) we get      1    1   1  1       .  

And finally, choosing arbitrary   1 , we need to solve 16 e =18 (mod 35) (see (10)). 

For finding e we will use function reverse introduced above 
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>> reverse(16,35)% Here we find 16
-1
 (mod 35) 

 

R =    11 

>> modulopower(18*11, 1, 35) % Here we find e 

 

ans =    23 

I.e. the public key is   1   𝑒             and the secret key is   11   

1    

       1 . 

Exercise 3 

Find public and secret keys for    11,    . 

Solution 3 

First we find c, considering relations 

To find it we consider relations 

(
 

  
)   11         and (

 

 
)            , 

which is equivalent to the next: 

(
 

  
)  1         and (

 

 
)   1        , 

To solve these equations we use special MATLAB function modulopower. 

Next step – using results of appropriate solutions of quadratic residue modulo 11 search 

>> i=1; C(1)= modulopower(i, 2, 11); 

while i<11 

i=i+1; 

C(i)= modulopower(i, 2, 11); 

end 

>> C 

C = 1     4     9     5     3     3     5     9     4     1    0 

This result means that equation          11 has nontrivial solutions for    1  

 1          and for these values of c we have (
 

  
)  1. 
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The similar loop is to find appropriate solution of quadratic residue modulo 17: 

>> i=1; Z(1)= modulopower(i, 2, 5); 

while i<5 

i=i+1; 

Z(i)= modulopower(i, 2, 5); 

end 

>> Z 

Z =     1     4     4     1     0 

 

This result means that equation           has no nontrivial solutions for  

            and for these values of c we have (
 

 
)   1. 

The intersection  1         gives us one possible variants of       .  

The last step is finding of s, solving equation  (
    

    
)   1.  

We choose   1 and get  (
    

    
)   (

  

    
)   (

  

  
)  (

 

  
)  (

 

 
)  (

  

 
)  1   1   1 

(see (**)). 

Then, basing on (9) we have      1    1     1       1 .  

And finally, choosing arbitrary   1 , we need to solve 𝑒    1  1      1   (see 

(10)).  

For finding e we will use function reverse introduced above 

>> reverse(17,15)% Here we find 17
-1
 (mod 15) 

 

R =     8 

 

>> modulopower(8*8, 1, 15) % Here we find e 

 

ans =    4 

 

I.e. the public key is      𝑒          1 and the secret key is   11      
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  1    1 . 

Encryption 

Initial text is number    1       (if necessary, this text is divided on blocks with 

appropriate size). Coding is performed using number      √   and encrypting by the way 

       . 

Let‘s determine   and b1 first: if  (
    

 
)  1 then 

1. b1=0 and     √   

otherwise 

2. b1=1 and   (  √ )(  √ ). 

In both cases  (
   ̅

 
)  1 (see [5]). Encoding ends with the definition      ̅. 

Let‘s represent   as   √  .  

In first case   1    we have 

  
    

    
 

  √ 

    
        .                   (11) 

In the second case (b1=1) we have 

  (                 )              

  (                 )             . 

One can show that   satisfies conditions of lemma. 

Indeed,  

  ̅  
 

 ̅

 ̅

 
 1         ; 

   1  
 

 ̅
 

 ̅

 
   

  ̅    

 ̅ 
       . 

The last formula implies  (
      

 
)  1 as it requires in lemma. 

The result         can be expressed in terms of       and      , which can be quickly 

found using recurrent formulas (I)-(IV). 
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Introducing notation   
      

     
 we complete the process of encryption. Ciphertext is the 

triple  

(E, b1, b2) where  2         and b1 was defined above. 

Example 4 

Let initial text is    1 and other parameters as in example 3. Since  (
     

   
)  

(
 

  
) (

 

  
)   

   1    1  1, we have  1  ,    1  √  and due to (11) for     

  (
   √ 

   √ 
)    1         1  1   1√   1  1      1  .       (12) 

To find inverse modulo 143 we will exploit function reverse again (see Example 3): 

>> reverse(218,143) % 218-1 mod 143. 

 

R =    82 

 

Then we compute integer part of   in (12): 

 

>> modulopower(223*82,1,143) 

 

ans = 

   125 

 

The same actions to calculate coefficient of irrational part of  :  

  

>> modulopower(21*82,1,143) 

 

ans =6 

 

So, the result is   1    √       1   . 
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As 125 is odd we get   2 1. 

To calculate        and        we organize a loop, using (I)-(IV) 

>> X(1)=125;Y(1)=6; i=1;while i<12 

X(2*i)= modulopower(2*X(i)^2-1,1,143); 

Y(2*i)= modulopower(2*X(i)*Y(i),1,143); 

X(2*i+1)= modulopower(2*X(i)*X(i+1)-X(1),1,143); 

Y(2*i+1)= modulopower(2*X(i)*Y(i+1)-Y(1),1,143); 

i=i+1; 

end 

>> X(23) 

ans =    68 

 

>> Y(23) 

ans =   125 

 

I.e. we have           and        1  , so E=68 1    (mod 143). Applying 

functions reverse and modulopower, we get 

>> modulopower(68*reverse(125,143),1,143) 

 

R =   135 

ans =    28 

Thus, ciphertext is a triple (28,0,1). 

Exercise 4 

Find ciphertext for   1  if other parameters as in Exercise 3. 

Solution 4 

Recall, that      𝑒        and   1. 

Let‘s find  (
    

 
)   (

     

  
)   (

   

  
)   (

  

  
)   (

  

  
)  (

  

  
) (

  

 
)  (

 

  
) (

 

 
)   

 (
 

  
) (

 

  
) (

 

 
)    1  1    1  1 (see arrays C and Z ). So,  1  ,     √  

1  √ . Basing on (11) we get  
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   (
   √ 

   √ 
)       (1   1     1  1    √ )         . 

>> modulopower(182*reverse(179,55), 1, 55)% Find 1   1            

 

ans =    13 

>> modulopower(19*reverse(179,55), 1, 55) Find 1  1            

 

ans =    21 

 

So,  =13+21√  (mod 55). 

As a=13 is odd we get b2=1. Then we need to calculate X4( ) and Y4( ). Organizing loop, 

as earlier: 

>> X(1)=13;Y(1)=21; i=1;while i<3 

X(2*i)= modulopower(2*X(i)^2-1,1,55); 

Y(2*i)= modulopower(2*X(i)*Y(i),1,55); 

X(2*i+1)= modulopower(2*X(i)*X(i+1)-X(1),1,55); 

Y(2*i+1)= modulopower(2*X(i)*Y(i+1)-Y(1),1,55); 

i=i+1; 

end 

>> X(4) 

ans =    42 % X4( ) 

>> Y(4) 

ans =    54 % Y4( ). 

 

Next step is determining of         
             : 

 

>> modulopower(42*reverse(54,55), 1, 55) 

R =    54 

ans =    13 
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Thus, ciphertext is a triple (13,0,1). 

 

Decryption 

This procedure is easier than encryption. To decrypt the message we have to calculate 

    
   

  ̅
=

  √ 

  √ 
        , 

but this action can be performed by an attacker. So for final decryption we should to 

compute      provided that the number d is kept in secret. We get 

                    √            . 

The number b2 transferred in the message, specify which of the signs is correct - the one 

that gives an even result or that, which gives odd one. The number b1 will show, whether the 

result should be multiplied by 
  √ 

  √ 
. Eventually we get the number 

   
  √ 

  √ 
       , 

and find initial text   
    

    
√         . 

Example 5 

Let‘s decrypt a message, encrypting earlier in example 4.  

First we need to compute    : 

    (
     

     
)   (

  

     
)√       1                      √      1   . 

Applying function reverse, as usual, we get 

>> reverse(779,143) 

ans = 

    38 

 

Then we compute integer part of    : 

 

>> modulopower(38*789,1,143) 

ans = 

    95 
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The same action to calculate coefficient of irrational part of      

 

>> modulopower(38*56,1,143) 

ans = 

   126 

 

I.e.        1  √      1   . Since d=16, we also calculate      
    and 

     
   , organizing the same loop as in Example 4. 

>> X(1)=95;Y(1)=126; i=1;while i<9 

X(2*i)= modulopower(2*X(i)^2-1,1,143); 

Y(2*i)= modulopower(2*X(i)*Y(i),1,143); 

X(2*i+1)= modulopower(2*X(i)*X(i+1)-X(1),1,143); 

Y(2*i+1)= modulopower(2*X(i)*Y(i+1)-Y(1),1,143); 

i=i+1; 

end 

 

>> X(16)%      
    

 

ans =    18 

 

>> Y(16)%      
    

 

ans =   137 

 

Because b2=1, the number a must be odd, so 

    (1  1  √ )  1    √      1   . 

Considering that the second component of ciphertext b1=0 we conclude, that     . In 

this case 
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1    √ 

1    √ 
√      1    

   1   √ 

    
√      1     

  1             1   . 

The value of the last expression: 1             1    one can find with help of 

MATLAB functions: 

>> modulopower(15*reverse(3799,143),1,143) 

R =   113 

 

ans =   122 

 

Finally, since  1       1    1     1   we get a result    1 which was the 

original plaintext. 

Exercise 5 

Decrypt a message, encrypting earlier in exercise 4. 

Solution 5 

Initial data:   1 ,  2 1,  1  ,   1 ,     ,    ,   1. 

Let‘s compute     
  √ 

  √ 
.  

    (
     

     
  

  

     
√ )        1   166

-1
+26 166

-1√ ) mod 55. 

With help of MATLAB for the first summand we have  

>> modulopower(172*reverse(166,55), 1, 55) 

 

ans =     7 

 

and for the second one we get 

 

>> modulopower(26*reverse(166,55), 1, 55) 

 

ans =    26 
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I.e.     (    √ )      . Since d=17, we have to calculate      
    and 

     
   . 

Let‘s organize a loop 

>> X(1)=7;Y(1)=26; i=1;while i<9 

X(2*i)= modulopower(2*X(i)^2-1,1,55); 

Y(2*i)= modulopower(2*X(i)*Y(i),1,55); 

X(2*i+1)= modulopower(2*X(i)*X(i+1)-X(1),1,55); 

Y(2*i+1)= modulopower(2*X(i)*Y(i+1)-Y(1),1,55); 

i=i+1; 

end 

>> X(17) 

ans =    42 %      
    

 

>> Y(17) 

ans =    34 %      
   . 

 

Since  2 1, the first number in expression        
         

   √   should be odd, 

so  

          √ )mod 55= 13+21 √  mod 55. 

Considering that the second component of ciphertext  1   we conclude, that     . In 

this case 

  
1   1√ 

1   1√ 
√          

    1 √ 

   
√          

1 

1 1
        

The value of the last expression: 1  1 1           one can find with help of 

MATLAB functions: 

>> modulopower(14*reverse(131,55), 1, 55) 

R =    21 

 

ans =    19 
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Now we get the result w=19 which was the original plaintext. 

 

Conclusion 

 Over centuries of development, cryptography is at its highest level of 

sophistication. Although not thought of as the pinnacle of encryptions anymore, the RSA 

security is used everywhere today. Many cryptosystems have branched out from the creation of 

RSA, one of them being the William‘s cryptosystem, created by William Staling. Mainly, the 

three steps of William‘s cryptosystem are: generating the key, encrypting the message, and 

decrypting the encrypted message using the key. The system‘s usage of RSA and modular 

arithmetic enormously strengthens its security. In this paper, we were successfully able to outline 

and present the workings of this encryption scheme. 

Writing this research paper made me realize that it was curious why this system is neither 

well-known nor used despite the fact that it doesn‘t have any technical or mathematical flaws. 

After doing some research, it seems that the issue has to do with its association with the Rabin 

encryption scheme.  Plain Rabin was found to be vulnerable to chosen ciphertext attacks, and 

thus, seen as undesirable as compared to RSA.  

Unfortunately, the future of the William‘s cryptosystem is not bright. Not only is it 

unpopular in the first place, new, more efficient systems, have been developed, like elliptic curve 

cryptography, which is a newly developed system that requires smaller keys compared to other 

systems. Systems like these can provide the same level of security with much smaller key sizes, 

making them more efficient to use. Since these systems have more potential than the William‘s 

cryptosystem, the William‘s Cryptosystem will probably never see the popularity that systems 

like RSA have. 

In the future, I would like to learn more about other current and future cryptosystems, 

like elliptic curve cryptography, but especially those that will be developed to battle against the 

incoming wave of quantum computing. Quantum cryptography especially interests me because I 

believe that we should be ready for the inevitable development of quantum computers and their 

impact on the encryption world. After studying the William‘s system, I believe that I can tackle 

more difficult to understand encryption schemes and hope to be able to contribute to data 

security in the future. 
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Abstract 

Fluid refers to either gas or liquid whereas dynamics entail motion. Therefore, fluid 

dynamics can be defined as the study of movement of fluids and their corresponding interactions 

whenever they come into contact while they are in motion. Fluid dynamics can be discussed 

ashydrodynamics that is concerned with the study of motion in liquids and aerodynamics, 

which is concerned with the study of motion in air (Patera and Anthony 467). 

 

Applications of Fluid Dynamics 

The concept of fluid dynamics can be used in traffic engineering where traffic is taken as 

continuous fluid flow. Fluid dynamics can also be used to determine the flow rates of material 

such as petroleum from pipes and it can be employed in the aeronautical fields where it is used to 

calculate and find the forces acting upon an airplane(Patera and Anthony 488). 

In fluid dynamics, some forces are always incurred by object within the fluid or the fluid 

versus the vessel or within the fluid itself. These forces mostly act in an opposite direction to the 

displacement of particles on motion and the velocity. The forces depend on velocity. Fluid 

resistance is one of the forces thatis related fluid flow. It opposes the relative motion of an object 

through a fluid. For any object, precisely solid moving through a fluid, the graft is the constituent 

of the hydrodynamic or aerodynamicforces imposed opposite to the direction of the 

displacement. A lift is considered to be the component at right angles to this direction. Hence, 

drag hinders the motion of the object the fluid. 
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Fluid Dynamics Equations 

According toPatera and Anthony (467), the fluid flow, of a liquid, is assumed to be 

incompressible thus it is considered; 

$\rho$ = constant, and hence 

$\frac{P}{\rho}$ + g z + $\frac{v^{2}}{2}$ = K 

Or 

$\frac{P}{\rho g}$+ z +$\frac{v^{2}}{2g}$= K 

Or 

$\frac{P}{\rho g}$ + $\frac{v^{2}}{2g}$+ z = K 

From the above equations, 

$\frac{V^{2}}{2g}$ = kinetic energy per unit weight or kinetic head 

$\frac{P}{\rho g}$ = pressure energy per unit weight fluid or pressure head 

z = potential energy per unit weight or potential head 

K= constant 

$\rho$ = Density 

P = pressure  

 

Streamline flow of the particle in the fluid flow to a direction S is considered. The mass 

of fluid particle and its acceleration give the net force in the stipulated direction S. The 

uniformity of the flow dictates that the flow of the compressible fluid is constant hence; 

$\int$ $\frac{dP}{\rho}$+$\frac{V^{2}}{2}$ + g Z = K 

The Bernoulli equation above differsslightly fromisothermal as well as adiabatic 

progressions. 

It is noted here that, 

$\rho$ = fluid density  

Z = elevation point 

 

Hence the equation can as well be written in another form as, 

q +  P = Po 

where;  

q = dynamic pressure 

P = Static pressure 

Po = total pressure 
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Fluid Flow 

Fluid flow is the science of fluids in motion. As denoted above in the definition of fluid 

dynamics, fluids do not include solids but can either be liquids or gases. Fluid flow essentially 

implies the movement of a fluid through various vessels or under several conditions like through 

a pipe or any other streamlined vessel (Yeh and Cummins 178). Fluids can either be 

compressible of incompressible and fluid flow talks about their properties when under flow. 

Incompressible fluids abide by the equation of continuity of flow indicated as; 

A1V1 = A2V2 

 

While compressible fluids have their continuity of flow as, 

p1A1V1 = p2A2V2 

 

Where, A1 and A2 are Areas 

           p1 and p2 are pressures 

           V1 and V2 are volumes 

There are two categories of fluid flow. These are; 

(i) Laminar flow that is also known as Streamline flow 

(ii) Turbulent flow 

The Archimedes Principle 

The principle states that when an object is completely or partially immersed in a liquid, 

it is associated with an upward force that is in correspondence to the amount of fluid 

displaced(Schultz et al 100). 

Hence; 

Force keeping the object on the fluid (buoyancy)=amount of fluid displaced…………..(i) 

The apparent weight of the object on water can therefore be calculated as; 

Apparent weight of the object = Its original weight – the buoyant force exerted…….....(ii) 

Archimedes Principle Equation can therefore be derived from equations (i) and (ii) 

where, 

Buoyant force is given by: 

Fb = g ρ V ........................(i) 

or 

Fb = Wa – Wf...................(ii) 

where, 
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g = Acceleration due to gravity 

Fb is the Buoyant force 

Wa = the original weight of the object when it is free in air 

Wf = the apparent weight of the object when it is immersed in the fluid 

ρ = Density of the fluid 
 

V = Volume of the object inserted into the fluid 

Incorporating equation (i) in (ii) to get equation (iii) 

g ρ V = Wa – Wf...................................(iii) 

Therefore, 

V = Wa–Wfgρ ...................(iii) 

Putting equation (iii) in the formula for density we get equation (iv): 

ρ = (Wa–Wf )/gv which is theArchimedes Principle Formula. 

 

Bernoulli’s Principle 

Theprinciple essentiallyrelates velocity to pressure and height of non-viscous fluid 

flowing in a horizontal surface. 

According to the principle, the pressureand speedof the fluid flowing are inversely 

proportional to one another (Schultz et al 98). This means that, whenever the pressure increases, 

there is a corresponding decrease on the speed. 

It is quit noting that there are many Bernoulli equations that exist according to the fluid 

flow, basically liquid. It exposes that the law of conservation of energy as practical to moving 

liquids, where the sum of kinetic, potential and pressure energies of a liquid o motion must be 

constant.. 

Hence, the Bernoulli's equation for a unit mass of the moving fluid is given by, 

gh + 1/2v
2
+ p/δ= constant 

The ratio, p/δ, which is of pressure to density, gives the pressure energy per unit mass of 

the fluid on motion.Theabove equation can be derived considering a tube AB shown in the figure 

below. 
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The liquid flows from A to B with varying diameters and hence varied pressure 

Therefore,  p1>p2.  

According to equation of continuity, 

A1v1r= A2v2r= m 

SuggestingA1>A2 giving v1<v2 

The work done per second on the liquid at area A = r1A1v1 

This can be expressed as, 

= ρ1v1 

Which corresponds to area B, 

= ρ2v2 

Net work done per second from A to B 

= ρ1v−ρ2v (owing to the fact that v1 = v2 = v according to the equation of continuity) 

In accordance to the law of conservation of energy, the net work done per second increases the 

kinetic energy per second and potential energy per second through the AB. Hence; 

p1v−p2v = (mgh2−mgh1) + (1/2mv
2

2−1/2mv
2

1) 

or p1v+mgh1+1/2mv
2

1= p2v+mgh2+1/2mv
2

2 

or p1vm+ gh1+1/2v
2

1= p2vm + gh2+1/2v
2

2 

orp1ρ + gh1+1/2v
2

1 = p2ρ+ gh2+1/2v
2

2 

Hence the equation; 

gh + 1/2v
2
+ p/ ρ= constant 

 

Fluid Flow Rate 

In fluid flow, some volume of the fluid are getting out of the system as others occupy the 

void created to keep the constant flow. Fluid flow rate is therefore the time taken of the replaced 

fluid. Fluid flow rate is systematically calculated using mass flow rate which is the amount of 

fluid that goes through an opening in a specific time. 
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Mass flow rate = ρ A V 

Where 

 A = area 

  ρ = density  

 V = Velocity 

Flow rate = Area × Velocity 

Volumetric FlowRate is the volume of fluid that goes through a stipulated surface per unit time 

(Ford et al 477). It is denoted by letter Q and expressed as; 

  Q = V A cos θ 

Where, 

 V= volume 

 A= area 

 Θ= angle of flow 
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Introduction  

This essay aims at performing an analysis of three areas which include the number 

theory, combinatoric and cryptography. The number theory is used both in combinatoric and 

cryptography, and all the three areas find use in each other.  

Number Theory 

The branch of mathematics called number theory studies the properties exhibited by the 

natural numbers and all integers. Other words used interchangeably with number theory include; 

arithmetic, higher arithmetic and theory of numbers. The number theory tries to discover and 

establishes the relationships that exist between different numbers as well as to prove the 

truthiness of these relationships.  The discovery of number theory was discovered by Pierre de 

Fermat in the 17th century. Integers can either be even or odd; however, these numbers are 

closed under multiplication, subtraction, and addition. 

Relationship 1: 

For an integer n to be considered even, then n must be equal to 2k (n=2a). While for an 

integer n to be considered odd, then n must be equal to 2a +1 (2a+1).  

Proof: 

If a = 2, then n = 4 where n= 2*2= 4 (an even integer) 

If a= 2, then n= 5 where n= (2*2) +1= 5 (an odd integer) 
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Relationship 2: 

It happens that if m and n are considered even integers, then mn is said to be divisible by 

4.  

Proof:  

By m and n being even implies that there are integers a and b in such a way that m=2a 

and n=2b. 

In this regard, mn will be equal to 4ab (mn=4ab). And because ab is said to be an integer, 

mn is divisible by 4 since it is 4 times an integer.  

Relationship 3: 

Another relationship is that the sum of two odd integers can never be odd, but the sum of 

two even integers is even; 

Proof: 

Odd integers 

An example to this is; taking 1 and 5 both odd numbers gives the following; 1+5= 6  

Even integers 

Recall that for an integer n to be considered even, then n must be equal to 2k (n=2k). 

While for an integer n to be considered odd, then n must be equal to 2k +1 (2k+1).  

Hence; if n and m are odd integers, there exist some integers a and b such that n=2a+1 

and m=2b+1.  

Hence sum of these two integers will yields; m+n = 2b+a+2a+1= 2(a+b+1). This implies 

that the summation of m and n must be even.  

Relationship 4: 

If n is a positive integer, then n will be even if and only if 3n2+8 is even.  

Proof: 

The first thing in this relationship is to show that n is even when 3n2+8 is even, and 

3n2+8 is even when n is even. 

n is even if n=2a and hence, 3n2+8 = 3(2a) 2+8= 12a2+8 = 2(6a2+4). This answer is even 

because the content of the bracket (6a2+4) is an integer.  

 

 



Number Theory, Combinatoric and Cryptography 

Analysis of Applied Mathematics | Volume 7               Page 118  

Combinatorics 

Combinatoric refers to a branch of mathematics that deals with the study of combination, 

enumeration, as well as the permutation of sets of elements and mathematical relations which 

characterise their properties. In various cases, mathematicians use the word combinatoric to refer 

to a large subset of discrete mathematics such as graph theory. The topic finds its application in 

areas of mathematical optimisation, pure mathematics, ergodic theory, computer science and 

statistical physics. Combinatoric is related to number theory through which the two words are 

combined to form combinatoric number theory. Combinatoric number theory deals with classical 

problems that face number theory and also deals with issues such as cardinality of the largest 

subset.  

The combinatoric concepts are proofed mathematically by use of the term combinatoric 

proof. This proof is divided into two; double counting and bijective proof. The double counting 

proves the combinatorial identity through counting the number of elements of those carefully 

chosen set of two different ways hence able to obtain various expressions in the identity. The 

condition is that the expressions must be the same since they count the same objects. This way 

the identity is established. When using the bijective proof, there are two sets that are shown to 

possess the same number of members via exhibiting a bijection such as one – to – one 

correspondence. Below is an example of the double counting proof for the known formula on the 

number of (n k) of k – combinations for an n – element set. 

 

In this set of k- combinations identity, a direct bijective proof cannot be used since the 

right-hand side has a fraction. The numerator of the identity counts the Cartesian products of k 

finite sets of sizes n, n-1… n -k+1. On the other hand, the denominator counts the permutations 

of k-element set.  

Another example is C (n, k) = C (n, n - k), where one needs to observe the in the 

instances that items of k are selected, n-k items are left over. One can also introduce m=n-k to 

obtain k=n-m which translates to an equivalent form C (n, n-m) = C (n, m).) 

Cryptography 

The term Cryptography refers to the study of information protection through encryption 

hence cannot be predicted by every user. This concept brings privacy in communication in many 

modern applications and communication platforms. The information is coded in an unreadable 

format referred to as cipher text and only the individuals who possess a secret key can be able to 

decrypt the information into a plain text. Albeit, most of the modern techniques used in 
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cryptography are virtually unbreakable, the encrypted text can be broken by use of cryptanalysis 

(code breaking).  

Cryptography is very important in providing secure and safe mailing in a system and 

hence able to offer quick and efficient messaging only within allowable permissions provided. 

The system provides integrity, confidentiality, non-repudiation and authentication. Fundamental 

principles of cryptography include freshness and redundancy. The basics of cryptography are 

plain text, cipher, encryption, decryption, private key, public key and public key. Cryptography 

is classified into private and public cryptography. The public cryptography is the most modern 

and forms a strong basis for digital signatures, digital certificates and data encryption. Examples 

of the private cryptography are Advanced Encryption Standard (AES), TDES, Blowfish and 

RC4. One of the suitable and superb cryptography systems used on the internet for the protection 

of data is Pretty Good Privacy. The two classifications of cryptography systems are public keys 

and symmetric – key systems.  

Cryptography also uses the number theory concept as utilising the Fermat‘s little 

theorem. This theorem is stated as if p is said to be a prime number then a(p-1) ≡ 1 (mod p) for 1 

≤ a ≤ (p-1). A good example is that if p = 7 and a = 2 then 26 = 64 ≡ 1 (mod 7). 

The concept of cryptography has shaped life through the study of hiding information. 

Conclusion 

The three areas of concern in this essay are related in that they all use connatural concepts 

in offering theories as well as mathematical solutions. 
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Abstract 

The purpose of this research paper is to know how RSA encryption works and how many 

ways that we can try to decrypt it. When for RSA encryption low value of encryption exponent is 

used, it‘s possible to perform ciphertext-only attack based on Chinese Remainder Theorem. This 

attack can be used only when the same ciphertext is sent to the considerably large number of 

recipients with. If conditions for the attack usage are fulfilled, the plaintext is obtained trivially.  

Introduction  

In this research paper, there will be some discussion about the attacks on RSA 

cryptosystem. RSA algorithm is used in most of the cryptosystems on the internet nowadays.  

RSA algorithm is one of the first practical public-key cryptosystems and is widely used 

for secure data transmission. RSA is secure, because it is based on computationally difficult 

problem of inverting a so calles ―trap-door‖ function. The idea of trap-door one-way function is a 

function that is easy to compute in one direction, yet hard to compute in the opposite direction in 

order to prevent the hacker to hack the data that is transmitted between data provider and 

receiver.  

The title ―RSA‖ is an acronym of its inventors‘ surnames: computer scientists Ron Rivest 

and Adi Shamir and mathematician Leonard Adleman. It was developed in 1973. RSA algorithm 

was the result of enormous amount of work, which all started when Rivest read a paper by Diffie 
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and Hellman, who proposed that public – key encryption needs to contain ―trap-door one-way 

function‖ to be a good encryption system.  

Three steps of RSA algorithm are: key generation, encryption, and decryption. The three 

steps can be explained that, first, data is encrypted. Then the encrypted data is sent to the data 

receiver. Then the encrypted data will be decrypted that both provider and receiver have.  

However, nowadays, there are some attacks on RSA cryptosystem. Because RSA is the 

common cryptosystem that people use, the attacks on RSA cryptosystemcan cause a lot of 

damage. To be specific, the cryptoanalyst, which can be described as a potential enemy, has no 

direct access to the generator cipher, but have unlimited access to communication, know the 

progress of encoding, or have partial information about the content.  

 

Preliminaries 

Having distinct private and public keys is necessary for public–key cryptography public 

key allows people to encrypt information without any preparation. 

The factor that makes RSA hard to break is its cryptographic complexity, which is based 

on the problem of factorization of large numbers. With two large prime numbers, private and 

public key, one can assume that the problem of recovering the plain text by the cipher text and 

the public key is equivalent to the factorization problem. According the the Euclid, the genius 

mathematician alive more than two thousand years ago, there are infinite prime numbers, 

however, since the RSA algorithm operates on certain length, the number of possible primes is 

finite.  

In order to generate key pairs, which are two large prime numbers, p and q, it is necessary 

to use Euler function to maximize the reliability of p and q that should be chosen with an equal 

length.  

 

For the next step, randomly chose encryption key, e. It should be co-prime number with 

φ(n) , and compute the decryption key d.  

e∙d≡1(mod φ(n))                (1) 

In order to find d, which can be called the multiplicative inverse of e (modulo φ(n)), the 

previous equation can be rewritten. 

                           (2) 
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Note that d and n are also coprime. Numbers e and n are the public key, and d is private 

key. Two primes p and q are kept in secret. 

Modular Factorization 

John Pollard, a British mathematician who has invented Pollard‘s rho algorithms in 1975, 

pointed to one of the unfortunate choice of multipliers. He stated that it is obviously that 

numbers p-1 and q-1 are composite. And all the prime factors in the canonical decomposition of 

the number p-1 are less than some integer B. 

                  

For any number   of this sequence let‘s define      as exponent of the maximum degree 

of  , fits in M
4
: =φ(n): 

               ; so      [     ]. 

Thus, the number Q=               
     

 is divisible by p-1.  

Due to the Fermat's Little theorem we have  

     1                GCD(A,p)=1.                  (3) 

Since congruence can be power, (3) follows the relation 

   1          

The last is equivalent to    1   . As a consequence,  𝐶     1    equals either M 

or p. 

This is the base of factorization algorithm. Choosing an arbitrary prime number A, A<M 

we check the condition GCD(A,M)=1 (otherwise A is a factor of M). We set the suggested 

estimate B for the prime factors of the canonical representation of one of the numbers, p-1 or q-

1. Then we write all the prime numbers from 2 to B, and suppose that the number of them is 

equal to K. Next step - calculating the exponents  . Seeing 

 𝐶     1     𝐶            1   , 

 

the calculation makes sense to carry out directly modulo M, creatively developed a method of squaring-

multiplication [7]: 

                                                           
4
 Number M corresponds to (n) in formulas (1)-(2) 
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    (     )            
   

( 
 

 (  )
)

                     .  (4) 

 

If some    1, then choice of A failed and we should select a different value.  

If  𝐶 (   1  )  1 then we found nontrivial factor of the number M=pq. 

 If  𝐶 (   1  )  1 then for j<K we calculate     . Otherwise, if j=K, then estimate 

of B is declared inconsistent, i.e. each of the numbers p-1 or q-1 has at least one prime factor, 

greater than B. Thus, estimate of B increases, the sequence of prime numbers            adds 

by the new members and the process of    searching continues. 

Example 1 

Factorize number M= 5 621 590 244 630 593. 

As working hypothesis we take B=35. Then we choose arbitrary prime A, e.g. A=3, and 

find all prime numbers    belonging to the interval (2;35) with corresponding exponents      . 

Next step – calculate           using the rule (4). 

It is suitable to realize this algorithm with help of MATLAB [8]. For modular 

exponentiation we will use the next function: 

function R = modulopower(X, N, M) 

X = rem(X, M); 

R = 1; 

while N > 0 

   if rem(N, 2) == 0 

       X = rem(X * X, M); 

       N = N / 2; 

   else 

       R = rem(R * X, M); 

       N = N - 1; 

   end 

end 

end 
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To reserve the array of prime numbers we use embedded MATLAB function: 

>> p = primes(1000) 

 

Then we organize a loop to find a number Aj with condition  𝐶 (   1  )  1. 

>> j=1; M= 5621590244630593;  

 A(1)=modulopower(3, 2^52, M)  % Initialization 

while gcd(A(j)-1,M)==1 

j=j+1; 

m(j)=fix(log(M)/log(p(j))); % To calculate m(j) we use function log 

with natural base 

l(j)=p(j)^m(j); % Calculating exponent 

A(j)= modulopower(A(j-1), l(j), M); 

end 

>>  j 

j =    18 

>>  gcd(A(18)-1,M) 

ans =        1607 

 

As a result we have  𝐶      1    1    (this is p). For completeness we note, that  

q=M/p=3 498 189 324 599. 

 

Exercise 1. 

Factorize number M=452 474 720 655 677. 

Solution 1 
 

Let‘s organize a loop as in previous Example. 

 >> p = primes(1000) 

>> j=1; M=452474720655677;  

 A(1)=modulopower(3, 2^52, M)  % Initialization 
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while gcd(A(j)-1,M)==1 % Find a number Aj with condition    (   1  )  

1 

j=j+1; 

m(j)=fix(log(M)/log(p(j)));  

l(j)=p(j)^m(j);  

A(j)= modulopower(A(j-1), l(j), M); 

end 

>> j 

j =   149 

 

>>gcd(A(149)-1,M) 

ans =        2003 

 

>> uint64(M/ans) 

ans =         225898512559. 

 

So, the result is p=2003, q=225898512559. 

However, nowadays, there are some attacks on RSA cryptosystem that warns our society. 

Because RSA are the common cryptosystem that people use, the attacks on RSA cryptosystem 

will bring a chaos. To be specific, the cryptanalysis, which can be described as a potential 

enemy, has no direct access to the generator cipher, but have unlimited access to communication, 

know the progress of encoding, or have partial information about the content.  

Attack on low exponents 

Choosing the decryption key d, and encryption key e, which is based on decryption key, 

is one of the significant steps to generate the encryption and decryption RSA algorithm. In this 

step, the comparison of solutions 𝑒    1          . By having the symmetry of the latter 

with respect the numbers e and d, this sequence can be inverted: there is nothing stopping to 

choose first e, and the select d on it. Since there is a possibility, it sometimes justified by the fact 

that choice a small exponent e can facilitate the procedure of encryption for the correspondents. 

e=3 or e=216+1=65537 or e=876125345816781182489 

In terms of resistance to cryptanalysis for modules n10
155

 has the same difficulties. 
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On the other hand, if we can take e=3 or e=2
16

+1, the procedure of encryption X
e
 mod n, 

carried out by the algorithm of quadrature multiplication becomes particularly easy. In addition, 

if we choose e=3 then the calculation of the key is facilitated – it can be found by the formula: 

       
1

 
      1   

The choice of number e=3 as the encryption exponent of simultaneously several owners 

(we will consider the case with 3 owners) can be exposed by the following attack. Suppose, that 

the same plaintext X to be secretly forwarded to the three correspondents with encryption keys 

(3,n1), (3,n2) and (3,n3). Cryptanalyst, who seized encryption 

             ,              ,                

Can recover open text X. 

Actually, he knows the remainders cj of the division (unknown to him) number x
3
 on the 

numbers ni. It is also known that 

     (            )
 
. 

Then, according to the Chinese remainder theorem (see below), number x
3
 is uniquely 

recovered, and extraction a cube root of it is not difficult. Bottom line: codes do not crack, but 

their encrypted message is read. 

The Chinese Remainder Theorem 

Let‘s assume that there are positive integers n1, ..., nk that are pairwise coprime. Then, for 

any given sequence of integers a1, ..., ak, there exist an integer which will set up as X that solves 

the following system of simultaneous congruencies:  

 

Furthermore, those solutions of this system are congruent modulo the product,       

   . Hence, there is a unique (non-negative) solution less than N. 

The algorithm of recovering x, based on the Chinese Remainder Theorem 

The algorithm reduces to the search for solutions to the formula given in Theorem  

Step 1. Calculate   ∏   
 
    

Step 2. For all 𝑖  1        we find      
 𝑖

. 
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Step 3.  Find   
         , using the extended Euclid‘s algorithm (see below). 

Step 4. Calculating required   ∑     
 
     

           

Remark. For illustration of extended Euclid's algorithm working we will use two-stage scheme (see 

below).  

Pseudocode (stage 1) 

AT THE INPUT: two natural a and b, a>=b 

AT THE OUTPUT: D =GCD(a,b) and integers x and y such that ax +by=D 

Let‘s x1:=1, x2:=0, y1:=0, y2:=1 

While b>0 

q:=[a/b], r:=a-qb, x2:=x1-q*x2, y2:=y1-q*y2 

a:=b, b:=r, x1:=x2, x1:=x, y1:=y2, y1:=y 

Put D:=a, x:=x1, y:=y1 and return (D,x,y) 

Here [c] means integer part of c. 

Example 

Let us find D=GCD(500,440) and integers x and y such that 500x +440y=D. 

Initial data:  

1-st step: 

q=[500/440]=1, r=500-1*440=60; 

 x2=1-0=1,y2=0-1=-1, a=440,b=60 

It is suitable to place the intermediate results of computation into the table: 

№ a b q r x1 x2 y1 y2 

1 500 440 1 60 1 0 0 1 

2 440 60 7 20 0 1 1 -1 

3 60 20 3 0 1 -7 -1 8 

4 20 0 - - -7 22 8 -25 
 

Summary  GCD(500,440)=20=500*(-7)+440*8. 

This algorithm was realized in MATLAB as a function gcd  ([g,u,v] = gcd(A,B)). 

Part2 

x1:=1, x2:=0, y1:=0, y2:=1 
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Algorithm for finding multiplicative inverse due to the formula (1) 

Pseudocode (stage 2) 

AT THE INPUT: two natural e and N. 

AT THE OUTPUT: inverse of e in modulus of N. 

Use extended Euclid's algorithm for finding of x and y such that ex + Ny = D, where D= 

GCD(e,N) 

If D>1 then there is no inverse element else return x. 

Exercise 2  

Generate a code realizing Extended Euclid's algorithm in Matlab and find the inverse of 3 

modulo  5874292. 

Solution 3  

See code below. 

function R = reverse(M, N) 

%Calculate reverse for M modulo N. 

  

[x, y, d] = egcd(M, N); 

if d == 1 

    R = mod(x, N) 

    return 

end 

end 

  

function [x, y, d] = egcd(a, b) 

%Extended Euclidean algorithm. 

%Calculate greatest common divisor. 

  

a = abs(a); 

b = abs(b); 
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if b == 0 

    x = 1; 

    y = 0; 

    d = a; 

    return 

end 

  

x1 = 0; 

x2 = 1; 

y1 = 1; 

y2 = 0; 

  

while b > 0 

   q = floor(a / b); 

   r = a - q * b; 

    

   xtmp = x2 - q * x1; 

   ytmp = y2 - q * y1; 

    

   a = b; 

   b = r; 

    

   x2 = x1; 

   x1 = xtmp; 

   y2 = y1; 

   y1 = ytmp; 

end 

  

x = x2; 
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y = y2; 

d = a; 

end 

 

Example of using this function 

 >> reverse(3,5874292) 

R =     3916195 

Example 3 

Recover open text X basing on the coded messages  

c1=157376600452 (n1=375208626847, e=3), 

c2=169331183823 (n2=477056755369, e=3), 

c3=347858820902 (n3=497269576663, e=3). 

a) Due to the 1-st step of algorithm we denote M=n1  n2 n3. 

b) Due to the 2-nd step of algorithm we denote three equations: 

          1        ,           1        ,           1        . 

c) To solve these comparisons we will use function inverse (see above). 

So, first fragment of code is initialization: 
>> n1=375208626847;n2=477056755369;n3=497269576663; 

>> c1=157376600452;c2=169331183823;c3=347858820902; 

 

Next is computation of numbers Mi 

>> M2=inverse(n1*n3,n2) 

 M2 =   2.4524e+11 

>> M3=inverse(n1*n2,n3) 

M3 =   1.2186e+11 

>> M1=inverse(n2*n3,n1) 

M1 =   6.3640e+10 

d) We find x3 as                                         

Here we calculate  

>> T=c1*M1*n2*n3+c2*M2*n1*n3+c3*M3*n1*n2 

T =   1.7712e+46 
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>> M=n1*n2*n3 

M =   8.9009e+34 

 
>> modulopower(T,1,M) % exploiting previously constructed function  

ans =   7.9219e+34 

 

>> nthroot(ans,3)% extracting cubic root 

ans =   4.2948e+11 

 

>> uint64(ans) % representing result in the suitable form 

ans =         429480177008 

 

So, the answer is x=429480177008. 

 

Exercise 3 
Recover open text X basing on the coded messages. 

c1=24193591585, (m1= 78208789517, e=3) 

c2=43082689258, (m2= 137528481361, e=3) 

c3= 12462094926, (m3= 168149075693, e=3) 

Solution 3 

a) Denote 3 equations for find numbers Mi 

          1        ,           1        ,           1          (*) 

and initialize mi and ci 

>> m1=78208789517;m2=137528481361;m3=168149075693; 

>> c1=24193591585;c2=43082689258;c3=12462094926; 

b) Solving comparisons (*) with help of function reverse 

>> M2= reverse(m1*m3,m2) 

M2 = 

   5.7134e+10 
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>> M3= reverse(m1*m2,m3) 

M3 = 

   8.3801e+10           

>> M1= reverse(m2*m3,m1) 

 

M1 = 

   3.4852e+10 

c) Find x3 as                                         

>>T= c1*M1*m2*m3+c2*M2*m1*m3+c3*M3*m1*m2 

T = 

   6.3103e+43 

 

>> M=m1*m2*m3 

M = 

   1.8086e+33 

>> modulopower(T,1,M)% find x
3
 

 

ans =   7.5745e+31 

d) Find x 
>> nthroot(ans,3) 

 

ans = 

   4.2311e+10 

 

>> uint64(ans) % represent answer in the readable form 

ans = 

          42310817098 

Finally, x=42310817098. 
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Conclusion 

If one has knowledge of known attacks on RSA, one can formulate limitations when 

using it.  First, knowledge of one pair of encryption/decryption exponents for this module allows 

an attacker to expand module by factors.  Next, knowledge of one pair of encryption/decryption 

exponents for this module allows an attacker to calculate other exponents couples without 

expanding module by factors. Third, Common module should not be used in cryptographic 

protocols based on RSA. (This is an obvious consequence of the previous two points). Then, to 

prevent the disclosure of small exponents encrypt the message should be supplemented 

("stuffed") with random values. And finally, the decryption component must be large. 

Throughout the history, cryptography has always been important in many spheres of life. 

Many people invented new algorithms to hide their information, and others discovered a way to 

break the algorithm down to decipher information. Since the hacking industry has grown 

quickly, developers had to come up with more secure and complicated methods. One of the most 

famous methods is RSA Encryption. However, since hackers start to understand the RSA, they 

have started to attack the algorithm by using various methods, such as low exponents, Chinese 

remainder Theorem or etc. At this moment, with a sufficiently large key, RSA is still secure and 

safe to use when transmitting sensitive information.  However, with the advent of quantum 

computing on the horizon, RSA could be soon insufficient in keeping our data safe. 

Therefore, in the future, I would like to further explore how to generate algorithms and 

cryptosystems that will be able to combat quantum computing.   How to generate the key code 

that no one can find out has always been top priority to the developers in the field, so I would 

like to join a team, in the future, that might one day accomplish what RSA has done in the past: 

create a cryptosystem that would keep our personal data safe for many years. 

 

 

 

 

 

 

 

 



A Realization of Some Attacks on the RSA Cryptosystem 

Analysis of Applied Mathematics | Volume 7               Page 134  

References 

1. RSA (cryptosystem) URL: http://en.wikipedia.org/wiki/RSA_(cryptosystem) 

2. Schneider B., Applied Cryptography. Second Edition. John Wiley &amp; Sons, 1996  

3. Ronan Killeen, Possible Attacks on RSA. URL: 

http://www.members.tripod.com/irish_ronan/rsa/attacks.html 

4. S. Burnett , S. Paine , RSA Security&#39;s Official Guide to Cryptography. 

Osborne/McGraw- 

5. Dan Boneh, Twenty Years of Attacks on the RSA Cryptosystem. URL: 

http://crypto.stanford.edu/~dabo/papers/RSA-survey.pdf 

6. Pollard J.M. Theorems on factorization and primality testing. Proc. Cambridge 

Phil.Soc. 

7. Number Theory Definitions and Principles. URL: 

http://2000clicks.com/mathhelp/NumberTheoryDefinitions.aspx 

8. MATLAB URL: http://en.wikipedia.org/wiki/MATLAB 

 


	Page 1

